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BBepeHue

HupopmanrorHas 0€30acHOCTs — CPABHUTEIBLHO MOJIOAAs, OBICTPO Pa3BHBAOMIASICS 00-
JIaCTh MH(POPMAIMOHHBIX TexHojorui. CroBocodyeraHne WHGOpMaIMOHHAs 0€30MacHOCTh B
Pa3HBIX KOHTEKCTaX MOYKET MMETh Pa3Nu4HbIi cMbIcT. COCTOSIHHE 3alIUIIEHHOCTH HAIMOHAIb-
HBIX HHTEPECOB B MH(DOPMALMOHHOI cepe onpenesieTcsi COBOKYITHOCThIO cOaTaHCUPOBAaHHBIX
WHTEPECOB JINYHOCTH, OOIIECTBA ¥ TOCYAapCTBa.

[Ton nHpOpMaMOHHO 0€30MaCHOCTHIO OYAeM MOHUMATh 3aIUIICHHOCTh HHPOPMAITUH U
MOJ/IePKHUBAIOIIEH MHPPACTPYKTYPBI OT CIIy4aiHbBIX WIIM IpeIHaMEPEHHBIX BO3JICHCTBUI ecTe-
CTBEHHOT'O MJIM MCKYCCTBEHHOTO XapakTepa, KOTOpbIE MOTYT HaHECTH HEeNpHEeMJIEMBIH yIepo
cyOBbeKTaM MH(POPMAITMOHHBIX OTHOIICHHHA, B TOM YHCIE BIAJCIbIIaM M IOJIB30BATEISIM WH-
(dbopmanuu 1 moaAep>KUBAIOIe HHPPACTPYKTYPHL.

B manHOM y4eOHOM mOCOOMH OCHOBHOE BHHMAaHHE OYAET COCPENOTOYEHO Ha XpaHCHHUH,
o0paboTke 1 nepenaye HHPOPMALIMK BHE 3aBUCHUMOCTH OT TOTO, HA KAKOM SI3bIKE OHa 3aKO/IH-
pOBaHa, KTO WJIM YTO SIBISETCS €€ MCTOYHMKOM M KaKoe IICHXOJIOTHIECKOe BO3ACHCTBHIE OHA OKa-
3bIBACT HA JIFOACH.

3ammra MHGOPMAMU — STO KOMIUIEKC MEPOIPHATHH, HaIllpaBIEHHBIX Ha olecrieueHue
nH(OPMALMOHHOM 0€30MaCHOCTH.

C MeToJ10JI0TM4eCcKOr TOYKU 3peHHs MIPaBUIIBHBIA MOJX0[ K MpodiieMaM MH(pOPMaIHOH-
HOW 0€30IaCHOCTH HAYMHAETCS C BBISBIECHHS CyOBEKTOB MH()OPMALMOHHBIX OTHOLIEHHH W MH-
TEPECOB ITHX CYOBEKTOB, CBS3aHHBIX C UCIOJb30BaHHEM MH(popManuoHHbIX cucteM (MC). Yr-
PO3bI HHPOPMALIMOHHON 0€301TaCHOCTH — 3T0 000POTHAS! CTOPOHA MCIOIB30BaHU HH(POPMAIH-
OHHBIX TEXHOJIOTHUH.

Wudopmarmonnas 06€30MacHOCTs — MHOTOTPaHHAsT 00J1acTh NESTEIHLHOCTH, B KOTOPOH yc-
[1€X MOKET IPUHECTHU TOJIBKO CUCTEMATHYECKUNA, KOMIUIEKCHBIA moaxoa. st pemenust faHHON
MpoOIEMBI PACCMATPHUBAIOTCS MEPHI 3aKOHOIATEIFHOTO, aIMUHICTPATUBHOTO, IPOIIEAYPHOTO U
MIPOrPaMMHO-TEXHUYECKOTO YPOBHSL.

WudopmanronHast 6€30MacHOCTh HE CBOJIUTCS UCKIIOYUTENBFHO K 3aIIUTE OT HECAHKIHO-
HUPOBaHHOTO JIOCTYINA K HH(OPMAILIUK, 3TO IPHUHIHUITHAILHO OoJiee MUpoKoe noHsTue. TepMuH
«KOMIIBIOTEpHAsT 0€30MacHOCThY (KaK dKBUBAJCHT WK 3ameHurens MB) caumkom y3ok. Kowm-
IIBIOTEPHI — TOJIBKO OZIHA U3 COCTAaBJIIOIIMX MH(MOPMAIIMOHHBIX CHCTEM, U XOTsI BHUMaHKE Oy-
JIET COCPEI0TOUEHO, B TIEPBYIO O4Yepe/b, HA MH(OpMALK, KOTOpasi XpaHHUTCs, 00padaThIBaeTCs
U TIepeAaeTcs C MOMOUIBI0 KOMIBIOTEPOB, €e 0e30I1acHOCTh ONpeNelsieTcs BCeH COBOKYITHO-
CTBIO COCTABILIIONINX W, B MEPBYIO OUYepelb, CAMBIM CIa0BIM 3BEHOM, KOTOPHIM B ITOJaBIISIO-
mieM OOJBITMHCTBE CITy4aeB OKa3bIBACTCS YEIIOBEK.

B onpenenennu Ub mepen cymecTBUTENBHBIM «yIIep0» CTOWUT MpHIIaraTeisHOE «HETPH-
emieMblit»y. O4UeBUIHO, 3aCTPaxOBAaTHCS OT BCEX BHIOB yiiepOa HEBO3MOXHO, TeM Ooliiee He-
BO3MOYKHO CJIE€NaTh 3TO SKOHOMHYECKH IIE€I€CO00pa3HBIM CIIOCOOOM, KOTJIa CTOMMOCTD 3aIlHT-
HBIX CPEJICTB U MEPOIPHATHI HE MPEBHIIIACT pa3Mep 0XKUAAEMOro yiiepOa. 3HA4YUT, C YEM-TO
MPUXOAUTCA MUPHUTHCA U 3alIUIIATECA CJICAYCT TOJIBKO OT TOro, C 4€M CMHUPUTHCSA HUKAK HEJIb-
3. lHOTIa TaKMM HEJIOIYCTHMBIM YIIepOOM SIBJISIETCSl HAHECEHHE Bpe/ia 3/I0POBBIO JIOACH HITH
COCTOSIHHIO OKPY’Kalolllei cpelibl, HO 4allle MOPOr HEMPUEMJIEMOCTH UMEET MaTepualibHOE BbI-
pakeHHue, a LEeNbI0 3aIUThl HHPOPMAUU CTAHOBHUTCS YMEHBILIEHHUE pa3MepoB yluepda 1o Io-
IIyCTHMBIX 3HAUCHHUH.

CnexTp MHTEpEeCOB CyObEKTOB, CBSI3aHHBIX C HCIOJIb30BaHUEM MH()OPMALMOHHBIX CHCTEM,
MOJKHO DPa3JeNUTh Ha CIEAYIOUINE KaTerOpWHu: 0OecleueHHe NOCTYITHOCTH, LEIOCTHOCTH H
KOH(HUISHIINATHHOCTH HHPOPMAIIMOHHBIX PECYPCOB U TOICPKUBAIOIICH HHYPACTPYKTYPHI.

Wudopmanmonnas 6e30MacHOCTh SBIACTCS OJHUM W3 BaKHEHIINX acIeKTOB MHTETPAIb-
HOW 6e30MacHOCTH, Ha KakoM OBl YpOBHE OH HH PacCMaTpUBAJICS — HAIIMOHAJIBHOM, OTPACIIEBOM,
KOPIIOPaTUBHOM MU TIEPCOHAIBHOM.

Jist WiTroCcTpayy 3TOro OrpaHuuMMCsl HECKOJIbKMMU ITPUMEPAMHU.

[o pacnopsokennto npesugenta CLIA Kiunrtona (ot 15 uronst 1996 r.) Obuta co3nana
Komuccenst o 3amuTe KpUTHYECKH Ba)KHOW MH(PPACTPYKTYpPbI Kak OT (PM3MYECKUX Hara/JIeHHH,
TaK M OT aTak, NPEANPUHSITHIX C ITOMOLILI0 MHPOPMANMOHHOTO OpyXwHs. B Hauanme OKTAOps
1997 r. npu NMOATOTOBKE JOKJajga IPE3WJCHTY IJaBa BBILIEYNOMSHYTOH Komuccuu Pobept
Map 3asiBuJI, YTO B HACTOSIIEE BPeMs HH ITPABUTEIHCTBO, HM YaCTHBIM CEKTOp HE pacroJiara-
0T CPEICTBAMH 3alIUTHl OT KOMIIBIOTEPHBIX aTaK, CIIOCOOHBIX BHIBECTH U3 CTPOSI KOMMYHHUKA-
IUOHHBIE CETH M CETH YHEPTOCHAOKEHIS.

B ¢espane 2001 r. qoe OpIBIIMX cOTpyaHUKOB Kommannu Commerce One, BOCIIONB30-
BaBIIIHCH MTAPOJIEM aJIMUHHICTPATOPA, YAAIIIN C cepBepa (aiiibl, COCTABIISBIINE KPYITHBINA MPO-
€KT /ISl THOCTPAaHHOTO 3aKka3uuka. B aBrycte 2002 r. mpecTymHUKY HMpEeACTaNd Iepe Cy0M.

IIpu ananuze mpoOIEeMaTHKH, CBSI3aHHOW ¢ MH()OPMAIMOHHOW 0€30MacHOCThIO, HEOOXO-
JIUMO YYHTBIBAaTh CICHU(HUKY NaHHON 00JacTH, pa3BUBAIOIICHCS OECIPEleICHTHO BHICOKUMHU
TeMIaMH. 37eCh BaKHBI HE CTOJILKO OTHACIBHBIC DPEIICHUS (3aKOHBI, YUYEOHBIC KypChI, MPO-



TPaMMHO-TEXHUYECKHE H3JIeNNs), HAXOIIHEeCcs] Ha COBPEMEHHOM YpPOBHE, CKOJIBKO MEXaHH3-
MBI TeHEPALU HOBBIX PEIICHHUH, II03BOJISIOIINE )KUTh B TEMIIE TEXHUYIECKOTO IpOrpecca.

[Ipusenem emie Heckonbko udp. B mapre 2001 1. ObLI 0y0IMKOBaH OYEPEHOM, 1IECTOM
1o cyerty, rogoBoi otuetr «KoMmproTepHas npectynHocTh U 6e3onacHocTb-2001: mpobiaeMsl u
TEHJCHIMM». B oT4yeTe OTMEuaeTcs pe3KWidl POCT YMClia OOpalllcHHI B MPaBOOXPAHUTEIbHBIC
OpraHbl 10 TMOBOAY KOMITBIOTEPHBIX IpecTymienuit (32 % u3 uncna onporeHHsix); 30 % pec-
MOH/ICHTOB COOOLIWIIM, YTO UX WH(OPMAIMOHHBIE CHCTEMBI OBUTH B3JIOMAHBI BHELIHUMH 3JI0-
YMBIIIICHHUKAaMU; aTakaM depe3 Internet noasepramuce 57 % ompoueHHsIX; B 55 % cioydasx
OTMEYAJICh HapYIIEHUS CO CTOPOHBI COOCTBEHHBIX COTPYIOHHUKOB. [IpumeuarensHo, uto 33 %
PECTIOHIEHTOB Ha BOMPOC «OBLIH JH B3JIOMaHBI Barmun Web-cepBephl M CHCTEMBI AIEKTPOHHON
KOMMEPIIIH 32 IocieHre 12 MecsAIeB?» OTBETIIIN «HE 3HAIOY.

B ananorngnom ortdere, omy6imkoBaHHOM B ampene 2002 r., mudpsl ©3MEHWINCH, HO
TEHJCHIS ocTajach mpexHen: 90 % pecnoHAeHTOB (IPEeNMYIIECTBEHHO M3 KPYMHBIX KOMIIa-
HUH ¥ IPaBUTEIBCTBEHHBIX CTPYKTYP) COOOIIMIIN, YTO 3a Mocieanne 12 MecsmeB B MX OpraHu-
3alMsAX HUMEJIH MECTO HapylleHus HMHGOpPManUOHHOW Oe3zomacHocTH; 80 % KOHCTaTHPOBAIU
(huHaHCOBBIE TTOTEPU OT 3TUX HapylieHui; 44 % (223 pecroHIeHTa) CMOTIHM W/WIN 3aXOTEIH
OIICHUTh MOTEPU KOJMYCCTBEHHO, 00IIasi cyMMa coctaBmiia Oojee 455 muH. moyutapos. Hau-
Oonpmuil yimepd HaHecow Kpaku u mojuroru (6onee 170 u 115 MitH. 10IIApOB COOTBETCTBEH-
HO).

YBenuueHne 4yucia atak — enie He camasi 0oJpliasi HEpPUSTHOCTh. XYK€ TO, 4TO HOCTO-
STHHO OOHapy>KUBAIOTCS HOBEIE YS3BHMEIC MECTa B IPOTPAMMHOM OOECIIEYeHUH U, KaK CIIEICT-
BUE, TTOSBIITIOTCS] HOBBIC BUJIBI aTaK.

Tak, B uH(bOpMaIlMOHHOM mHChbMe HalroHanbHOrO LEHTpa 3aIuThl WHPPACTPYKTYPHI
CIIA (National Infrastructure Protection Center, NIPC) ot 21 utons 1999 r. cooOrmaercst, 4ro
3a miepuo ¢ 3 1o 16 urons 1999 r. BeBieHO NeBATh nmpodiem ¢ [10, puck NCmoab30BaHUs KO-
TOPBIX OLEHUBAETCS KaK CpeqHMH unu BbICOKMil. Cpean «IoCTpaiaBIIMX» ONEPallOHHBIX
riatgopm — nouru Bee paznoBuaHoctd OC UNIX, Windows, MacOS. Dto cBsizaHo ¢ TeM, 4TO
06Hapy)K6HHI)Ie HOBBIC OHJI/I6KI/I TYT K€ HAYMHAIOT aKTUBHO UCIIOJIb30BATH 3JIOYMBIIIJICHHUKH.

B Takux ycnoBusx cucreMbl HHGOPMALMOHHOW O€30IaCHOCTH JOJKHBI YMETh IMPOTHBO-
CTOSATH Pa3HOOOpa3HBIM aTakaM KakK BHEITHHM, TaK U BHYTPECHHHM, aTakaM aBTOMAaTH3HPOBaH-
HBIM M CKOOPAMHHPOBAHHBIM, MTHOBEHHBIM M BSUIOTEKYLIMM. L[enpl0 37I0yMBIIIJIEHHUKOB MO-
JKeT OBITh HapyIIeHHe BceX cocTaBisommx Vb — mocTymHOCTH, eTOCTHOCTH Wi KOH(UICH-
IUATBHOCTH.

[Ipennonaraercs, 9To JaHHOE y4eOHOE IMOCOOHME TTOMOKET 3aJI0KUTHh HEOOXOIUMBIN Teo-
perudeckuii 6asuc no npobiiemam 3aumthl C Oyaymum crieruanicram B odaacti uadopma-
IIUOHHBIX TEXHOJIOTHII.



|. OCHOBHbIE€ NOHATUA U MOJIOXKEHUA 3aLLUTDI VIH(bOpMaLIMVI B UH-
¢)OpMauMOHHO-BbI‘-IMCJ1VITeJ1I:HI:IX cuctemax

1. IPEJMET U OBBEKT 3AILIUTHI

1.1. IPEAMET 3AIIUTBI UTH®OPMALINHN

Bomnpocsl nHGpOpMaMOHHON 0€30MacHOCTH 3aHMMAIOT 0CO00e MECTO U B CBSI3M C BO3pac-
TaloIIeH POJIBIO B JKM3HHU 00IIecTBa TpeOyIoT K cebe Bce OONbIIero BHUMAaHMA. Y CIeX MPaKTH-
YecKkH JTI000H AEATENbHOCTH B HEMAJOW CTENEHH 3aBHCHUT OT YMEHUS PaclopsiKaThbCs TaKoi
LEHHOCTHIO, KaK MH(pOPMAIIHSI.

B 3akone P® «O6 nnpopmanuu, nHpopmMaTuzaumu 1 3aiure HHOOPMaUm) ONPeaesIeHO:

® «uHghopmayuonHvie pecypcol IBIAIOTCS 00BbEKTaMH COOCTBEHHOCTH TPaXK/laH, OpraHu3a-
Ui, 00IIeCTBEHHBIX 00BETUHEHUI, TOCYIAPCTBAY;

® «uHghopmayus — CBEICHU O JIMIAX, IPEIMETax, COOBITUSIX, SIBICHUSIX U Ipoleccax (He-
3aBUCHMO OT ()OPMBI UX MPEACTABIICHNUS ), OTPAKECHHbIE HA MAaTEPUAILHBIX HOCUTENSX, UCIIOJb-
3yeMbI€ B LIEJISIX MOJTYyUeHHs] 3HAHUH U ITPAKTHUECKUX PELICHHID).

Wudopmanus umeer psig 0cOOEHHOCTEN:

— HE MaTepHalbHa;

— XPaHWTCS U MEPEAAeTCs C MOMOIIBIO MaTepHaIbHBIX HOCUTENEH;

— m000W MaTepralbHBIA 00BEKT CONCPKUT WHPOPMALIUIO 0 caMoM cebe b0 o IpyromMm
oOBeKTe.

Wudopmanmu npucyy clieyonme CBOiCTBa:

Lennocms ungopmayuu OnpeensieTcsl CTENEeHbIO ee MOJIe3HOCTH AU Biajenbla. 3aKko-
HOM P® «O6 nHdpopmannu, nHGOpMATH3ALKK U 3alIUTe HHOOPMALIUI» TAPAHTHPYETCS [IPABO
coOCTBeHHMKA MH(OpMaluK Ha ee UCIOJIb30BaHHE U 3alIUTY OT JOCTYNa K HeW NPYrux JIUI]
(opranmzanuii). Ecnu moctyn k MHGOpMAIIUK OrpaHHYEH, TO Takas WHPOPMAIUS HA3bIBACTCS
Kouguoenyuanvrou. KonpuneHnuaipHas nHGOpMaLUs MOXKET COAEpIkKaTh roCyJapCTBEHHYIO
WJIN KOMMEPUECKYIO TaiiHy.

Konguoenyuanonocmos ungopmayuu — cyObEKTUBHO ompenensemas (IpUITUCchIBaeMast)
XapakTepucTuka (CBOHCTBO) MH(OPMAIMH, YKA3bIBAIOIAs Ha HEOOXOJUMOCTh BBEIECHHS Orpa-
HUYCHUN Ha KPYr CyOBEKTOB, MMEIOIIMX JOCTYI K NaHHOW uH(opMmanuu, u obecrieunBaemast
CIOCOOHOCTBIO CHCTEMEI (CpEeIbl) COXPAaHATh YKa3aHHYI0 MH(POPMAIUIO B TallHE OT CyOBEKTOB,
HE MMEIOIUX MOJHOMOYHH AocTyna K Hell. OObeKTHBHBIC MPEANOCHUIKA MOA0OHOTO OrpaHu-
YEHUsI TOCTYITHOCTH WH(OPMALIUK JUISL OJHUX CYOBEKTOB 3aKJIIOUEHbI B HEOOXOAMMOCTH 3allli-
ThI UX 32KOHHBIX HHTEPECOB OT JIPYTUX CYOBEKTOB HHPOPMAIIMOHHBIX OTHOIIECHUH.

Tocyoapcmeennylo maiiny MOTYT COJEp)XaTh CBEICHUS, NPUHAIJIEKAIINE TOCYIapCTBY
(rocynapcTBEHHOMY y4UpexeHu1o). B coorBercTBuM ¢ 3akoHOM «O roCyfapCcTBEHHOH TaifHe»
CBEJICHHSIM, TPEJICTABISIIONINM [IEHHOCTh JUIS TOCYJapcTBa, MOXKET OBITh NMPUCBOCHA OIHA M3
TpeX BO3MOXHBIX cTeleHer (Tprd) CEKPETHOCTH: «0C00ds BANCHOCMbY, KCOBEPULEHHO CEKpent-
HO» U «cekpemnoy. J1isl MeHee BaKHON MH(POPMAIMK B TOCYJAPCTBEHHBIX YUPEKICHUAX CYIIIe-
CTBYET TPHU(] «015 CysHceOHO20 NONb30BAHUSN.

Kommepueckylo matiny MOTYT COAEpXAaTh CBEICHUSI, MPUHAUICKAIIUEC YACTHOMY JIHILY,
¢dbupme, xopropanud 4 T.A. Jas 0003HAYCHUS HEHHOCTH KOH(DHACHIHAIBHON KOMMEPYECKOM
nHOOPMAIMU UCTIONB3YIOT TPU KaTETOPUH: «KOMMEPYECKas matna — Cmpo2o KOHMUOEHYUATbHO
(cmpoezuil yuem)», «kommepueckas maiiha — KOHUOESHYUATTLHOY, «KKOMMEPYECKAsl MAliHay.

Jlocmoeeprnocme ungopmayuu onpenensercss I0CTaTOYHOW Ui BJiaJesblla TOYHOCTBHIO
OTpaxaTh OOBEKTHI M IPOILIECCH OKPYXKAIOIIETO MHpA B ONPE/IEICHHBIX BPEMEHHBIX U IIPO-
CTPaHCTBEHHBIX pamKax. VH(popManus, NCKa)KeHHO MpeICTaBIsoNnIas AeHCTBUTEIBHOCTh, MO-
KET HAHECTHU BIIAJEJbIly 3HAUUTEIbHbIH MaTepHaIbHBIN 1 MOpaNIbHBIHN yiep6. Ecnu nndopma-
LIUSI MCKa)KeHA YMBIIUIEHO, TOT €€ Ha3bIBAIOT de3unghopmayuel.

Csoespemennocms un@opmayuu, T.€. COOTBETCTBUE LIEHHOCTH M JOCTOBEPHOCTH OIpeie-
JICHHOMY BPEMEHHOMY TIEPHOLY.

JlaHHOE CBOMCTBO ONPENEINSAETCS BEIPAKEHUEM

C(t) — C0672,3t/‘r’

rae Cy — HEeHHOCTh MH(POPMAIIMU B MOMEHT €€ BO3HUKHOBEHHS; f — BpEMsI OT MOMEHTa BO3HHUK-
HOBeHHsI WH(OPMALIUK JO MOMEHTA ONPEJCICHUS €€ CTOMMOCTH;, T — BpPEMsI OT MOMEHTa BO3-
HUKHOBEHHS] MH(POPMAIIMHU 10 MOMEHTA €€ yCTapeBaHusl.

Ipeomemom 3awumul siBnsiercs: nHGOpPMaILKs, XpaHsiascs, oOpadaTbiBacMasi U repea-
BacMasi B KOMITBIOTEPHBIX (MH(GOPMAIMOHHBIX) cucTeMax. OCOOCHHOCTSMH JaHHOIO BUJA WH-
(dbopmanuu SBJISIOTCS:



— JIBOMYHOE MPEJCTaBIeHHEe WH(POPMAIMU BHYTPH CHUCTEMbI, HE3aBUCUMO OT (uU3HUe-
CKOM CYIIHOCTH HOCHTENEeH UCXOAHON HH(OPMAIIH;

— BBICOKasl CTETIeHb aBTOMaTH3alK 00paboTKU U nepenadn HHPOpMaIHK;

— KOHIIEHTpAaIMu O00JbIIOro KojrmuecTBa nHpopmanuu B KC.

1.2. OFBEKT 3AIINTHI HHO®OPMALIUN

Ob6vexmom 3auumul UHGopMayuy SBISETCS KOMIbIOTepHas (MH(OPMAIOHHAs) cucTeMa
WA aBTOMATH3UPOBaHHAs cucTema o0padoTku nHpopMmarwm (ACON).

HUnghopmayuonnas cucmema — 3TO OPTaHU3ALMOHHO-YIIOPSAIOYEHHAS! COBOKYITHOCTh HMH-
(hOpMaIIOHHBIX PECYpCOB, TEXHHYECKHX CPEICTB, TEXHOJOIWH M IEepCOHaa, Pealn3yIoNnInX
MH(OPMALMOHHBIE MIPOLECCH B TPAJUIIMOHHOM WM aBTOMAaTU3HMPOBAHHOM PEKHME IS YIOB-
JIeTBOpEeHUs] THPOPMAIIMOHHBIX OTPEOHOCTEH 1MOIb30BaTENCH.

Hupopmayuonnas 6ezonacnocms ACOU — COCTOSHUE pacCMaTpHUBAEMO aBTOMATH3UPO-
BAaHHOM CHCTEMBI, I[P KOTOPOM OHA, C OJTHOM CTOPOHBI, CIOCOOHA MPOTUBOCTOSTH JlecTabWIIn-
3UPYIOLIEMY BO3ACHCTBHIO BHEIIHUX U BHYTPEHHUX MH(OPMALIMOHHBIX YIPo3, a C IPYroi, — ee
Hanuuue ¥ (QYHKIHMOHUPOBAaHHE HE CO3JaeT MH(GOPMAIMOHHBIX Yrpo3 ISl 3JIEMEHTOB CaMOM
CHCTEMBbI U BHEIIHEH Cpelibl.

WudopmanronHas 6€301acHOCTb JOCTUTaeTCs MIPOBEICHUEM COOTBETCTBYIOLIETO YPOBHS
MOJUTHKH WHPOPMALMOHHONW 6€30MaCHOCTH.

Hon noaumuxoii ungopmayuonnou bezonachocmu NOHUMAIOT COBOKYITHOCTh HOPM, TIpa-
BIJI ¥ IPAKTHIECKUX PEKOMEHIAINH, perIaMeHTHpYoIHX padoty cpencts 3amuTtel ACOU ot
3aJJaHHOTO MHOYKECTBA yrpo3 0e3011acCHOCTH.

Cucmema 3auumvl uH@OpMayuy — COBOKYITHOCTB NIPABOBBIX HOPM, OPTaHHU3ALMOHHBIX Mep U
MEpPOIPUSTHH, TEXHUUECKHX, IPOIPAMMHBIX U KPHUITOrpahMUECKUX CPENICTB U METOOB, 00ECIIeur-
BAIOIMX 3aIIMIICHHOCT HH()OPMAIMK B CHCTEME B COOTBETCTBHU C NPUHATON MOJMMTUKOW Ge3o-
MIaCHOCTH.

KOHTpOJ’IbeIe BOIIPOCHI

1. OxapakTepusyiite HHHOPMAIMIO U €€ CBOICTBA.

2. Yro sBisieTcs mpeaMeToM 1 00bEKTOM 3auThl HHGopManumn?

3. Yewm ompezensiercst neHHocTh MHGopMaruu? IIpuBeanure kiaccudukanuio KoHPHUICH-
UATLHON HH(DOPMAITHIA.

4. OxapakTepu3yHTe CBOHCTBA JOCTOBEPHOCTH M CBOEBPEMEHHOCTH MH(OPMALIHH.

5. Maiire onpenenenus nHabopmannonnoi 6e3onacaoctn ACOU u noiautuky uH(GOpMa-
LMOHHOM 0e301acHOCTH

2. ¥Yrpo3bl 6e3onacHOCTH HHpopManNi B HHPOPMATMOHHO-BBIYHCIUTETbHBIX
cucTeMax

2.1. TIOHATHE YI'PO3bI BE3OITACHOCTH

C nosunuu obecnieuenus: 6e3omnacHoctu uudopmanuu B UBC nenecoobpasno paccmarpu-
BaTh B BHJIE TPEX CBSI3HBIX B3aNMOBIHUSIOMNX IPYT Ha JPyTa KOMIIOHEHT:

1) wHpOpMaIus;

2) TEeXHWYECKHE W MPOTPaMMHEIE CPEICTBA;

3) 00cCIyXKHBAOIIHI IEPCOHAT U TIOJIH30BATEIIH.

Henbto co3nanus no6oit UBC siBnsiercst y0BIeTBOpEHUE MOTPEOHOCTEH MONIb30BATENEH B
CBOEBPEMEHHOM IOJY4YEHHU TOCTOBEPHOI MH(OpMALIMK M COXpaHEHHH ee KOH(UACHIINAIBHO-
ctu. [Ipu aToMm 3amava obecrnieueHrss MHGOPMAIMU I0JKHA PEIIaThCs TyTEM 3allUThl OT BHEII-
HUX U BHYTPEHHMX Hepa3pelleHHbIX (HECAaHKIIMOHNPOBAaHHbIX) BO3ICHCTBUI.

Iox yepo30ii 00BIYHO TTOHUMAIOT TOTCHIMAILHO BO3MOXHO COOBITHE, JcicTBUE (BO3MICH-
CTBHE), TIPOLIECC WIN SIBIICHHE, KOTOPOE MOXET NPHUBECTH K HAHECEHHUIO yliepOa 4bMM-JIM00
nuHTepecaM. B nanbHelimeM u3noskeHnu yrpo3oil mHpopMaonHoi 6ezonacuoctu AC Oynem
Ha3bIBaTh BO3MOXKHOCTH peajM3allii BO3AEHCTBUS Ha MH(popMaiuio, oOpadareiBaemyio AC,
MPUBOAALICTO K MCKAKCHHUIO, YHUYTOKEHHUIO, KOTIMPOBAHUIO, OIIOKMPOBAHUIO, MOCTYIA K WH-
(opMmarmu, a TaKkke BO3MOXKHOCTH BO3IIEHCTBHS Ha KOMIIOHEHTHI AC, MPUBOMISIIIETO K yTpare,
YHUYTOXCHUIO WIH cO0I0 (PYHKIIMOHMPOBAHUS HOCUTENS WHPOPMALINH, CPEICTBA B3aUMOICH-
CTBUSI C HOCUTEJIEM WJIH CPEICTBA €T0 YIPABICHUS.

Ymeuxa ungpopmayuu paccmarpuBaercsi Kak OECKOHTPOJIBHBIA U HENPABOMEPHBII BBIXO/
KoH(UAEHIMAIEHON MH(OPMALMHK 3a TPeesIbl OPraHu3alMy WK KPyTa JIML, KOTOPBIM 3Ta MH-
dhopmarrust ObUTa JOBEPEHA.

CymiecTByeT Tpy pa3sHOBHIHOCTH YIPO3.

1. Veposa napywenus xonguoenyuanprocmy 3aKkiar0UuaeTcsi B TOM, YTO HHGOpMAIHs cTa-
HOBUTCSI U3BECTHOI TOMY, KTO HE pacriojiaraeT IMoJHOMOYMSIMH J0CTyIa K Hell. OHa MMeeT MecTo
BCSIKMH pa3, KOI/ia TOJIyYeH JOCTYI K HEKOTOPOH CeKpeTHON MH(pOPMAIH, XpaHAIIEHCs B BBIYHC-



JIUTENBHON CHUCTEME WM NIepelaBaeéMoi OT OJHOM cucTeMsl K apyroi. MHoraa, B cBA3U ¢ yrpo3oit
HapyIIeHNs! KOHOUICHIIMAIBHOCTH, UCTIONB3YETCS TEPMHH «YTEUKaY.

2. Veposa napywenusa yenocmuocmu BKIIOYAET B ce0s 000€ YMBIIIICHHOE H3MEHEHHUE
nH(OPMAIINN, XPaHSIICHCS B BEIYUCIUTEIHHON CUCTEME HITH TIepeaBaeMON U3 OJHON CUCTEMBI
B Ipyryio. Korga 3moyMbIieHHUKH TPeJHAMEPEHHO N3MEHSIOT HH()OPMAITHIO, TOBOPUTCSA, UTO
LEJIOCTHOCTh MH(pOpMalK HapyuieHa. LlenocTHocTh Takke OyneT HapylleHa, eclid K HeCaHK-
IMOHUPOBAHHOMY HM3MCEHCHUIO IMPUBOIUT cnyqaﬁﬂaﬂ oum61<a IMpOorpaMMHOI'0 WM alrapaTtHoro
o6ecnequI/m. CaHKIJ,l/IOHI/IpOBaHH])lMI/I HU3MCHCHHUAMU ABJIAIOTCA TE€, KOTOPLIC CACIaHbI YIIOJIHOMO-
YEHHBIMH JIMI[AMH ¢ OOOCHOBAHHOHM MLEJIbIO (HANpHMep, CAaHKIMOHUPOBAHHBIM H3MEHEHHEM
SIBJISIETCSI IIEPUOANYECKast 3aIJITaHMPOBaHHAs! KOPPEKIMS HEKOTOPOi 0a3bl JaHHBIX).

Lenocmnocmo unghopmayuu — cymecTsoBaHre MHPOPMAIMK B HEHCK)KEHHOM BHJIE (He-
HM3MEHHOM II0 OTHOIICHHUIO K HEKOTOPOMY (DMKCHPOBAHHOMY €€ COCTOSIHHIO). Yarne cyObeKTOB
HHTEepecyeT obecriedeHne 0oee MIPOKOro CBOMCTBAa — JOCTOBEPHOCTH HH(OPMAIIHU, KOTOPOE
CKJIA[IBIBACTCS U3 a/IEeKBaTHOCTH (TIOJIHOTHI M TOYHOCTH) OTOOPAKEHUSI COCTOSIHUS TIPEAMETHOM
00JacTH ¥ HEMOCPEICTBEHHO I[ETIOCTHOCTH HH(POPMAIINH, T.€. €€ HENCKA)KEHHOCTH.

3. Veposa omkasa ciysic6 BOZHUKAET BCIKUN pa3, KOTAa B pe3yJibTaTe MpeJHaMepeHHbIX
JNeHcTBUH, NIPEeANPHHUMAEMbIX APYTHM IOJIb30BaTeNEM WM 3JI0YMBIIIICHHUKOM, OJIOKHPYETCs
JOCTYII K HEKOTOPOMY PECYpCy BBIUHMCIHUTEIFHONW CHCTEMBI. PearbHO OJIOKMpOBaHHE MOXET OBITh
TIOCTOSIHHBIM — 3alpallnBaeMblii pecypc HUKOTIa He OyIeT MOTy4eH, WIN OHO MOXET BBI3bIBAThH
TOJIBKO 33/IEPXKKY 3allpaliuBaeMoOro pecypca, JOCTaTOYHO JONTYIO Ul TOTO 4YTOOBI OH cTall
Oecrone3HpIM. B 3THX ciTydasx TOBOPST, YTO pecypc McUepIiaH.

Jlocmynnocmo unghopmayuu — CBOUCTBO CHCTEMBI (CpeIbl, CPEACTB U TEXHOJOTHH 00pa-
00TKH), B KOTOPOH IUPKyIHpyeT MHPOPMAI, XapaKTepHu3yIoIIeecs CIIOCOOHOCTBI0 obecte-
YHBATh CBOEBPEMEHHBII OECTIPETATCTBEHHBIA JOCTYI CyOBEKTOB K MHTEpECYIOIeH ux uHpOp-
MAaIli ¥ TOTOBHOCTh COOTBETCTBYIOIINX aBTOMATH3UPOBAHHBIX CIYXO K OOCITY>KHBaHHIO TIO-
CTYTAIOMHKX OT CyOBEKTOB 3alpOCOB BCETAa, KOTa B 0OpamieHny K HUM BO3HHKAeT HE00X01u-
MOCTb.

2.2. KIACCU®UKAIIAA YT'PO3 HTH®OPMAIIMOHHON BE3OIACHOCTH

Knaccudukanus Bcex BO3MOXHBEIX yrpo3 MH(popMarroHHOW Oe3onmacHoctH AC MOXKeT
OBITH IPOBE/IEHA 1O psiy 0a30BBIX NPU3HAKOB.

1. 1o npupoae BOSHUKHOBEHHUSL.

Ecmecmeennvie yeposwl — yrpo3sl, BEI3BaHHBIE Bo3aeHCTBHAMA HA AC U ee KOMITOHEHTHI
OOBEKTHBHBIX (PH3MYECKHUX MPOIIECCOB MIIN CTUXUIHBIX MIPUPOIHBIX SBICHUN, HE3aBUCSIIUX OT
YeNI0BeKa.

Hckycemeennsvie yeposvl — yrpo3bl nHGopMannoHHOH OezomacHocT AC, BEI3BaHHBIE Aes-
TEIBHOCTBIO YEJIOBEKA.

2. Ilo crenenu npeaHaMEPEHHOCTH MPOSIBICHUS.

Yeposwl cayuaiinoco Oeiicmeus W/Wiv yrpo3sl, BEI3BAHHBIC OIIMOKAMH WM XaJIATHOCTHIO
nepcoHajia. YTpo3bl, HE CBS3aHHBIE C NPEJHAMEPEHHBIMHU AEHCTBUSIMH 3JI0YMBIIUIEHHUKOB U
peanm3yeMble B CiIy4aifHble MOMEHTHI BPEMEHH, Ha3bIBAIOT CIyYaiHBIMU WJIM HETIpeJHAMEPEH-
HeiMH. Kitaccngukanus mo sTomMy npusHaKky npuBejeHa Ha puc. 2.1.

Peanmzanus yrpos 3Toro Kiacca MpUBOAWUT K HAHOONBIINM moTepsiM mHpopmarmm (o 80
% ymep06a). [Ipu 3TOM MOXKET MPOUCXOTUTh YHUUTOKEHHE, HApyIIEHHE ETOCTHOCTH, JOCTYII-
HOCTH ¥ KOHQHUICHIIMATHHOCTH NHPOPMAIIH, HATIPUMED:

— TIpOSIBIIEHUE OMTMOOK MPOrpaMMHO-aNmapaTHeiX cpeacts AC;

— HEKOMIICTEHTHOE JCIIOJIb30BaHNEe, HACTPOiiKa WM HEMPaBOMEPHOE OTKIIOYCHUE
CPEICTB 3alIUTHI IEPCOHATIOM CITy>KOBI 0€30IIacHOCTH;

— HCYMBIIIJICHHBIC ZleﬁCTBPIH, MpUBOAAIIUE K YHACTUIHOMY WJIU IMOJTHOMY OTKa3zy CHUCTC-
MBI WJIM Pa3pyLICHHUIO alapaTHBIX, IPOrPaMMHBIX, HHPOPMAIMOHHBIX PECYPCOB CUCTEMBI (He-
YMBIIUIEHHAs! Iopya 000py/JOBaHMs, yIaJeHHe, UCKaKeHne (aiiioB ¢ BayKHOM MH(popMaruein
WJIN TIPOTPaMM, B TOM YHCII€ CUCTEMHBIX H T.I1.);

— HeNpaBOMEpHOE BKIIIOYEHHE O00OPYHOBAaHUS WM M3MEHEHHE PEXHMOB palbOThl ycT-
POMCTB U IporpaMm;

— HEYMBIIUICHHAS TIOpYa HOCUTENeH MH(pOpMAaIH;

— TIepechUTKa JaHHBIX 0 OIMIHOOYHOMY a/Ipecy abOHEeHTa (YCTPOHCTRA);

— BBOJ OIMOOYHBIX JAHHBIX;

— HEYMBIIUICHHOE MTOBPEXKICHIE KaHAIOB CBS3H.

Veposuvl npeonamepennozo Oeticmeusi, HanpuMep:

— TPaJAMIMOHHBIN WJIN YHUBEPCAIbHBIM MIMHOHAX U AUBEpcUU (TOACTYIIMBaHHUE, BU3Y-
aJIbHOC Ha6ﬂ10}:[eHl/Ie; XUHICHUC JOKYMCEHTOB M MalllMHHBIX HOCHTeHeﬂ, XHUIICHUEC TTporpaMM H
aTpuOyTOB CHUCTEMBI 3aIIUTHI, MOAKYIN W IIaHTaX COTPYJHHUKOB, COOp M aHAJM3 OTXOJIOB Ma-
LIMHHBIX HOCHUTEJIEH, ITOJKOTH, B3PHIBHI);



— HECaHKIMOHUPOBAHHBIM TOCTYI K MHGOpMaIUH (pealnu3yeTcsi OCPEICTBOM OTCYTCT-
BUs cUCTeMBI pasrpanmuerus goctyna (CPJ), cOosimMu niam OTKa3aMH TEXHHYECKHX CPEICTB),
omnbkamu B CP/, dpanscudukanmeir noaHoMoumii);

— 1o0OOYHBIE 3JIEKTPOMAarHUTHbIE U3nydeHus u HaBojaku ([IDSMUH);

— HECAaHKIMOHMPOBaHHas MoAM(UKaLUs CTPYKTYp (JTOPUTMHUYECKOM, MPOrpaMMHOI,
TEXHUUYECKOH);

— MHpOPMALMOHHBIE HHPEKINH (BPEANTEIbCKUE TPOTPAMMBI).

3. Ilo HEMOCPEACTBEHHOMY UCTOYHUKY YIPO3.

Yeposvl, HETIOCPENCTBEHHBIM UCMOYHUKOM KOMOPLIX AGAAEMCS npupoonas cpeda (CTH-
XUHHBIC OSICTBHSI, MATHUTHEIE OYPH, PaJioaKTUBHOE H3ITydeHHE U T.11.).

Yeposul, ucmounuxom komopwix saensiemcs wenrosex, HaIPUMep:

— BHE/IPEHHUE arcHTOB B YHCIIO IIEPCOHANIA CHCTEMBI (B TOM YHCIIE, BO3MOXKHO, U B aIMH-
HUCTPATHBHYIO TPYIILY, OTBEUYAIOIIYIO 32 0€3011aCHOCTH);

— BepOOBKa (IIyTeM MOAKYIa, IIaHTaXka U T.II.) TIEPCOHAIa MM OTACNBHBIX T10JIb30BaTe-
JIel, UMEIOIIHX OIIpE/IeJICHHBIE TOJTHOMOYUS;

— yrpoza HECAHKIHUOHUPOBAHHOI'O KOIIMPOBAHHSA CCKPETHBLIX JIaHHBIX I10Jb30BaTCIEM
AC;

— pasmiamieHue, repefada Wwin yrpaTta aTpuOyTOB pasrpaHWYeHHs JOocTyna (Tapoiiei,
KJIIoueH mmppoBaHust, HICHTU(PHUKAMOHHBIX KaPTOUYEK, MPOITyCKOB U T.I1.).

Yeposvl, nenocpedcmeennviM UCMOUHUKOM KOMOPLIX AGIAIOMCA CAHKYUOHUPOBAHHbIE
npoSpamMmMHoO-annapamuvle cpeocmed, Harpumep:

— 3aIlyCK TEXHOJOTHYECKUX MPOTPaMM, CHOCOOHBIX IPH HEKOMIIETEHTHOM IT0JIb30BAHUH
BBI3BIBATH MTOTEPIO PAOOTOCIIOCOOHOCTH CHCTEMBI (3aBHCAHUS WM 3allMKIMBAHMS) HIIM HEOOpa-
THUMBIE M3MEHEHHS B cucTeMe ((popMaTHpOBaHHE WIM PECTPYKTYpPH3ALMIO HOCHTENed MHOOp-
Malluy, yJaJleHue JaHHbIX U T.I1.);

— BO3HHKHOBEHHE OTKa3a B pabOTe ONepallMOHHON CHCTEMBL.

Yepo3svl, nenocpedcmeennvim ucCmounuKom KOMOPLIX AGNAIOMCA HeCAHKYUOHUPOBAHHbIE
NPpOSPaAMMHO-aNNapamHubvle Cpeocmed, Harpumep:

— HEJCTaJIbHOC BHEIPEHHEC U HUCIOJIb30BAaHHE HEYYTCHHBIX MPOrpamMm (MIPOBBIX, 00y-
Yaromurx, TCXHOJIOTUYCCKUX U JPYTUX, HE ABJIAIOININXCA HeOGXOI{I/IMI)IMI/I JUTA BBITIOJIHCHUS HApyIU-
TeJIEM CBOMX CIy>KEOHBIX OOS3aHHOCTEH) C MOCIIEAYIOIM HEOOOCHOBAHHBIM PACXO/IOBaHUEM pe-
CYpCOB (3arpy3ka IpoLeccopa, 3aXBaT ONEpPATUBHOM MAMSITH U ITaMSTH Ha BHELIIHUX HOCHTEISX);

— 3apaKeHHE KOMITBIOTEpa BUPYCaMH C JIECTPYKTUBHBIMHU (DYHKLIMSIMU.

4. ITo MoIOXKEHUIO NCTOYHHUKA YTPO3.

Veposvl, ucmounux xomopuix pacnonodcen 6ne KOHMPOIUPYEMOU 30HbL MEPPUMOPUU
(nmomerenust), Ha KoTopoit Haxoautcs AC, Hapumep:

— mepexBaT MOOOYHBIX IJIEKTPOMATHUTHBIX, aKyCTHYECKHX M APYTUX HM3JIy4eHUH ycT-
POMCTB U JIMHUH CBS3H, & TAKXKE HABOJOK AKTUBHBIX M3JIydEHUH HA BCIIOMOTATEIbHbIE TEXHUYC-
CKHE CpEeJICTBA, HEMOCPEICTBEHHO HE y4yacTByolIue B 00paborke uHpopmaimu (TenedoHHbIe
JIMHHUHU, CCTU ITUTAaHUA, OTOIIJICHUA U T.H.);

— TMEpEeXBaT JaHHBIX, MECPECAaBaCMbIX MO KaHaJlaM CBA3U, U UX aHAJIM3 C LCJIbIO BbISICHE-
HUSI IPOTOKOJIOB OOMEHA, NPaBHJI BXOXKAEHHS B CBA3b M aBTOPU3ALMH ITOJIH30BATENS U MOCIIe-
JYIOIIMX HONBITOK MX UMHTAIMH JUIsl IPOHUKHOBEHUS B CHCTEMY;

— JIMCTaHUMOHHAs (OTO- U BUIECOCHEMKA.

Yeposul, ucmounux komopuix pacnonodicen 8 npedeiax KOHMpOAUPYeMou 30Hbl Meppumo-
puu (TTOMeTeHNs), Ha KoTopoi Haxomurest AC, HapuMmep:

— XMWIIEHHE IPON3BOJICTBEHHBIX OTXOAOB (pacredaTok, 3aIHceil, CIMCaHHBIX HOCHTENeH
“H(OPMALINY U T.I1.);

— OTKJIIOYEHHE WJIM BBIBOJ M3 CTPOS MOACHCTEM obecliedeHHs (HYHKIMOHHPOBAHHS BbI-
YUCIUTEIBHBIX CUCTEM (3JEKTPOIUTAHNUS, OXJIAXKICHUS U BEHTHIISILUY, JIMHUN CBS3H U T.1L.);

— TMPUMEHCHUC MOJACTYIINBAIOUINX yCTpOﬁCTB.

Yeposwl, ucmounux komopuix umeem docmyn k nepugeputinoim ycmpovicmsa AC (TepMu-
Hajam).

Yeposzwl, ucmounux komopwix pacnonoscen 6 AC, Hanpumep:

— TIPOEKTHPOBAHUE APXUTEKTYPHl CUCTEMBl M TEXHOJIOTHH 00pabOTKM JaHHBIX, pa3pa-
00TKa TPHUKIAIHBIX NPOTPaMM, KOTOPHIE NPEACTABJISIOT ONACHOCTh M PabOTOCHOCOOHOCTH
CHCTEMBI 1 0€30IIaCHOCTH HH(POPMALIHH;

— HEKOPPEKTHOE UCIob30BaHue pecypcoB AC.

5. Ilo crenenu 3aBucuMocTy OT akTuBHOCTH AC.

Yepo3sui, komopuie mocym nposasnamucsa nezagucumo om akmugrnocmu AC, Harpumep:

— BCKpBITHE MIN(POB KPUNTO3ALIUTHI HHPOpMALINY;

— XWIIEHWE HocHUTeNned MHpOopManuu (MarHUTHBIX AMCKOB, JICHT, MUKPOCXEM HaMsTH,
3aIIOMHHAIOIINX YCTPOHCTB M KOMITBIOTEPHBIX CUCTEM).

Veposvl, komopwsie mozym npoaeisimoscsi monbko 6 npoyecce asmomMamu3uposanol oopa-
b6omku OanHeix (HaTIPUMED, YTPO3BI BHIITOTHEHUS ¥ PACTIPOCTPAHCHHS MTPOTPAMMHBIX BHPYCOB).



6. I1o crenienn Bo3neicTBus Ha AC.

Iaccusnbie y2po3bi, KOTOPBIE TIPH PEATH3ALNN HUYETO HE MEHSIOT B CTPYKTYpE M COIep-
xaHun AC, HanpuMmep: yrpo3a KOMUPOBaHUS CEKPETHBIX JaHHBIX.

AxmueHble yepo3vl, KOTOPbIE IIPHU BO3JEHCTBUU BHOCST U3MEHEHUS B CTPYKTYpPY M COep-
kanue AC, Hanpumep:

— BHEJPCHHUE alllapaTHBIX CIICLBIIOXKECHUH, MPOTPAMMHBIX «3aKJIal0OK» U «BHPYCOB»
(«TpOSIHCKHX KOHEW» M «KYYKOBY»), T.€. TAKHX YIaCTKOB IPOTPaMM, KOTOPBIC HE HYXKHBI IS
BEITIOJTHEHUSI 3aBJICHHBIX (DYHKITUI, HO TIO3BOJIAIOT TIPEOJOJIETh CHCTEMY 3aIUTHI, CKPBITHO U
HE3aKOHHO OCYIIECTBHUTH JIOCTYI K CHCTEMHBIM pecypcaM C IEebI0 PETUCTPALK U Ieperad
KPUTUYECKON MH(POPMALIMHU WK Ie30pTaHu3aliK (YHKIIMOHUPOBAHUS CUCTEMBI;

— JIeHCTBHS TO Ne30praHu3aniy (YHKIHOHWPOBAHUS CUCTEMBI (M3MEHEHHE PEKHMOB
paboThl yCTPOMCTB WIJIM HpOrpamM, 3a0acTOBKa, cabOTaK NMepcoHaja, MOCTAHOBKA MOIIHBIX
aKTUBHBIX PAJIMOIIOMEX HA YaCTOTaX pabOThl YCTPOMCTB CHCTEMBI H T.I1.);

— yrpo3a yMbIIUIeHHOW MoAu(UKALNK HHPOPMALIKH.

7. Ilo sTanam gocTtymna nojib3oBaresel win nporpamm K pecypcam AC.

Veposvl, komopvie mozym nposigiameca na smane docmyna Kk pecypcam AC (Hanpumep,
YTPO3bI HECAaHKIIMOHHUPOBAaHHOTO focTymna B AC).

Yeposwel, komopuie mocym nposenamoca nocie paspeuteruss docmyna k pecypcam AC (Ha-
IIpUMeEp, YIrPO3bl HECAHKIIMOHUPOBAHHOTO WM HEKOPPEKTHOT0 HCHOIb30BaHus pecypcoB AC).

8. Ilo cmocoby moctyma k pecypcam AC.

Yeposwel, nanpasnennvle Ha UCNOIB308aHUE NPAMO2O CIMAHOAPMHO20 HYMU OOCYNA K pe-
cypcam AC. Hanpumep:

— HE3aKOHHOE MOJY4YCHHE Tapojed W JAPYIHX PEKBH3WTOB pa3rpaHHYCHHS IOCTyIa
(areHTypHBIM IyTEM, WCIONB3Ys XaJaTHOCTH IIOJIB30BaTelNieH, MOJ00pOM, UMHUTALIUEH WHTEp-
(eiica cUCTEMBI U T.JI.) C MOCJIEAYIOMEH MaCKMPOBKOMH I10J] 3apErMCTPUPOBAHHOTO MOJIb30BaTe-
15 («Mackapan);

— HECaHKIMOHMUPOBAHHOE HCITONB30BAHME TCPMHUHAJIOB IMOIB30BaTENICH, MMEIONINX YHHU-
KaJbHbIE (PM3MUYECKNE XapaKTEePHCTHKH, TaKHe Kak HOMep pabodeil craHuuHU B ceTH, ¢uznye-
CKHi1 a/ipec, ajipec B CUCTEME CBSI3H, allapaTHbIA 0J0K KOJUPOBAHHUS H T.II.

Yepossi, nanpaenennvie Ha ucnoab3o8anue cKpvimo2o HeCMAaHOAPMHO20 NyMmu 00CMyna K
pecypcam AC, HapuMep:

— BXOJ B CHCTEMy B 00XOJ CPEJICTB 3alIMThI (3arpy3Ka MOCTOPOHHEH OIepariMOHHON
CHCTEMBI CO CMEHHBIX MarHUTHBIX HOCUTEINEH U T.I1.);

— yrpo3a HeCaHKIMOHHPOBAHHOrO JNOCTyna K pecypcam AC myTeM HCIOJIb30BaHMS He-
JIOKYMEHTHPOBaHHBIX Bo3MoxHOCTeH OC.

9. Ilo TekyiieMy MeCTy pacHoyOKeHusi MHPOPMAIMU, XPAaHUMON U 00padaTsiBaeMoii B
AC.

Yeposer docmyna k ungpopmayuu Ha eHewHUX 3anomuHawux ycmpoticmsea (HapuMmep,
yIpo3a HECAaHKIIMOHUPOBAHHOTO KOMMPOBAHISI CEKPETHOM HHPOPMAIIUH C KECTKOTO JHCKA).

Veposvl 0ocmyna x ungopmayuu 6 onepamugnotl namsamu, HapuMmep:

— YTEHHE OCTaTOYHOM MH(OpMaLUK U3 ONepaTUBHON MaMsATH;

— dreHWe WHPOPMAIUH U3 00JIACTEH ONEepaTUBHOHN IMaMSTH, HCIIOIB3YEMBIX OIepaIlioH-
HOW cHCTEMOM (B TOM YHCJIE MOJCUCTEMOMN 3alUThI) WM IPYTUMH MOJIb30BATENsIMH, B ACHH-
XPOHHOM DEXHME, HCIIOJb3Ysl HEJOCTaTKh MyJbTH3agadHbix AC M CHCTEM IpOrpaMMHpOBa-
HUS;

— yrposa JoCTyIla K CHCTEMHOW 0OJacTH OIEPaTHBHOW MaMATH CO CTOPOH MPHUKIATHBIX
POrpamM.

Yeposwr docmyna k ungpopmayuu, yupryrupyrowei 8 IUHUAX 843U, HAIPUMEP:

— HE3aKOHHOE IOJAKIIOYCHHE K JIMHUSAM CBS3U C LEIbI0 PabOTHI «MEXIY CTPOK» C HC-
MOJIb30BAaHUEM May3 B JICHCTBUSX 3aKOHHOIO MOJIB30BATElNsi OT €r0 MMEHH C IOCIENYIOIIUM
BBOJIOM JIOXKHBIX COOOIIEHMH MK MoquduKanyeil neperaBaeMbIx COOOIIECHNH;

— HE3aKOHHOE MOIKIIOYEHHE K JMHHUAM CBS3H C IIETBI0 MPSIMOW MOIMEHBI 3aKOHHOTO
T0JIb30BATEINS IyTEM ero (PU3MYEecKOro OTKIIIOUEHHMs IOCJIe BXOJAa B CHCTEMY M yCIHENIHOH ay-
TEHTU(HUKALUK C TOCJIETYIONIMM BBOAOM JAe3MH(OpMALNH 1 HaBsI3bIBAHUEM JIOKHBIX COO0IIe-
HUH;

— TIepexBaT BCEro IOTOKA JAaHHBIX C LENBI0 JATFHEUIIEero aHajn3a He B PeaJbHOM Mac-
mrabe BpEMEHHU.

Yeposer docmyna x ungopmayuu, omobpasxcaemol Ha mepmuHale Ui nNeyamaemou Ha
npunmepe, HaIPUMeEP, Yrpo3a 3arucu 0ToopakaeMoil HHGOPMAIMK Ha CKPBITYIO BHIICOKaMeEpy.

2.3. KIACCU®HUKALIUS 3JIOYMBIIIJIEHHHUKOB



B03MOXXHOCTH OCYIIECTBIICHHSI BPEAUTEIBCKUX BO3ACHCTBHUI B OOBIION CTETIEHH 3aBUCST
OT cTaTyca 3J0yMBIIIJIEHHHKA 110 oTHOIEeHUIo K VIBC. 3110yMBIIUIEHHUKOM MOXET OBITh:

—  paspabomuux IBC (Bnaneer Hanbosee MoJIHOW MHpOpMAIMEil 0 MPOrpaMMHBIX U all-
napatHbix cpefctBax BC u MMeeT BO3MOKHOCTh BHEAPCHUS «3aKJIaJ0K» Ha ITanax CO3AaHusl
W MOJIEpPHHM3aLlMK CHCTEM, HO HE ITOJIy4aeT A0CTyIa Ha 3KcIutyaTiupyembie 00bekTsl UBC);

— compyOHUK U3 YUcia obcuysicusarowezo nepcounana (Haubosee onacHbI Kiacc — pa-
OOTHHKHM CiTy>KObI Oe30macHOCTH MH(pOPMaIMHU, Jajee MIYT CUCTEMHbIE M NPUKIAJHBIE MPO-
IpPaMMHCTBI, HH)KEHEPHO-TEXHUYECKUH ITepcoHal);

— noavsosamens (MMeeT odiee npesacTaBieHue o ctpykrype MBC u mexanusmax ee 3a-
IIMATHI, HO MOKET OCYIIECTBIIATh cOOp MHPOPMANMU METOAAMH TPAJULHUOHHOTO LINNOHAXKA H
nonsitkamu HCJIN);

— nocmopounee auyo (MOXET OCYHIECTBIISATh TUCTAHIIMOHHBIC METO/IbI IIMTHOHAXKA U JTU-
BEPCUOHHYIO JICATEIILHOCTB ).

2.4. OCHOBHBIE METO/Ibl PEAJIM3AIIAA YT'PO3 HHOOPMAIIMOHHOMN
BE3OIIACHOCTH

K OCHOBHBIM HamnpaBieHUSIM pealu3aluyl 3J0yMBIIIJICHHUKOM HH()OPMAaIMOHHBIX YIPO3
OTHOCSITCS:

— HEMOCPEACTBEHHOE oOpaleHne K 00beKTaM JI0CTYIIa;

— CO3/aHHE NMPOTPAMMHBIX M TEXHUYECKHX CPEICTB, BHINOIHIIOMINX OOpalieHne K 00b-
€KTaM JI0CTyIa B 00X0/] CPEJICTB 3aIUTHI;

— MoaudUKauusa CPEeICTB 3aLIUTHI, MO3BOJIONIAs Peann30BaTh yrpo3bl HHOOPMAINOH-
HO# 0€30IacHOCTH;

— BHeJIpeHHE B TexHuueckue cpencrBa AC NporpaMMHBIX WM TEXHHYECKUX MEXaHH3-
MOB, HapyIIAOLIKX MPEANoiaraeMyto CTpykTypy u ¢pyHkimu AC.

K umciay ocCHOBHBIX METO/IOB peanu3aluu yrpo3 nHdopmannonHoii 6ezomnacuocti AC oT-
HOCATCSI:

— ompeJiesieHNE 3JI0YMBIIUICHHUKOM THIIA ¥ ITapaMeTPOB HOCHUTENEel nHpOpManny;

— TIOJyY€HHE 3JI0YMBIIIIEHHUKOM HH()OPMaUH O TPOTpaMMHO-AIIapaTHON Cpese, THITE
W TapamMeTpax CpelCTB BBIYMCIUTENBHON TEXHHWKH, THUIE M BEPCHU OIEPAIIOHHOW CHCTEMBI,
COCTaB€ MPHKJIAIHOTO IPOTPAMMHOTO 00ECIIEUEeHUS;

— TOJIy4eHHE 3JI0OYMBIIIICHHUKOM AETaNbHOH HH(pOpMAaMU O (YHKIHUIX, BEIIOTHIEMBIX
AC;

— TIOJy4€HHE 3JI0YMBIIIICHHUKOM JJaHHBIX O CUCTEMaX 3alllUThI;

— olpeeNieHue crocoba NpeacTaBlIeHus HHpopMaIuy;

— OoIpeJelieHNe 3JI0YMBIIUIEHHUKOM COJIepXKaHUsl JIaHHBIX, oOpabareiBaembix B AC, Ha
Ka4eCTBEHHOM ypOBHE (MOHUTOPHHT JAeMH(POBaHUS COOOIIEHH);

— XunieHue (KONMpOBaHME) MAIIMHHBIX HOCHUTENeH HHPOpMany, UMEIOINX KOH(UICH-
LIMaJIbHBIC ITAaHHBIE;

— XxuImieHue (KOMUPOBaHUE) HOCUTENeH HHPOPMALINY;

— HCTOJIb30BAHUE CIIEHHATIbHBIX TEXHUYECKUX CPEACTB IUIS MepexBaTa MOOOYHBIX 3JIEK-
TPOMArHUTHBIX M3iy4yeHHi U HaBojok ([I9MUH) — koHpuaeHIMATbHBIE TaHHBIE NIEpEeXBaThI-
BAIOTCS 3JI0yMBINIJICHHUKOM ITyTeM U3MEHEHUs! NH(POPMATUBHBIX CUTHAJIOB U3 AJIEKTPOMArHuT-
HOTO U3JIy4EHUS] ¥ HaBOJOK I10 LIETSIM MTUTaHHUs CPEACTB BBIYUCINTEIbHON TEXHUKH, BXOJSILEH
B AC;

— yHuuroxenue cpeactB BT u Hocureneit nHpopmanny;

— HECAaHKIMOHMPOBAHHBIA JOCTYII MOJb30Batrelsi K pecypcamM AC myTeM HpeoioseHHs
CHCTEM 3aIUTHI C UCIOIb30BaHUEM CIIELICPE/ICTB, IPHEMOB, METOIOB;

— HECAaHKIMOHMPOBAHHOE MPEBHIIICHNE MT0JIH30BATEIEM CBOMX ITOJHOMOYMII;

— HECaHKIMOHHMPOBAaHHOE KOIMPOBAHKE MPOTPaMMHOTO 0OeCTIeUEHNS;

— TIepexBaT JaHHbIX, IEPEAAaBAEMBIX IT0 KaHAJIAM CBSI3H;

— BH3yalbHOE HAONIOAEHHE — KOH(UICHLUAIbHBIE JAaHHBIE CUUTBHIBAIOTCS C JKPAHOB
TEPMUHAJIOB, PAcle4yaToK B IIpoIiecce X MeyaTy U T.I1.;

— packpbITHE NpecTaBieHuss tHpopManuy (enppoBaHue JaHHbIX);

— packKpbITHE COJEp)KaHMsl MHPOpPMAlMU HAa CEMAaHTHYECKOM YPOBHE K CMBICJIOBOH CO-
cTaBystronel nHpopmaryu, xpansmeiics B AC;

— YHHUYTOXXCHHE MAIIMHHBIX HOCHTEINEH nHpOpManuy;

— BHECGHHE IIOJb30BATEIEM  HECAHKIMOHWPOBAHHBIX HW3MEHEHHH  IPOTPAMMHO-
anmapaTHble KOMIOHeHTH AC 1 00pabaThIBaeMBIX TaHHBIX;

— YCTaHOBKa M MCIIOJIb30BAHUE HEIITATHOTO allapaTHOro M/MJIM MPOTrPaMMHOTO odectie-
YEHUS;

— 3apaKeHHUE MPOrpaMMHBIMHU BUPYCaMH;



— BHECEHHE HCKa)XCHUH B MPECTABICHNE JAaHHBIX, YHUYTOXXEHHE Ha YPOBHE NPEICTaB-
JICHHA, NCKa)KeHre HHPOPMALIMH TIPH [Iepeaade 1Mo JUHUAM CBSI3H;
— BHeIpeHue ae3uHpOopMaIuy;
— BBIBEJICHUE M3 CTPOSI MAIIMHHBIX HOCUTENEH MH(popMaluu 0e3 YHHYTOXeHHsT HHPOp-
Malyy (BbIBEICHHE U3 CTPOS DJIEKTPOHHBIX OJIOKOB JKECTKUX JAUCKOB U T.IL.);
— TMpOsIBJICHHE OIIMOOK IPOEKTUPOBAaHUS W pa3pabOTKW ammapaTHbIX HPOrpaMMHBIX
KoMIToHeHTOB AC;
— 00xox (OTKJIIOYEHNE) MEXaHM3MOB 3aIUTHl — 3arpy3Ka 3JI0yMBINUICHHUKOM HEIITaT-
HOW OTIePAlMOHHOW CHCTEMBI C JAUCKETHI, HCIIOIB30BaHUE PEKIMOB IPOTPAMMHO-AIIIAPATHBIX
komnoHeHT AC u T.1II.
— HCKaXEHHE COOTBETCTBHUS CHHTAKCHYECKUX M CEMAaHTHYECKHX KOHCTPYKIWH S3BIKA —
YCTaHOBIJIEHHE HOBBIX 3HAUEHUI! CJIOB, BRIPAKCHHUHN U T.11.;
— 3amper Ha HUCMoJb30BaHHE HH(OpMALMKM — HMeromascs WH(QopMalus KakuM-JIH00
MIPUYMHAM HE MOXKET OBITh UCIIOJIb30BaHA.
OCHOBHBIE METO/Ibl peajM3aliH Yrpo3 WHPOPMAIMOHHON 0€30IacHOCTU NPUBEIEHBI B

Tabn. 2.1.
2.1. OcHoBHBIe MeTOABI peaan3anuu yrpos Ub
OCHOBHBIE METO/IBI PeATH3alH YTPO3 HHPOPMAIIMOHHONW 0€30IIaCHOCTH
VYpoBeHb
JlocTyna K VIposa packpbi- VYrposa oTkaza
unpopmammm | HapaveTpos Vrposa Hapymenus koHdu- | Yrposa HapymeHus | ciyk0 (oTkaza
B AC JCHIMAILHOCTH LEJIOCTHOCTH JOCTyTa K UH-
CHCTEMBI
(dopmaryn)
Hocureneit Omnpenenenue Xuienue (xonupoBanue) | YHUUTOXXKEHUE Ma- | BeiBenenue u3
UHGOPMALMK | TUIIA W Tapamer- | HocuTenei UHGPOPMALMHY. | IIMHHBIX HOCUTEJICH | CTPOS MallMH-
poB  Hocureneii | Ilepexsar [IDMUH nundopmanuu HBIX  HOCHTE-
“HpOpMAIHN et uapopma-
K
Cpencts Ilonyuenne uH- | HecankunonupoBaHHblii 10c- | BHecenue mnounb3o- | [IposBinenne
B3auMozel- | popmarmu o mpo- | Tyn k pecypcam AC. CoBep- | BaTeneM  HECaHK- | OIMOOK  MpO-
CTBHSI C HO- | [PaMMHO- [IeHWE MONb30BaTeNeM He- | [HOHHPOBAHHBIX eKTHPOBAHUS H
cHUTeNeM anmapatHoil cpe- | CAaHKIJHOHUPOBAHHBIX JAEHCT- | N3MEHEHUH B TIpO- | pa3paboTKu
ne.  Ilomyuenwue | Buil. HecaHKIMOHMpPOBaHHOE | FPaMMbl U JIaHHBIE. | IPOIPaMMHO-
JETambHOH  WH- | KOMMPOBaHHWE TPOTPaMMHOTO | YCTAaHOBKA M HC- | alllapaTHBIX
(dopmarum o [ obecnieuennms. [lepexBart | monp30BaHWEe  He- | KOMIIOHEHT
(GyHKOMAX,  BBI- | JAHHBIX, IepeaBaeéMbIX II0 | IITaTHOTO mpo- | AC. Obxox
nonasieMblx  AC. | kKaHasaM CBsI3U rpaMMHOTO ofecrie- | MeXaHU3MOB
[lomyyenue nan- yeHus. 3apaxenue | 3amutsl AC
HBIX O TIpUMe- MPOrPaMMHBIMHI
HSIEMBIX CHCTEMax BUpYCaMHU
3aIIUTHI
[Ipencrasne- | Onpenenenue BuzyansHoe  HabOmonenue. | Buecenne wuckaxe- | Mckaxxenue
Husa uHpOp- | cmocoba  mpen- | PackpeiTre  mpencTaBieHus | HUSL B IPEACTaBIe- | COOTBETCTBHS
Manuu CTaBlIeHMs  WH- | vHQopmamuu  (memudpoBa- | HUE NAHHBIX; YHHY- | CHHTAKCHYe-
(dopmanuu HUE) TOXEHHE JTaHHBIX CKMX M CeMaH-
THYECKUX KOH-
CTPYKLUH 53bI-
Ka
Conepxanus | Onpenenenue PackpriTne coxepxanus WH- | BHenpenne pesuH- | 3amper Ha HC-
uHpoOpMaLuK | conepxkanus naH- | popManuu (dopmannu M0J1b30BaHHE
HBIX HA KadecT- nHpopmarmu

BEHHOM ypOBHE




2.5. IPUYMHBI, BUJIbI 1 KAHAJIBI YTEUKU HHO®OOPMALINU

OCHOBHBIMH NPUYMHAMHU YTEUKH HHPOPMALNH SBISIFOTCS:

— HecoOJII0JICHHE NTEPCOHAIOM HOPM, TpeOoBaHMid, mpaBmi dKkciuryaranun AC;

— ommOku B mpoektupoBannn AC u cucteM 3ammutsl AC;

— BEJEHHUE MPOTUBOCTOSILENH CTOPOHON TEXHUUECKON U areHTYpHOM pa3BeloK.

HecobGmonerne nepconanoM HOpM, TpeOoBaHui, mpaBui 3kciuryatannd AC MOXeT OBITh
KaK yMBIIUICHHBIM, TaK ¥ HelpeaHaMepeHHbIM. OT BeAE€HHs POTHBOCTOAIIEH CTOPOHON areH-
TYPHOH pa3BEeKU 3TOT CIy4ail OTJIMYAET TO, YTO B JAHHOM CIIy4yae JIMIIOM, COBEpPIIAIOIINM He-
CaHKINMOHUPOBAHHBLIC ﬂeﬁCTBHH, JABUT'aOT JIMYHBIC HO6yLlI/ITeJ'H)HbIe MOTHUBBI. HpI/l‘il/IHI)I YTCUKH
l/IH(l)OpMaLlI/lI/I A0CTATOYHO TCCHO CBA3aHbI C BUAAMH YTCUKHU I/IH(i)OpMaIJ,I/ll/I. B cootBeTcTBUM C
I'OCT P 50922-96 paccMaTprBarOTCsl TPU BHJA YTEUKN HH(POPMALHUH:

— pasriamieHue;

— HECaHKIMOHMPOBAHHBIN JIOCTYN K HH(OpMaLuy;

— TONyYeHHE 3aluInacMor nHdopMmanny pasBenkamMu (Kak OTEYECTBECHHBIMH, TaK H
WHOCTPaHHBIMH).

Hon pasenawenuem nHbGOPMAIIIN TTOHUMAETCSI HECAHKIIHOHUPOBAHHOE JIOBEACHHE 3allH-
maemMoit nHbopManuu 10 NoTpeduTeNnei, He UMEIOIIMX MpaBa JA0CTyIa K 3alnuiaeMoi nHdop-
Maluu.

Ion necankyuonuposannvim 0ocmynom TIOHUMAETCSI TIOJTyYSHUE 3aIUIAEMON HHPOpMa-
WU 3aMHTCPECOBAHHBIM Cy6’beKTOM C HApYIIECHUEM YCTAHOBJICHHBIX MIPABOBBIMU JOKYMECHTAMU
nIIn CO6CTBeHHI/lKOM, BJIaACJIbIIEM I/IH(bOpMaIJ,l/II/I IpaB WJIK HOpaBUJI J0CTyHna K 38.HJ,HIJ13€MOI>1
nHdopmanuu. [Ipr 3TOM 3aMHTEPECOBAHHBIM CYOBEKTOM, OCYIIECTBISIFOIIMM HECAaHKLIMOHHPO-
BaHHBIHA JI0CTYI K MH(GOPMAIMH, MOXET OBITh: TOCYAApPCTBO, FOPHIMUECKOE JIUILIO, Tpymma (u-
3WYECKUX JIUII, B TOM Yuciie 00IIECTBEHHAs! OpraHu3anys, OTAeIbHOE (PU3HUECKOE JINIIO.

THonyuenue 3awuwaemori unghopmayuy pa3BeaKaMi MOXKET OCYIIECTBUTHCS C MOMOILBIO
TEXHHUYECKHX CPEJCTB (TEXHNWUECKasl pa3Be[Ka) WIN areHTypHBIMH METOJaMHt (areHTypHas pas-
BEIKA).

Kanan ymeuxu ungopmayuu — COBOKYITHOCTb NCTOYHUKA MH(OPMAIMU, MaTEpHaIbHOTO
HOCHTENS WM CPeIbl PAacIpOCTPAHEHHUs HECYILEro YKa3aHHYI0 HH(GOPMALMIO CUTHAa U Cpel-
CTBa BBIACJICHUS MHGOPMALIMK U3 CUTHANIA WM HOocuTelst. OHUM M3 OCHOBHBIX CBOMCTB KaHa-
Jia SIBJISIETCS] MECTOPACIIONIOKEHNE CPE/ICTBA BbIICICHHUsT MHPOPMAIMK U3 CUTHAJIa MM HOCUTE-
JIs, KOTOPOE MOXKET pacrosiaraThbCsl B Ipezeiax KOHTPOJIMPYEMOM 30HbBI, OXBaThIBAIOLICH WIIU
BHE €e.



[MpumenutensHo k AC BBIIEISIIOT HECKOJIBKO KaHAIOB yTeukn uHpopmaimu. O0001eH-
Has cXeMa KaHaJIOB YTeUKH IpUBEAeHA Ha puc. 2.2.

1. Dnexmpomacnumnoiii kanan. [IpudrHON €ro BO3HMKHOBEHHS SIBIISIETCSI dJIEKTpOMAr-
HUTHOE II0JIe, CBSI3aHHOE C MPOTEKaHHEM DJIEKTPUYECKOr0 TOKA B aIlllapaTHbIX KOMIIOHEHTax
AC. DreKTpOMarHuTHOE I0JIe MOXKET MHIYLIMPOBATh TOKH B OJIM3KO PaCIOI0KEHHBIX MPOBOJI-
HBIX JIMHUAX (HABOJKH). DJICKTPOMATHUTHBIN KaHAI, B CBOIO OYepellb, JCTUTCS Ha CIICIYIOIIUe
KaHAJbI:

— paaurokaHal (BBRICOKOYACTOTHOE U3JIyYCHUC);

— HHU3KOYACTOTHBIN;

— ceTeBOi (HABOIKH Ha CETh HICKTPOITUTAHHSA);

— 3a3eMuieHUs (HABOJKH Ha MPOBOJIA 3a3EMIICHHSA);

— JMHEHHBIN (HABOAKY HA JIMHHUH CBS3M MEXIY KOMITBIOTEPaMK).

2. Axycmuueckuti (6ubpoaxkycmuueckuti) KaHan — CBSI3aH C PACIpPOCTPAHEHUEM 3BYKOBBIX
BOJIH B BO3/IyX€ WM YIPYTUX KojeOaHUi B APYrHX cpelax, BOHUKAIOIIUX IpU paboTe yCTpoHCTB
orobpaxkenus uHpopmarmu AC.

3. BusyanvbHwill KaHal — CBSI3aH C BO3MOXKHOCTBIO BH3YaJIbHOTO HAOJFOJICHUS 37I0YMBIIII-
JICHHUKOM 32 paboToi ycTpoiicTB oToOpaxeHus nHpopMaly 0e3 MPOHUKHOBEHHS B MIOMeIle-
HUS, TJ€ PaCIIOIOKEHBI KOMIIOHCHTHI CHCTEMBI. B KadecTBe cpeicTBa BBIICICHUS HHPOPMALIUT
B JJAHHOM CJIy4ae MOTYT paccMaTpuBaThes (OTO-, BUICOKAMEPHI U T.II.

4. UngopmayuonHslii Kanan — CBA3aH C JOCTYIIOM (HETIOCPEACTBEHHBIM U TEIEKOMMYHH-
KaMOHHBIM) K sneMeHTaM AC, K HOCHUTESIM HHPOPMAIINH, K CaMOil BBOAUMOU M BHIBOAMMOM
nHpopManuu (M pe3ynbTaTaM), K IPOrPaMMHOMY OOECIeUYeHHIO (B TOM YHCIE K ONepaIioH-
HBIM CHCTEMaM), a TaK)Ke C MOJKITIOUCHUEM K JIMHUAM CBs3U. MH(pOpMaIoHHBIH KaHaI MOJKET
OBITH pa3/iesieH Ha CIeIyIONIie KaHabL:

— KOMMYTHPYEMBIX JIMHHUH CBSI3H,

— BBIJICJIICHHBIX JIMHUN CBs3U,

— JIOKaJIbHOM CeTH,

— MAIIUHHBIX HOCUTENCH HHpOpMAIIUH,

— TEpMHUHAJBHBIX U MEepU(EPUIAHBIX YCTPOUCTB.

KOHTpOJ’IbHBIe BOIIPOCHI

1. Yro monmumaercs moj yrpo3oii mHpopMmanmu? HazoBure pasHOBHAHOCTH yrpo3 WH-
(dbopmanmu.
[TpuBeanTe KiaccU(PUKALMIO YTPo3 HHPOPMALHH.
Kakue ocHOBHBIE HanpaBJIEHHsI 1 METO/IbI peanu3anuy yrpo3 Bam ussectasi?
[MosicauTe Kiaccu(pUKAIMIO 3710yMBIIIIIEHHUKOB.
OxapakTepu3yiiTe IPUYMHBI U BUABI yTEYKH HH(OPMALHH.
HasoBute 1 npuBenuTe NpruMephl KAHAJIOB YTEYKH HH(pOpMAaLUH.

Il MeTop,bl M cpeacTBa 3awuTbl MHopmaumm B MHOpPpMaLMOHHO-
BbIMUCINUTESIbHbLIX CUCTEMAX

LA WD

3. IPABOBBIE U OPTAHU3ALIMOHHBIE METOJbI 3AITHI UH®OP-
MAIMU B UHOOPMAINMOHHO-BBIYNCJ/IMTEJIBHBIX CUCTEMAX

KomriekcHast 3anura HHGOpPMALUK cO3/1aeTCsl Ha 00BbeKTax Uil OJIOKMpOBaHus (TTapupo-
BaHMs) BCEX BO3MOXKHBIX WJIM HanOoJiee BEpOATHBIX yrpo3 OesomacHocTH wHGpopMarmu. s
MIApUpPOBaHMs TOM WJIM MHOW YTpo3bl MCIOJIB3YETCSl ONPENEeNICHHAs] COBOKYITHOCTH CPEICTB U
METO/IOB 3aIIUTHI, HEKOTOPHIE U3 HUX 3alUIIAI0T OT HECKOJIIBKUX YIPO3 OJHOBPEMEHHO.

Cpenu MeTOO0B 3alUTHl UMEIOTCS M yHHUBEpPCAJIbHBIE METOABI, SBIIIOIINECS 0a30BBIMU
IIPY TIOCTPOCHUH JTI0O00H CUCTEMBI 3alUTHI.

IIpasosvie Memoovl 3aIUTHl HHGOPMALIMU CIIyXKAT OCHOBOI JIETHTUMHOTO IIOCTPOCHUS U
UCTIONIb30BAHMS CHCTEMBI 3aIIUTHI JF000T0 Ha3HAYCHUSI.

Opeanusayuonnvie Memoouvl 3alUThl UH(GOPMALIMK UCIIOJIB3YIOTCS IUIsl NApUPOBAHMS He-
CKOJIbKHX YTp03, KpOME TOT0, MX MCIOJIb30BaHUE B JIIO00H CUCTEME 3alllUThl 0053aTEIbHO.

3.1. ITIPABOBOE PEI'YJIMPOBAHUE B OBJIACTU BE3OITACHOCTHU NH®OPMA -
o

l'ocynapcTBO 10DKHO 00ECHEYnTh B CTpaHe 3allUTy HH(GOPMAIMK Kak B MaclTabax BCero
rocyAapcTBa, Tak M Ha ypOBHE OpraHm3alMii M CBOMX rpakaaH. [yist aToro rocynapcrso obsiza-
HO:

— BBIPabOTaTh TOCYAaPCTBEHHYIO MOJIUTHUKY O0€30TIaCHOCTH B 00JIACTH HHPOPMATMOHHBIX
TEXHOJIOTHH,



— 3aKOHOJIaTeJIbHO OIpeNeNuTh MpaBoBoii craryc UBC, undopmanum, cucrem 3amurs
nH(popMalnK, BIaAEIbLEB U 10JIb30BaTelNel HHOOPMALIUH U T.J1.;

— CO3[aTh HEPAPXHUYCCKYIO0 CTPYKTYPY TOCYAaPCTBEHHBIX OPIaHOB, BHIPAOATHIBAIOIIUX U
MMPOBOAAIIMNX B )KU3Hb IMOJIUTUKY 6630HaCHOCTI/I l/IH(l)OpMaLlI/IOHH])IX TeXHOﬂOFMﬁ;

— CO3[aTh CUCTEMY CTaHAApPTU3AIlUH, JUIICH3UPOBAHUS U CepTUHUKAIMKA B 00JacTH 3a-
IIUTH HHPOPMALIUY;

— o0ecrevnTs MPUOPUTETHOE Pa3BUTHE OTCUCCTBEHHBIX 3AIUIICHHBIX HH()OpMAIHOH-
HBIX TEXHOJIOTHIA;

— TIOBBIIIATh YPOBEHH 00pa30BaHMUs TPakIaH B 00JacTH WHPOPMALMOHHBIX TEXHOJIOTHH,
BOCIIMTHIBATh Y HUX MATPHOTH3M U OJTUTEIHHOCTB;

— YCTaHOBUTH OTBETCTBEHHOCTH T'PaXIaH 3a HAPYUICHHWA 3aKOHOAATEIECTBA B OOJIACTH
MH(pOPMALIMOHHBIX TEXHOJIOTHH.

3.1.1. TOCYJAPCTBEHHASI IOJIUTUKA P® B OBJIACTH BE3OIIACHOCTH UH®OPMA-
NUOHHBIX TEXHOJIOI'MHA

B rocynapcrse moinkHa IPOBOIUTHCS €IMHAS OJIUTHKA B 00J1acTH Oe30macHoCcTH HHPOP-
MAaIMOHHBIX TexHoJormit. B Poccuiickoii deneparuu Bonpockl HHPOPMAMOHHOW OE30MacHo-
CTH U 3aIIUTHl HH(POPMAIK 00eCTIeunBarOTCsl COOJIIOICHNEM ClleyomuX yKka3oB [Ipesnnenra,
(henepanpHBIX 3aKOHOB, mocTtaHoBIeHUH [IpaBurenscTBa Poccuiickoit denepanmu, pykoBoIs-
mux JoKyMeHToB ["octexkomuccnu Poccun 1 Ipyriux HOPMATHBHBIX JOKYMEHTOB!

o JloxrpunHa nHpOpMANINOHHONW Oe3omacHocTH Poccuiickoit Dexepannu, yTBEpKICHHAS
9 cent. 2000 1.;

o Konnenuus HannoHAIBHOM Oe3omacHocTH Poccuiickoit deneparyu, yrBepxaeHHas 17
nek. 1997 r.;

o Vka3 [Ipesunenta PO or 6 mapra 1997 r. Ne 188. O0 yTBepKIeHUM NIEepeyHsl CBEICHUI
KOH(HUICHIIMATBHOTO XapaKTepa;

e 3akoH Poccuiickoit @enepanun ot 20 desp. 1995 r. Ne 24-03. O6 nnpopmanmu, UH-
¢dbopmaTH3ay 1 3amuTe nHGopManuy;

e 3akon Poccwuiickoii dexeparyn ot 16 desp. 1995 r. Ne 15-D3. O cBs3y;

o 3axon Poccuiickoit @eneparm ot 23 ceHT. 1992 1. Ne 3523-1. O mpaBoBoii oxpane Ipo-
IPaMM UL 37EKTPOHHBIX BHIUHMCIUTEIBHBIX MAIINH U 033 TaHHBIX;

o 3akon Poccuiickoit @enepannu ot 4 utonst 1996 r. Ne 85-03. O6 yuactun B MeKIyHa-
poaHOM HH(POPMAITHOHHOM O0OMEHE;

e TJlocranosnenwue IlpaButenscrBa Poccuiickoit ®denepammu ot 16.09.98. O naunensupo-
BaHWU OT/ICJIbHBIX BHJIOB AEATEIBHOCTH;

e 3akoH Poccuiickoit @eaeparnuu ot 21 uronst 1993 r. O rocyaapcTBeHHOM TaliHe;

e T'OCT P 51583. 3amura napopmanuu. [Topsiiok co3nannsi aBTOMaTH3UPOBAHHBIX CHC-
TEM B 3allIUIIICHHOM HCIIOJIHCHUU.

e PyxkoBossmmii nokymeHT. [lonoxenue no arrecraiiin 00beKTOB MH(YOPMATH3ALUH 110
TpeboBaHusM Oe3onacHoctd uH(opmanuu (YtBepxkaeHo Ilpexcenarenem ['ocrexxkommccnu
Poccun 25 H0516. 1994 1.);

e PyxkoBomsmmii JOKyMEHT. ABTOMAaTH3UPOBAHHBIE CUCTEMBI. 3alIUTa OT HECAHKIMOHH-
poBaHHOTO JocTyna K nH$popmanmy. Kiaccupukamnys aBToMaTH3UpOBaHHBIX CHCTEM U TpeOOBaHHs
Kk 3anmwre nabopmanmn (I'ocrexxkommccns Poccun, 1997 1.);

o «Ilonoxenue o cepTuduKalMK CPEACTB 3aUTh HHGOpMaLuK 110 TpeOoBaHUsIM 0e30-
nacHoct nHpopmanum» (Ilocranosnenue [IpaButensctBa PO Ne 608, 1995 1.);

e PyxoBomsmuii qokymeHT. CpelicTBa BBIUMCIUTEILHOW TEXHUKH. 3aluTa OT HECaHK-
LMOHMPOBAHHOIO JlocTyna K uHpopmaimu. [lokazaTenu 3allMIIEHHOCTH OT HECaHKIMOHHPO-
BaHHOTO AocTtymna Kk nHpopmanuu. (I'ocrexkomuccus Poccun, 1998 r.);

e PykoBomsumii TokymeHT. KOHIETIIMsI 3aUThl CPEACTB BHIUMCIUTENBHON TEXHUKH OT He-
CaHKIMOHMPOBAaHHOTO nocTtyna K nHpopmarm. (I'ocrexxomuccns Poccun, 1998 1.);

e PykoBojsmmii TOKyMEHT. 3alura OT HECAaHKIMOHHUPOBAHHOTO AOCTyNa K MH(OpMa-
un. Tepmuss! u onpenenenus (I'ocrexxomuccust Poccun, 1998 1.);

e PyxkoBomsmmii JOKyMeHT. BpeMeHHOe T0JIOKEHHE 110 OpraHu3aluy pa3paboTKH, H3ro-
TOBJICHUSI W IKCIUTyaTalliH MPOTPaMMHBIX W TEXHHUYECKHX CPEJICTB 3aIIUTHI MH(OpManuu ot
HCJI B AC u CBT. (I'octexkomuccust Poccun, 1998 1.);

e PykoBomsmuii tokymMeHT. CpencTBa BRIYNCIUTENFHON TEXHUKH. MeKCeTeBbIe SKPaHEbI.
3amuTa OT HECAaHKIIMOHUPOBAHHOIO JocTyna K nHpopmannu. [lokazaTenn 3aliuInEeHHOCTH OT
HEeCaHKI[MOHUPOBaHHOTO JlocTyna K nHpopmaruu. (I'ocrexkomuccust Poceun, 1997 1.);

e PykoBomsmui TOKyMEHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO JNOCTyma K MH(OpMa-
mun. Y. 1. TlporpammHoe obecrieueHue cpeacTB 3aumuthl MHGopMmanuu. Kiaccudukanus mo
YPOBHIO KOHTPOJISI OTCYTCTBHSI HEJEeKJIapUpOBaHHBIX Bo3MokHocTel. (I"ocrexxomuccus Poc-
cun, 1999 r.);

e PyxoBosmmii noxkymeHT. CrenpanbHble TpeOOBaHUSI M PEKOMEHIAIMH 110 TEXHHYE-
CKoi1 3amuTe KoHpuaeHnuanpHoi nHpopMmanuu. (['ocrexkomuccus Pocenn, 2001 1.).

«JlokTpHuHA ...» — 3TO TOKYMEHT, «IIPEJCTaBIISIOMNI cOO0H COBOKYITHOCTh O(HINATBHBIX



B3MUISZIOB HA LEJH, 3a1a4y, IPUHIIUIIEI 1 OCHOBHBIE HaIlpaBiIeHHs oOecriedueHus nHPpOopMannoH-
HOH Oe3omacHocTh» Poccuu, CiyKUT OCHOBOH Ui «(pOpMHPOBAHMS TOCYAapPCTBEHHOHN IOJHU-
TUKU» B cepe nHPOpMaLHH.

JlokTpuHa BKIrOYaeT B ceOs IepedeHb OCHOBHBIX BHIOB BO3MOXHBIX YIpo3 sl HH(OP-
MalMOHHOHN 0€30I1aCHOCTH, KOTOPHIE B TOM YHCIIE CBSI3aHBI C TEJIEKOMMYHHKAlMOHHBIMU CHC-
Temamu. K 9uciy Takux yrpo3 OTHECEHBI:

— 3aKyIKa OpraHaMiu rocyJapCTBEHHOM BIACTH MMIIOPTHBIX CPEICTB MH(OpPMATH3ALUH,
TEJIEKOMMYHHKALIUH U CBSI3U TIPH HAJIMYUH OTEUECTBEHHBIX aHAJIOTOB, HE YCTYMAOMINX 110 CBO-
UM XapaKTepUCTUKaM 3apyOeXHBIM 00pa3uam;

— BBITECHEHHE C OTE€UECTBEHHOI'O PhIHKA POCCHHCKHUX MPOM3BOAUTENEH cpeacTB HHPOP-
MaTu3anum, TCJICKOMMYHUKAIIUU U CBA3H,

— HECIIOCOOHOCTb MPEANPHUATHI HALMOHAJIBHBIX OTPACIIeH JIEKTPOHHOH IIPOMBIIIIEHHO-
CTH TIPOM3BOJMTH Ha 0a3e HOBEWIINX JOCTHXKEHUIH MHUKPOIEKTPOHUKH, ITEPEAOBBIX HH(pOPMa-
LMOHHBIX TEXHOJOTMH KOHKYPEHTOCIIOCOOHYIO HAyKOEMKYIO IPOXYKIHUIO, ITO3BOJISIONIYIO
o0ecreunTh TOCTaTOYHBIH YPOBEHb TEXHOJIOTHIECKONW HE3aBHCUMOCTH Poccun OT 3apyOeKHBIX
CTpaH, 4TO IPUBOANT K BBIHYKACHHOMY IIHPOKOMY MCIOJIB30BaHUIO HMIIOPTHBIX IIPOTPaMMHO-
anrmapaTHBIX CPEJCTB NPH CO3JaHWU M Pa3BUTHH B Poccnm mHPOpMannoHHON MHPPACTPYKTY-
prL;

— YBEIMUYCHHE OTTOKA 3a pyOe CIIEIMAINCTOB U ITPaBo00IaaTeNIei HHTEIEKTy aJIbHOM
COOCTBEHHOCTH;

— HapylleHHe YCTAaHOBJIEHHOTO perjaMeHta cOopa, oO0paboTku M mepenadr nHpopma-
LIUH, IPeAHAaMEpEHHbIE JICHCTBUS 1 OMNOKH NepcoHana HHQOPMALMOHHBIX U TEJIEKOMMYHHKA-
IIMOHHBIX CHCTEM, OTKa3 TEXHHYECKHX CPEICTB U cOOM MPOrpaMMHOrO obecredeHus: B nHdop-
MAalMOHHBIX ¥ TEIEKOMMYHHKAIIHOHHBIX CHCTEMaX;

— HCIOJIB30BaHUE HE CEPTH(UIMPOBAHHBIX B COOTBETCTBHH C TpeOOBaHHMAMH Oe3orac-
HOCTU CPEACTB U CUCTEM I/IH(i)OpMaTl/ISaLII/II/I " CBsA3H, a TAKKE CPCACTB 3alUThI l/IH(l)OpMaLII/II/I n
KOHTPOIIS uX 3()()EeKTUBHOCTH;

— TIpHBJEYEHHUE K paboTaM MO CO3JIaHHIO, Pa3BUTHIO M 3alUTe MH(OPMAIIOHHBIX U Te-
JIEKOMMYHHKAI[IOHHBIX CHCTEM OpTaHM3alid U GUpM, HE HMEIOIINX TOCY/1apCTBEHHBIX JIHLCH-
3UM HA OCYIIECTBJICHUEC 3TUX BUAOB ACATCILHOCTH.

B kxadecTBe HEKOTOPBIX OOIIMX METOMOB OOecIiedeHUs] HHPOPMAMOHHONW 0€30MacHOCTH
JIOKTpUHOM, B YaCTHOCTH, MPEIOIArat0TCs:

— ofecriedeHne TEXHOJIOTHUECKOW He3aBucuMocTH Poccuiickort denepanuu B BaKHEH-
KX obnacTsax MHGOPMaTH3ALMH, TEIEKOMMYHHKAIMH M CBSI3H, ONpPEeNsIomux ee Oe3omnac-
HOCTb, W, B IIEPBYIO OYEpeab, B OOJIACTH CO3IAHUS CICIHAIN3UPOBAHHON BBIYUCIMTEIHLHOMN
TEXHUKHU JJI1 00pa3loB BOOPYKEHUS M BOCHHOM TEXHUKH;

— YTOYHEHHE CTaTyca MHBECTOPOB MpPU NPUBJICYCHHN WHOCTPAHHBIX WHBECTHLMH JUIA
pa3BuTHS HHPOPMALIMOHHON HHPpacTpyKTyphl Poccun;

— 3aKOHOAATENBHOE 3aKPEIUIEHHE NPHOPHUTETAa PA3BUTHS HAIIMOHAIBHBIX CETEH CBS3H H
OTEYECTBEHHOT'O MIPOMU3BOJICTBA KOCMHUUYECKHUX CITyTHUKOB CBSI3H.

B unciie mepBoouepeHBIX Mep, HAIIPaBICHHBIX HA oOecniedeHne HHOOPMAIIMOHHOH 6e30-
MacHOCTH, B JIOKTpUHE, B YaCTHOCTH, Ha3BaHbI:

— TpHHATHE W peanu3anust (enepanbHbBIX IporpaMM, MpeaycMaTpUBAOMMX (HOpMHPO-
BaHUE OOINEIOCTYIIHBIX apXUBOB MH(OPMAIIMOHHBIX PECYPCOB (pelepalbHBIX OPraHOB TOCY-
JTApCTBEHHOH BIIACTH U OPTaHOB TOCYAAPCTBEHHOH BitacTH cyOBrekToB Poccuiickoit deneparmu;

— TIOBBIIICHHUE IPABOBOM KYJIBTYPHI U KOMIIBIOTEPHOM IPaMOTHOCTH I'PaX/aH;

— pasBHUTHE HHPPACTPYKTYPHI EIUHOTO HH(POpMALIMOHHOTO IpocTpancTBa Poccum;

— co3gaHue 0e30MacHbIX WH(POPMAIMOHHBIX TEXHOJIOTUH JJIS CHCTEM, UCIOJIb3YEMBIX B
IIpoLecce pean3alny KU3HEHHO BXKHBIX (DYHKIMHA 00IecTBa U TOCy1apCcTBa;

— TIpeceueHHe KOMIBIOTEPHOH NMPECTYIHOCTH;

— cozfaHue MH()OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON CHCTEMBI CHEHAIBHOIO Ha3Haue-
HUsI B MHTepecax (eiepalibHbIX OPraHOB I'OCYNAPCTBEHHOI BJIACTH M OPraHOB I'OCY/AapCTBEH-
HOM BiacTu cyowsekToB Poccuiickoit @eneparm;

— oOecrieyeHne TEXHOJIOTUYECKOH HE3aBHCHMOCTH CTPaHBI B OOJACTH CO3IAHMS M IKC-
Iryataiu I/lHq)OpMaLIl/IOHHO-TeHeKOMMyHI/IKa]_[I/lOHHI)IX CHCTEM O60pOHHOFO Ha3Ha4YCHUs.

B 4ncio OCHOBHBIX OPraHM3aIMOHHO-TEXHHYECKHX MEPONPHUATHH MO 3aIuTe nHPOpMa-
LMK B 00IIErocy1apCTBEHHBIX HHPOPMAMOHHBIX U TEIEKOMMYHHKAIMOHHBIX CUCTEMAaX BKIIIO-
YEHBI:

— JIMLEH3UPOBaHME JESTENbHOCTH OpraHu3auii B 001aCTH 3aIlUThl HHpOpMALUHY;

— arrectanus 00BEKTOB WH(POPMATHU3AIMH II0 BBHITONHEHHWIO TPeOOBAHWI OOECIIeUeHHUS
3aIUThl HHGOPMALMKY TIPY NPOBEACHUH PalbOT, CBS3aHHBIX C MCIOJIb30BAaHUEM CBEICHHUH, COCTaB-
JISFOIINX TOCYIAPCTBEHHYIO TalHY;

— cepTuduKanns CPEACTB 3AIMUTHI MHPOPMAIUN M KOHTPOIA 3()(HEKTHBHOCTH MX HC-
MIOJIb30BAHMS, @ TAKKe 3alIUIIEHHOCTH HH(OPMAIINH OT YTEUKH 110 TEXHUUECKUM KaHajIaM CHC-
TEM U CpelCTB MH()OPMATU3ALNY U CBS3H.



3.1.2. 3BAKOHOJATEJIBHASI BA3A B OBJIACTH HH®OPMAIIMOHHBIX TEXHOJOT Ui

3aKOHO/IATEIbHBIH YPOBEHB SIBJISIETCS BOKHEUIIMM JUisi oOecrieueHuss MH(GOPMAOHHON
Oe3omacHocTH. BONBIIMHCTBO TOAEH HE COBEPINAIOT MPOTHBONIPABHBIX NEHCTBHH HE MOTOMY,
YTO 3TO TEXHUYECKH HEBO3MOJXKHO, a IIOTOMY, YTO 3TO OCYX/IAeTCsl W/UIM HaKa3blBaeTcst o0Ie-
cTBOM. Pa3inyaloT Ha 3aKOHO/IATEILHOM YPOBHE JIBE TPYIIIIBI MEp:

1) Mepsl, HaNpaBJICHHBIE HA CO3/IaHUE M MOJAJEP)KAHUE B OOLIECTBE HETAaTHBHOTO (B TOM
YHCIIe KapaTeIbHOI'0) OTHOWIEHUS K HapYIICHUSIM M HapyIIUTeNsIM HH(OPMAIOHHOH Oe3omac-
HOCTH;

2) HampaBISIONINE U KOOPIUHHUPYIOIINE MEPhI, CIOCOOCTBYIOIIHNE MOBHIIIEHHIO 00pa3o-
BaHHOCTH oOmiecTBa B 00acTi MHPOPMAITMOHHON 0€30IacHOCTH, TOMOTAIOMINE B pa3paboTke
W pacIrpocTpaHeHUH CPeACTB obecrieueHus HH(OOPMAIMOHHOH O€3011acHOCTH.

K mepBoii rpymnmne cieayer OTHECTH, B IEPBYIO ouepelib, riaBy 28 «lIpectyruienus B che-
pe KoMITbIoTepHOM nHpopManum» pa3zaena [X HOBOI penakuy YTOIOBHOTO KOoAeKca. DTa riia-
Ba JIOCTATOYHO IOJHO OXBATHIBAET OCHOBHBIC YIpO3bl MH(POPMAIMOHHBIM CHCTEMaM, OIHAKO
obecrieyeHne MPAKTUYECKOH Peann3yeMOCTH COOTBETCTBYIOIIMX CTaTel IOKa OCTaeTcs Mpo-
OIreMaTHIHBIM.

3akoH «O06 uHpOpMaIMy, THPOPMATH3AMHN U 3aLIUTE HHPOPMAIUK» MOKHO MPUYHCIUTH
K 9Toii e rpymme. [IpaBna, MOIOXKEHHS 3TOTO 3aKOHA HOCST BechbMa OOIIMH XapakTep, a oc-
HOBHOE COJlep)KaHHe CTaTei, MOCBSIEHHBIX HH()OPMAIMOHHOM 0€30MacHOCTH, CBOJMTCS K He-
00XOTMMOCTH HCIIONIb30BaTh MCKITIOYUTENFHO CepTH(UIIMPOBAHHBIE CPEICTBA, YTO, B OOLIEM,
MIPaBUIHHO, HO JAJIEKO HE TOCTATOYHO.

B I'ocymapctBenHo#t Jlyme moarorosiieHs! 3akoHbl «O mpaBe Ha nHGopMannioy», «O KOM-
MepyecKo TaiHe», «O MepCOHaANIBHBIX JIaHHBIX», KOTOPBIE OXBATHIBAIOT BCE KATETOPHUHU CyOBEKTOB
MH(OPMAIMOHHBIX OTHOILICHHH.

K rpynme HanpaBIsSOmMUX ¥ KOOPAHMHAPYIOMIAX 3aKOHOB M HOPMAaTHUBHBIX aKTOB OTHOCHUT-
cs 1ieJ1as TpyIna JJOKYMEHTOB, PErIaMeHTHPYIOIINX MPOLECChI JIMIECH3UPOBAHUS 1 cepTU(HKa-
iy B o0nacty uHpOpMaIMoHHOH Oe3omacHocTH. ['aBHas ponk 31eck orBeaeHa I'ocynapcTBen-
HoH Texamueckor komuccnu (["ocrexxommccnn) mpu [pesunente Poccuiickoit @emeparmm.

B obnactu uHGOPMAIMOHHON 0€30IIaCHOCTH 3aKOHBI PEATBHO MPEIOMIISIOTCS U PA0OTAIOT
4Y€pe3 HOPMATHUBHBIC JOKYMCHTDI, IIOATOTOBJICHHBIC COOTBETCTBYIOLIUMU BEAOMCTBAMMU. B sroit
CBSI3U OYEHb BaKHBI PyKoBOZSIIME TOKyMEHTHI [ 0OCTEXKOMHCCHH, OTIpeAesIonre TpeOoBaHus
K KJaccaM 3alliIIEHHOCTH CPEICTB BBHIYHCIUTEIFHOW TEXHUKH M aBTOMATH3UPOBAHHBIX CHC-
TeM. HeoOXoauMo BbLIENUTH YTBEpPKACHHbIH B Hioje 1997 r. PykoBousuuii ITOKyMEHT 1O
MEKCETEBBIM SKpaHaM, BBOSIINN B O(UIMAIBHYIO chepy OJMH U3 CaMbIM COBPEMEHHBIX Kiac-
COB 3aIIUTHBIX cpeacTB. Kak yxke yka3pIBaJIoCh, caMOe BaKHOE Ha 3aKOHOJATEIHHOM YPOBHE —
CO3/1aTh MEXaHHU3M, MO3BOJIIONINI COTJIacoBaTh MPOLECC Pa3paboTKH 3aKOHOB C pEeaisIMH H
MPOrpeccoM UH(POPMAIMOHHBIX TeXHOJOoruid. KOHEUHO, 3aKOHBI HE MOTYT OIEPekaTh JKU3Hb,
HO Ba&)XHO, YTOOBI OTCTaBaHWE HE OBUIO CIMIIKOM OOJBIINM, TaK KaKk Ha IPaKTHKE, TOMHMO
MPOYHX OTPHIATEIEHBIX MOMEHTOB, 3TO BEIET K CHIDKCHHIO WH(POPMALMOHHONW 6€30T1aCHOCTH.
IToka Tombko 'ocTexxomuccust Poccun 1eMOHCTPUPYET CIIOCOOHOCTh TUHAMHYHO Pa3BHBAThH
HOPMaTHBHYIO 0a3y.

B coBpemerHHOM MHpe TTTOOANBHBIX CETEH HOPMATHBHO IpaBoBas 0a3a JODKHA OBITH CO-
TJIaCOBaHa C MEXIYHAPOJHOW MPAKTHKONU. X0TeI0oCh OB 00paTUTh 0c000€ BHUMAaHHE Ha JKeJla-
TEJILHOCTb NPHUBEACHHUS POCCHUUCKUX CTaHIAPTOB M CEPTU(HKALUOHHBIX HOPMaTHBOB B COOT-
BETCTBHE C MEXITyHAPOIHBIM YPOBHEM HH(POPMAITMOHHBIX TEXHOIOTHH BOOOIIE U HHPOPMAIIHU-
OHHOM 0€30MacHOCTH B YaCTHOCTU. ECTh MHOTO IPUYHMH, 110 KOTOPBIM 3TO JOJDKHO OBITH clerna-
HO. OIHa M3 HUX — HEOOXOAMMOCTb 3aIIUIEHHOTO B3aMMOJCHUCTBHS C 3apyOe)KHBIMH OpraHu-
3alUsIMU M 3apyOeKHBIMH (prutmanamMy poccHCKHMX opraHu3anuil. Bropas — noMuHHpOBaHuE
anmapaTHO—IIPOTPAMMHBIX TIPOTYKTOB 3apyOeKHOTO MPOU3BOICTBA.

Ha 3akoHOmaTeIbHOM ypOBHE JOJDKEH MOIYYUTh PEATMCTUYHOE PEIICHHE BOIPOC 00 OT-
HOIICHUU K TaKUM HM3ICTUSAM. 37ech HEOOXOIMMO Pa3/IeiHTh BA acHeKTa: HE3aBHCHMOCTH B
obnacTy HH(OPMAIIMOHHBIX TEXHOJIOTHUH U MH(POPMAIIMOHHYIO 0€3011aCHOCTb.

Hcnonp3oBanue 3apy0eKHBIX TPOJYKTOB B HEKOTOPBIX KPUTUYECKH Ba)KHBIX CHCTeMax (B
MIEPBYIO OYepelb BOCHHBIX) B MPHHILIUIIC MOXKET IIPECTABIATh YIPO3y HAIIMOHAIBHOU Oe3orac-
HOCTH (B TOM 4HCIJIe MH(OPMAILIMOHHON), TIOCKOJIBKY HEIb3s1 HCKIIOYHTH BEPOSITHOCTH BCTPaH-
BaHUA 3aKJIaIHbIX 3JICMCHTOB. B 10 *)e BpEMs, B IOAABJIAIOILEM 60J'I])HJI/IHCTB€ CJIy4acB IOTCH-
UaTbHBIE YTPO3bl HHOOPMAIIMOHHON O€30IMacHOCTH HOCAT HCKIIOYHTENBHO BHYTPEHHHH Xa-
pakTep. B Takux yCIIOBHSIX HE3aKOHHOCTH HCIIOJB30BAHHUS 3apyOCKHBIX pa3paboTOK (BBUAY
CIIOKHOCTEH € WX cepTU(HKalKell) NIpU OTCYTCTBUM OTEUSCTBEHHBIX aHAJIOTOB 3aTpPY/HSET
(v BooOIIEe JiesiaeT HEBO3MOXKHOW) 3alUTy WHPOpMAIMU 0e3 Cephe3HbIX Ha TO OCHOBaHHM.
[Tpobnema cepTrdUKanU anmapaTHO MPOTPAMMHBIX MPOAYKTOB 3apyOEKHOTO MPOU3BOJICTBA



JEHCTBUTEINILHO SIBISIETCS CJIONKHOM, OJHAKO, KaK IOKA3bIBAET ONBIT €BPONEHCKHX CTpaH, OHA
MOJKeT OBITh ycremHo pemreHa. CinoxuBmasics B EBpone cucrema cepTudukanuu mo Tpedona-
HHUAM l/IH(l)OpMaLII/IOHHOﬁ 0€30IMMacHOCTH MO3BOJIHIA OLICHUTH ONEPALMOHHBIC CUCTEMBI, CUCTCMBbI
yhnpaBieHus 0a3aMu JaHHBIX M JIpyrue pa3paOOTKH aMEepHKAaHCKHX KOMIaHuH. Bxoxnenue
Poccuu B 3Ty cHCTeMy M ydacTHe POCCHHCKHX CIICHUATMCTOB B CePTH(OUKALMOHHBIX HCIIBITA-
HUSIX B COCTOSTHMU CHSTh MMEIOLIEECs MPOTUBOPEYHE MEXIy HE3aBUCHMOCTBIO B 00JIACTH WH-
(hOpMAIIMOHHBIX TEXHOJOTHI ¥ HH()OPMAIMOHHON 0E30MMaCHOCThIO 0€3 KAKOT0 JIN0O CHIKCHHSI
HAIIMOHAJIBHOM 0€30IMaCHOCTH.

CoBpeMEHHOMY POCCHHCKOMY 3aKOHO/ATEIbCTBY HE XBaTaeT MO3UTHBHOW (HE KapaTeib-
HOW) HampasieHHOCTH. MH(popMalroHHas 0e30MacHOCTh — 3TO HOBasl 00acTh JEATebHOCTH,
3[IeCh B)KHO HAy4YHTb, PA3bICHUTH, IIOMOYb, a HE 3alPETUTh M HakazaTh. OOMIECTBO JOIKHO
0CO3HATh BaYKHOCTH JAHHOH NMPOOJIEMATHKH, TIOHATH OCHOBHBIE ITyTH PELIEHHsSI COOTBETCTBYIO-
KX 3a]a4, JOJDKHBI OBITh CKOOPJMHUPOBAaHBI HayuHblE, yueOHbIE W MPOU3BOJICTBEHHBIE IIa-
HBL. ['0Cy#apcTBO MOKET cAenaTh 3TO ONTHMAJIBHBIM 00pa3oM. 31ech He HyKHO OOJBIINX Ma-
TEpUAITBHBIX 3aTPaT, TPEOYIOTCSI HHTEIUIEKTYaJIbHbIE BIIOKCHUSI.

[ToxBoas UTOr, MOXXKHO HAMETHUTH CIIEIYIOLINE OCHOBHBIE HAIlpaBJICHHs AEATebHOCTH Ha
3aKOHOAATEIEHOM yPOBHE!

— pa3paboTKa HOBBIX 3aKOHOB C YY€TOM HWHTEPECOB BCEX KATETOPHi CyOBEeKTOB HH(DOP-
MalMOHHBIX OTHOIICHUH;

— OpHEHTalus Ha CO3MIaTeNbHbIe, a He KapaTeIbHbIC 3aKOHBI;

— UMHTerpanys B MUPOBOE IIPaBOBOE MPOCTPAHCTBO;

— y4YeT COBPEMEHHOTO COCTOSIHUSI HH(OPMAIIMOHHBIX TEXHOJIOTHH.

3.1.3. CTPYKTYPA TOCY JAPCTBEHHBIX OPTAHOB, OBECIIEYUBAIOIINX BE3OIIAC-
HOCTb HHO®OPMAIIMOHHBIX TEXHOJIOI'MU

BrIpaboTky monuTHKH HHGOPMAIMOHHOW OE€30MAaCHOCTH, IMOATOTOBKY 3aKOHOJATEIBHBIX
aKTOB U HOPMAaTUBHBIX JOKYMEHTOB, KOHTPOJIb HaJ| BHIIIOJIHEHUEM YCTAHOBJIEHHBIX HOpM obec-
nedeHns: 6e30MacHOCTH MHGOPMAIMU OCYLIECTBIISIOT T'OCYJapCTBEHHBIE OPraHbl, CTPYKTypa
KOTOpPBIX MpHBeeHa Ha puc. 3.1.

Bosrnarnser rocyaapcTBeHHbIe opraHbl obecrieuenus: 0ezomnacHoctu [Ipesunent PD. On
pykoBoaut CoBeToM 0€30MacHOCTH U yTBEpKIaeT YKasbl, Kacarouuecs: odecriedenus Oe3omnac-
HOCTH MH(OpPMALIK B TOCY1apCTBE.

OO1ee pyKOBOJICTBO CHCTEMOM MH(OPMAIIOHHON 0€3011aCHOCTH, HapsAy ¢ APYTHMMH BO-
IIpocaMK rOCyJapCTBEHHOW 0e30macHOCTH CTpaHbl, ocymecTBisioT [pesunent u IpaBurens-
ctBO Poccuiickoit @enepanuu.

OpraHoM HMCHOJHHUTENBEHON BIACTH, HEMIOCPEACTBEHHO 3aHMMAIOIIMMCSI BOIIPOCAMHU TOCY-
napcTBeHHOH Oe3omacHocTH sBisiercss CoBer 6e3omacHocTd. B coctaB CoBera Oe3omacHOCTH
BXOIUT MEXBEJOMCTBEHHAs! KOMUCCHS 10 MH(OPMALMOHHON 0e30MacHOCTH, OCYIIECTBIISIO-
masi NOATOTOBKY yKa3oB [Ipe3naeHTa n KOOpAMHHUPYIOIAs AEATEIbHOCTh MUHUCTEPCTB U Be-
JIOMCTB B 00J1acT HHGOPMAITMOHHOHN 0€301aCHOCTH.

PaGounm opranoM MeKBEIOMCTBEHHOH KOMHCCHUHM 1O MH()OPMAIMOHHON 0€301acHOCTH
spisiercst ['ocynapcTBeHHast TexHnueckast komuccus npu [pesunenre P®. Ona ocymiecTsiusier
MOJrOTOBKY ITIPOEKTOB 3aKOHOB, pa3pabaThiBaeT HopMaruBHble NOKyMmeHTHI (Pemenus I'TK),
OpraHu3yeT CepTH(HUKANNIO CPEICTB 3alIUTH HH(YOPMAINH (32 HCKITIOYEHHUEM KpHIITorpaduye-
CKHX CPEJICTB), JIMIIEH3UPOBAHNE JIESTEINLHOCTH B 00JIACTH CPEJCTB 3aIUTHl U O0yUeHHs CIie-
nuanucToB 1o 3ammure nHpopmanuu. [ TK pykoBoaut arrecranueit KC, xoopauaupyeT u Ha-
MIPaBIAET JEATENBHOCTh TOCYJapCTBEHHBIX HAYYHO-HCCIIEIOBATENbCKUX YUPEKACHHH, pabo-
TAIOIUX B 00JACTH 3alIUTHl HHPOPMANNH, 00ECTIEINBACT AKKPEIUTAIHIO OPTaHOB JIUIIEH3UPO-
BaHUS M UCIIBITATEIBHBIX HEHTPOB 1o ceprudukanmu. I' TK obecrnieunBaer Taroke paboty Mex-
BEIOMCTBEHHON KOMHUCCHH I10 3aIIMTE FOCYIapCTBEHHOMN TaiiHBbI.

Ha MexBenoMCTBEHHYI0 KOMHMCCHIO 110 3aIMTE I'OCYIapCTBEHHON TailHbI BO3JIOXKEHA 3a-

Jladya pyKOBOJCTBA JIMLEH3UPOBAHUEM NPEAIPUATUN, YUPEKACHUNA U OPraHU3aLui, CBSI3aHHBIX
C HMCIIOJIb30BaHNEM CBEICHUH, COCTABIIAIONINX FOCYIapCTBEHHYIO TaifHy, C CO3JJaHUEM CPEJCTB
3amuThl MHGOPMAIMHY, a TAKXKE OKa3aHUEM YCIYT 10 3amuTe rocraituel. Kpome Toro, ata Ko-
MHCCHS OCYLIECTBIISIET KOOPANHALIUIO PA0OTHI O OpraHU3anuy CepTH(UKALNN CPEACTB 3alllu-
ThI HH()OPMALHH.
[onmpasneneHus MpaBUTENBCTBEHHOM cBsi3u 1 MHPopmarun npu [Ipesunente Poccuiickoii De-
Jlepaniy 00eCIeYrBacT MPAaBUTENbCTBEHHYIO CBSI3b MU MH(GOPMALMOHHBIE TEXHOJOTHU TOCY-
JApCTBEHHOTO YIPaBJIEHHUA. ATEHTCTBO OCYLIECTBIAET CEPTH(HUKALMIO BCEX CPEACTB, UCIIONb-
3yeMBIX A7l OPraHU3aluy IPaBUTENILCTBEHHON CBA3M M MH(OpMATHU3aLUU TOCYIapCTBEHHOTO
YIIpaBJIEHU, a TAK)KE JTULIEH3UPYET BCE NMPEANPUATHS, YUPEKICHNUI U OpraHU3aliui, 3aHUMar0-
1Iyecs: MPOM3BOJACTBOM TakuxX cpeAcTB. Kpome toro, B uckmountenbHoMm BeneHuun OAIICU
HaXOJSITCSl BOIIPOCHI CepTU(HKALMH U JIMLEH3UPOBaHUS B 00J1acTH KpunTorpaduieckoi 3amu-
ThI HH()OPMALHH.

B MuHHMCTEpCTBaX M BEIOMCTBAX CO3AIOTCS HEPAPXUUECKHE CTPYKTYpHI OoOecriedeHHs
6e3omacHoCTH MH(OPMAIINH, KOTOPBIE, KaK MPaBUJIO, COBIAJAIOT C OPTraHU3allMOHHON CTPYKTY-



poii MuHHCTEpCTBa (BemoMcTBa). Ha3plBaThCsl OHM MOTYT MO-pa3HOMY, HO (DYHKIIUH BBITIOJHS-
IOT CXOJTHBIE.

3.2. OBIIAS XAPAKTEPUCTUKA OPTAHU3AIIMOHHBIX METOJOB 3AIIUTBI

BaKOHbI W HOPMATHUBHBIC AKTblI UCIIOJHAIOTCA TOJBKO B TOM CJiy4dac, €CJIM OHU IMOAKPCII-
JISIFOTCSL OPTaHU3aTOPCKOM JESATENBHOCTHIO COOTBETCTBYIOIIUX CTPYKTYP, CO31aBAEMbIX B FOCY-
JAPCTBE, B BEIOMCTBAX, YUPSKICHHUAX W OpraHu3anusx. [Ipy paccMOTpeHHH BOMPOCOB 0e30-
ITIAaCHOCTH I/IH(l)OpMaHI/II/I TaKas JCATCIbHOCTb OTHOCUTCA K OPraHnu3alilMOHHBIM METOJaM 3alllUThL
nH(pOpMaIny.

OpraHu3aiOHHBIC METOBI 3AIUTHI MHPOPMALIMU BKIFOYAIOT MEPBI, MEPOTIPHUSTHS U JICH-
CTBUSI, KOTOPBIC TOJDKHBI OCYIIECTBISATH JOJDKHOCTHBIC JIAIA B MPOIECCE CO3aHUs U IKCILTya-
taru UBC st oGecriedeHns 3a1aHHOTO yPOBHS 6€30MaCHOCTH HH(POPMAITHH.

OpraHu3annOHHbIC METO/IbI 3aIIUTH HH)OPMAIIMK TECHO CBSI3aHBI C PABOBBIM PETYIUPO-
BaHUeM B 00j1acTu Oe3omacHocTd uHOpMaIu. B COOTBETCTBUM ¢ 3aKOHAMU U HOPMATHBHBIMH
aKTaMu B MUHHCTEPCTBaX, BEJIOMCTBAX, Ha MPEANPHUITUIX (He3aBUCHMO OT (hOpM COOCTBEHHO-
CTH) JUTS 3aIUTHl HH(POPMAINH CO3AI0TCS CIEHATBHEIE CIIYKObI 0€30ITaCHOCTH. DTH CITYKOBI
MOTYMHSIOTCS, PYKOBOJCTBY YUpexKIeHHS. PykoBomuTenn ciayx0 OpraHM3YIOT CO3JaHHE H
(DYHKIMOHMPOBAHUE CHCTEM 3aIluThl MHpOpMalu. Ha opraHn3aioHHOM ypOBHE peliaroTcs
CIIeyIomIre 3a1aqu obecriedeHus Oe3omacHocTH nHpopMmanuu B UBC:

— opraHuzamms padoT 1o pa3paboTKe CUCTEMBI 3alIUTHl HHPOP-MAITIH;

— OrpaHU4YeHHUE JOCTYIa Ha 00BEKT U K pecypcam KC;

— pasrpaHuueHue goctyna Kk pecypcam KC;

— IUTAHUPOBAHHE MEPOIIPHSITHH;

—  pa3paboTKa JTOKYMEHTAIIUH;

— BOCIHUTaHUE U 00yueHHe 00CITYKMBAIOIIET0 MIEPCOHANIA U MOJIb30BaTENeH;

— cepTUdHKAIHA CPEICTB 3alIUTH HHPOPMALIIH;

—  JIMIIEH3UPOBAHKE ACATECIBHOCTH M0 3aIUTE HHOPMAIIH;

— arrecranus 0ObEKTOB 3aIUTHI;

— COBEpILEHCTBOBAHHE CHCTEMBI 3allUThl HH(OpMAaLUHL;

— oueHka 3 dexTHBHOCTH QYHKIIMOHUPOBAHMUS CUCTEMbI 3aLUTHI HH)OPMAIIH;

— KOHTPOJIb BBITIOJIHEHHUS YCTaHOBJIEHHBIX npaBui padbotsl B KC.

OpFaHI/ISaLIl/IOHHbIe METOABI ABJIAIOTCA CTCPIKHEM KOMIIUIEKCHONH CHCTEMBI 3alIuThl HH-
dopmaru B KC. Tonbko ¢ HMOMOIIBIO 3THX METOJOB BO3MOXHO OOBEIMHCHUE HA MPABOBOI
OCHOBE TEXHHYECKHX, MPOTPAMMHBIX U KPHITOrpaUIeCKUX CPEICTB 3aIUThl HH(POpPMAIH B
SIMHYI0 KOMIUIEKCHYIO cHCTeMy. KOHKpETHBIE OpraHM3allMOHHBIC METOJBI 3aIUThl HH()OpMa-
IUU OyAyT MPUBOAUTHCS TPU PACCMOTPEHHHU ITAPUPOBAHUS YTPo3 0€30IMacHOCTH WH(POPMAIIHH.
HawuGornpliiee BHUIMaHUE OPraHU3aIIMOHHBIM MEPOIPHUITHSIM YASISAETCS IPU H3JI0KESHUH BOIIPO-
COB TOCTPOCHUS U OpraHu3aluu GYHKIMOHUPOBAHUS KOMIUIEKCHON CHCTEMBbI 3aInThl HH(Op-
Marluu.

KonTpoabHbie BONpocsl

1. Ilepeuncnure 3a7auy rocyjapcTBa B 00acTi 6€301MacHOCTH HH(OPMALUYL.

2. OxapakTepu3yiTe OCHOBHBIE 3aKOHBI P®D, perynupyromye OTHOILEHNS! B 00JIaCTH HH-
(hOpMaIIOHHBIX TEXHOJIOTHH.

3. HasoBuTe rocymapcTBeHHBIE OpraHbl, oOecredynBaromue 0e30MacHOCTh MH(pOpMAaIH-
OHHBIX TEXHOJIOTHH, U peIIacMble MU 3a1auH.

4. Jlaiite oOmIyI0 XapaKTEPUCTUKY OPTaHU3AIIMOHHBIM METOJaM 3allUThl HHPOPMALIUHU B
KC.

4. CTAHJAPTbBI U COHEIIUPUKAIIUU B OBJIACTH UH®OPMAIIMOH-
HOM BE3OIMACHOCTHU

4.1. OBIIUE KPUTEPUH BE3OITACHOCTH

Bomnpocs! obecniedenust nHpopmanronHoi OesomacHoctn (MB) uccnenyiores B pasHbIX
CTpaHax JOCTATOYHO JaBHO. MOXXHO KOHCTaTHPOBATh, YTO K HACTOSIIEMY BPEMEHH CIIOKUIIACH
OOILICTIPUHATASL TOYKA 3pEHHs Ha KOHUeNTyaibHble ocHOBEI UB. CyTh ee 3aKimovaeTcst B TOM,
410 NoAXox K obecniedeHuo b noinkeH ObITh KOMIUICKCHBIM, COYSTAIOLINM MEPBI CICIYIOLINX
YPOBHEM:

— 3aKOHOJATEJIFHOTO (3aKOHBI, HOPMATHBHBIE aKThl, CTAHAAPTHI);

— aIMHMHHCTPAaTHBHOTO (AEHCTBHS 0OIIero XapakTepa, NpeANpHHHMaeMble pPYKOBO-
JICTBOM OpTaHU3allnu);

— IpoluenypHoro (Mepsl 0€30MaCHOCTH, PeaIn3yeMble IIEPCOHAIIOM );



— TIPOTPAMMHO-TEXHHYECKOTO (KOHKPETHBIE TEXHUYECKHE MEPBI).

IIpu obecnieuernnu Wb cymecTByeT 1Ba acrekta: GOpPMaIbHBIA — ONpENeICHNE KPUTepH-
€B, KOTOPBIM JIOJIKHBI COOTBETCTBOBATDH 3allIUIIICHHBIC l/IH(bOpMaLII/IOHH])Ie TEXHOJIOTUH, U ITpaK-
TUYECKHH — OIpe/eJieHne KOHKPETHOTO KOMIUIEKca Mep 0€30I1aCHOCTH NMPUMEHUTENBHO K pac-
cMaTpuBaeMoil HHQOPMaLMOHHOM TEXHOJIOTHH.

Kpurepun, KOTOpBIM J1OJDKHBI COOTBETCTBOBATH 3AIUIIEHHBIE HH()OPMAIIOHHBIE TEXHO-
JIOTHH, SIBIISIIOTCSL 0OBEKTOM CTaHAapTH3aluK Oojee MATHaAUaTH JeT. B HacTosee BpeMs pas-
paboTaH MPOEKT MEXITYyHApOTHOTO cTaHaapra «OOLMe KpUTEpUH OLIEHKH Oe30MacHOCTH WH-
(OPMAIMOHHBIX TEXHOJIOTHI».

[TompITKM CTaHIApTH3ALUM IIPAKTHUECKUX ACHEKTOB O€30MacHOCTH HAYAINCh CPABHU-
TENbHO HeJaBHO. [IepBo y1aduHOM MOMBITKOM B 3TOW 00JacTH cTan o6pumarnckui cmanoapm BS
7799 «lIpaxmuyeckue npasuna ynpaeienus UHGOPMAYUOHHOU OE30NACHOCMbIOY, U3IAHHBIN B
1995 r., B KOTOpOM 0000I11IeH OMBIT OOecmedeHnst pexxnma Vb B HHPOPMAIIMOHHBIX CHCTEMax
(1C) pasnoro npoduisi. BrnocnexactBuu ObUIo0 OMyOIMKOBAHO HECKOJIBKO AHAIOTWYHBIX IOKY-
MEHTOB: CTaHAAPThl PA3JIMYHBIX OPraHU3aLMUi U BEJOMCTB, HAPUMED 2EPMAHCKUL CMAHOApM
BSI. Coneprxanue 3TUX JOKYMEHTOB, B OCHOBHOM, OTHOCUTCS K 3Tally aHaJIM3a PUCKOB, HA KO-
TOPOM OIPENEISFOTCS Yrpo3bl O€30MaCHOCTH M YSA3BUMOCTH HMH(OPMAIMOHHBIX PECYpPCOB,
yTOuHSIOTCS TpeboBanus K pexxumy Ub.

Wneun, conepxaiiyecs B 3TUX AOKyMEHTaX, 3aKJIIOYAIOTCS B cleayromeM. IIpakTuueckue
npaBmia obecrieuenns b Ha Bcex aTamax »KM3HEHHOTO NUKJIA HH(POPMAIIMOHHONW TEXHOJIOTUH
JOJDKHBI HOCUTh KOMITJIEKCHBIN XapaKTep M OCHOBBIBATHCS Ha MIPOBEPEHHBIX NMPAKTUKON IIpHe-
Max u Merogax. Hampumep, B mHGOpMAaLMOHHON TEXHOIOTUH OJDKHBI 003aTEIFHO UCTIONB30-
BaThCsl HEKOTOPBIE CPEeCTBA MICHTH(HUKALMH U ayTeHTU(GHUKAINK [O0JIb30BaTeNeH (CepBHCOB),
CpEICTBa PE3epBHOTO KOMMPOBAHMUS, aHTUBUPYCHBIA KOHTPOJIb U T.I. Pexxum MB B momoOHBIX
cucreMax o0ecriednBaeTcs:

® Ha IIPOLIEAYPHOM YPOBHE — IyTeM pa3paOOTKH ¥ BBINOIHEHMS Pa3/eNoB WHCTPYKIHI
s nepconana no b, a Takoke MepamMu GU3NIECKOM 3alUThHI;

® Ha IIPOrPaMMHO-TEXHHYECKOM YPOBHE — IIPUMEHEHHEM anpoOHpOBaHHBIX U CepTU(HU-
LMPOBaHHBIX PEIIeHUH, CTaHAapTHOr0 Habopa KOHTpPMEp: pe3epBHOE KOIMPOBaHHE, aHTHBU-
pYCHasi 3allUTa, apoJIbHAs 3alUTa, MEKCETEBbIE IKPaHbI, KpUIITOrpaduueckas 3amunTa 1 T..1.
[Tpu obecneyenun Vb BaxxHO HE yNMyCTHTh KaKMX-IHOO CYIIECTBEHHBIX acleKTOB. DTO OyaeT
rapaHTHpOBaTh HEKOTOPBHIH MUHUMAJIBHBIN (0a30BbIi) ypoBeHs B, 00s3aTesbHbIH 1i1st 110001
nH(pOpMaNNOHHOH TexHoJornu. TakuM oOpaszom, aist obecrnieueHus 6asoBoro yposHs 1B wuc-
MOJIb3YETCsl YIPOIIEHHBIH MOAXO0A K aHAIN3Y PUCKOB, NMPH KOTOPOM PacCcMaTpUBAETCsl CTaH-
ApTHBIA HaOOp Hambollee PaclpoCTPAaHEHHBIX YTPO3 0€30MacHOCTH 0e3 OLIEHKH MX BEPOSTHO-
creif. JIns HeHTpanu3amuy yrpo3 IpUMEHSIETCsl THITOBOH Ha0Op KOHTPMEp, a BOMPOCH P dek-
TUBHOCTHU 3alIUTHl HE paccMarpuBaroTcs. [10n00HBINH MOIX0N MpHEMIIeM, €CIM IEHHOCTh 3a-
IIMIIAEMbIX PECYPCOB C TOUKU 3PEHUSI OPraHU3ALUK HE SIBIISICTCS UYPE3MEPHO BBICOKOH. MeTo-
JIOJIOTHS aHAIU3a PUCKOB Ul 0A30BOT0O YpOBHS 0€30I1aCHOCTH, IIpeuiaracMas B JOKyMEHTaxX U
CTaHJapTaxX Pa3IMYHbIX OPraHU3aAINH, pa3Indaercs U OyneT paccMoTpeHa B pasnene «ba3oBbril
YPOBEHb HH(POPMAITUOHHON 0E€30IIaCHOCTIY.

B psne ciydaeB 6a30Boro ypoBHsi 0€30M1aCHOCTH OKa3bIBAETCSl HEAO-CTATOYHO, HAIPUMED,
ACY TexXHOJOTMYECKHM MPOLECCOM HPEATPUITUS C HEPEPHIBHBIM LIUKIIOM ITPOM3BOJICTBA UIIH
ACY BolickaMu, KOI/1a 1ake KpaTKOBPEMEHHBIN BBIXOJ] U3 CTPOSI aBTOMAaTU3UPOBAHHOM CHCTe-
MBI [IPUBOJUT K OYEHH TSDKENBIM MOCIEACTBHAM. B 3TOM M MOAOOHBIX cilydasx Ba)KHO 3HAThH
IapaMeTphl, XapaKTepU3YIOIINe YPOBEHb 0€30MacHOCTH NH(POPMALMOHHOM CHCTEMBI (TEXHOJIO-
T'MH): KOJMYECTBEHHBIE OLIEHKH YIpo3 0€30MacHOCTH, yS3BUMOCTEH, IEHHOCTH WH(OpMaNOH-
HBIX pecypcoB. B ciydae moBeImeHHBIX TpeOoBaHuit B obnactu Wb ncnonp3yeTcst mOTHEIA Ba-
PHaHT aHaJIu3a PUCKOB. B ommune ot 6a30BOro BapuaHTa, B TOM HJIM HHOM BHJIE IPOU3BOJIUT-
Cs1 OLIEHKA LIEHHOCTH PECYpPCOB, XapaKTEPUCTUK PUCKOB M ysi3BUMocTeil. Kak mpasuio, mposo-
JIITCS aHAJIU3 110 KPUTEPUIO CTOUMOCTB/3(P()EeKTHBHOCTh HECKOIBKUX BAPUAHTOB 3aILIUTHI.

OO1mye KpUTepuH IMO3BOJISIIOT CPABHUBATH PE3YJIbTAThl HE3ABUCUMBIX OLIEHOK 0€30IacHo-
ctu UT. UroObl mocTUrHyTh OOJBLIEH CPAaBHUMOCTH MEXIy pe3yJibTaTaMH OLEHOK, OLICHKH
JIOJDKHBI OBITH BBIITOJIHEHBI B MPEJIeiax CTPYKTYPbl aBTOPUTETHOH CXEMBI OLIEHKH, KOTOpasi yc-
TAHABJIMBACT CTAHIAPTHI U KOHTPOJHMPYET KayecTBO OLIEHOK. Takue cXeMbl OLIEHKH B HACTOS-
I1ee BpeMsi CYIIECTBYIOT B HECKOJBKHX CTpaHaX M OCHOBAHbBI Ha PAa3IMYHBIX KPUTEPHUSIX OLCH-
KH.

OO6ume KpuTepuu MpeaHa3HaYeHBI A1 3aJaHus TpeOoBaHUi 1 omeHkH Oe3omacHocTH UT
1 BKIIOYAlOT (pyHKIMOHAIbHBIC TPeOOBaHMS U TPEOOBAHUS TapaHTHUHU OLEHKH, COMPOBOXKIAC-
MBbI€ HH(OPMAIIMOHHBIM MaTEPHAIOM.

4.1.1. IOAI'OTOBKA U HEJIEBASI HAITPABJIEHHOCTDB OBIIUX KPUTEPUEB

OObue KpUTepuH SIBISTIOTCS Pe3yIbTaTOM YCHIIMH psilla OpraHn3anuil mo pa3paboTke Kpu-
TepueB oneHkn OezonmacHoctd MT. B 80-x rogax Kpurepun orneHku 0€30MacCHOCTH KOMITBIO-
tepHbIX cucteM (TCSEC) 6butn pazpadorans! u passutsl B CILIA. B nocnenyromiem necstuie-



TUU Pa3NUYHbIE CTPaHBI NMPOJODKWIN Pa3BUTHE KPHUTEPHEB OLEHKH HAa OCHOBE KOHIICMIINI
TCSEC, cnenaB ux 6oyee THOKMMH U TPUCTIOCOOTICHHBIMU K pa3BuTHio WUT.

B Erpone Kpumepuu oyenxu 6eszonacnocmu ungopmayuonnvix mexruonoruit (ITSEC)
Bepcust 1.2 Opun m3mansl B 1991 1. EBpormefickoii koMHCCHeH B pe3ylibTaTe COBMECTHBIX YCH-
it @pannun, ['epmanuu, lomnanauu u AHTIHH.

B Kanane Kpumepuu oyenxu xomnwvromepuwix cucmem (CTCPEC) Bepcus 3.1 6biu uzna-
el B 1993 1. kak komOuHanwms noaxonos TCSEC u ITSEC.

B CIIA npoekt @edepanvhbix kKpumepues 0iisi OYeHKU 6€30NaACHOCMU UHDOPMAYUOHHBIX
mexnonozuti (FC) Bepcust 1 0bu1 Takoke u3nan B 1993 r. kak BTOpPOH 11ar K 00beIMHCHHUI0 AMe-
pukaHckoi 1 EBponeiickoi KOHLIENIH 1J11 KPUTEPUEB OLIEHKH.

B 1990 r. MexayHaponHas opranm3anus no crangaptmanuu (MCO) Havama paboty 1mo
pa3paboTke MEXKIYHAPOIHBIX CTAHIAPTOB IO KpUTEpUsM oreHku O0e3omacHoctu UT mist oOrie-
T0 WCHONb30BaHUA. HoBBIe KpUTEpHH MOIDKHBI OBUIM OBITH AJANTHPOBAHBI K MOTPEOHOCTSIM
B3aMMHOTO TIPU3HAHUS PE3yIbTaTOB ONeHKH Oe3omacHOcTH UT B rmobanpHOM Macmtabe. Jta
3a7a4a Obl1a Bo3JIoXKeHa Ha pabouyto rpymy 3 (WG 3) n3 nogkomuccuu 27 (SC 27) UCO.

B urone 1993 r. aBropel ITSEC, TCSEC, FC, CTCPEC o6benununm cBOU yCUIHs U Ha-
ganu pa3paboTKy mpoekta Odwux Kpumepues oyeHKu 6e30NacHOCMU UHQOPMAYUOHHBIX meX-
noaoeuu (CCEB). Llens mpoekTa coCTOsUIa B TOM, YTOOBI HCKIFOYNTH KOHICNITYyalbHBIC U TEX-
HUYECKHE PAa3JIMYKs, UMEIOLIMECS B UCXOJHBIX KPUTEPUSIX, M IPeNCTaBUTh pe3ynbrarsl B UCO
KaK IPOEKT MEXTYHAPOJHOTO CTaHAAPTA.

B suBape 1996 r. 6pu1a Beiymena Bepeus 1.0 O6mux kputepues (OK), a B 1997 r. Obun
BBIITYLIEHBI JIONIOJHUTEIbHBIE MaTepHaibl K Hell. Boimyck Bepcun 2.0 oCyIIecTBiIeH B aekadpe
1999 1.

Orenka 6e3onacHocTr UT — 3TO METOHOJIOTHSA UCCIENOBAHUSA CBOMCTB O€30IIaCHOCTH W3-
JIEITUSI WIIM CUCTEMbI MH(OPMAIIMOHHBIX TEXHOJIOTHH, Ha3biBaeMbIX B OK 00beKTaMH OLIEHKH.

[Ipu 3TOM MOTYT OBITh MACHTH(PHUINPOBAHBI TPH TPYIIIHI MOJIB30BATENEH ¢ OOIIMM HHTE-
pecoM K ITHM OICHKaM: IOTpeOHTeNn OO0BEKTa OICHKH, pa3paboTYMKH OOBEKTa OLCHKH U
OLIEHIINKH 00bekTa oueHkH. OOmune KpuTepun pa3paboTaHbl TaKMM 00pa3oM, YTOOBI yIOBIIe-
TBOPUTH MMOTPEOHOCTH BCEX TPEX TPYII MTOJIH30BATEICH.

[MoTpebuTenu MOTYT MCHOIB30BATEH OLEHKY JJISI CPABHEHHS Pa3iIMYHbIC U3EIUS WIH CHC-
TEMBI U PEHICHHS O BHINIOJHEHHH TpeOoBaHWSA NO Oe3omacHOcTH. OOIINE KPUTEPUH HIPAIOT
BaXXHYIO POJIb IIPH 3aIaHUH MOTpeduTeneM (pyHKINOHATBHBIX TpeOoBaHmi Kk 6e3onmacHoctn UT
U ONpEAETICHHH BO3MOXKHOCTH HCIOJB30BAHUS IPEIONPENSIICeHHON CTPYKTYpHl TpeOOBaHHUH,
Ha3BaHHOM «mpodmiieM 3amuTe». OHU OMOTAIOT pa3paboTYMKaM MPH MOArOTOBKE K OLCHKE
OLIEHKE MX M3JICTMI WM CUCTEM Ha COOTBETCTBHE (DYHKIIMOHAJIBHBIM TPeOOBaHUSIM Oe301acHo-
CTH M TpeOOBaHMSAM T'apaHTHU OLIEHKH, COJIEPXKAIIMMCS B «33JaHHH 10 Oe3omacHocThy. Takke
OK conepxar KpUTEpUH, KOTOPBIE HYXHO HCIIOJIB30BaTh OLEHIIMKAM NpH (HOPMHUPOBAHUH 3a-
KJIFOUCHUH OTHOCUTEIBHO COOTBETCTBHSI OOBEKTOB OLICHKH TpeOOBaHHUAM O€3011aCHOCTH.

4.1.2. OPTAHU3AIINA OBIIUX KPUTEPUEB

OO11Me KPUTEPUU — STO COBOKYITHOCTh CAMOCTOSITENBHBIX, HO B3AaMMOCBSI3aHHBIX YaCTeH.

Ipeocmasnenue u 06was mooenb — ONPEEIIACT OOIIYI0 KOHIICTIIUIO M MIPUHIIUIIBI OIEHKU
6e3omacHoctr T, obmryro Mosenb OLEHKH, a TaKKe KOHCTPYKIHHU IS GOPMUPOBAHUS IIeTICH
6e3omacHoctu UT, nist BeIOOpa u onpeneneHus Tpedbopanuii 6ezomacHocty T u it onmcaHus
crenuQuKayii BBICOKOTO YPOBHS JUIs U3Aenuii u cucteM. Kpome Toro, B Hell IpuBeAeHbI KaTe-
TOpUY TI0JIb30BaTENeH ¢ yKa3aHueM Ha pasnuunble yactu OK, rie npezcraBieHbl X HHTEPECH
K KPUTEPHSIM OLICHKH O€30MaCHOCTH.

Tpebosanus Kk Qynkyusim bezonachocmu — yCTaHABIMBaeT HA0Op (PyHKIMOHAIBHBIX KOM-
MOHEHTOB KaK CTaHJAPTHBIM IyTh BBIpaXEHUsI (DYyHKUHOHAJIBHBIX TpPeOOBaHMH K 0ObEeKTam
OLICHKH.

Tpebosanus eapanmuu Gesonachocmu — BKIIOYAET KOMIIOHEHTHI TPeOOBaHUI TrapaHTHH
OLIEHKH, CTPYNITUPOBAaHHBIE B CEMEWCTBA M KIIACCHI, & TAK)KE YPOBHU TapaHTHH OLEHKU, KOTO-
pbI€ ONPENENSIOT PAHKUPOBAHUE MO CTETICHN YAOBIECTBOPEHHS TPEOOBAHHI, ONPE/ICIISET TAKKE
KPUTEPUH OLIEHKH JJISl npoghuieti 3auumsl U 3a0anuil no 6e30nacHocmu.

IIpedonpedenennvle npoghunu 3auwumel — COIEPKAT MPUMEPHI MPOQUIICH 3aIIUTHI, BKIIO-
qarorue (GyHKIHOHAJIbHBIE TPeOOBaHMs O€30MaCHOCTH U TpeOOBaHMS TapaHTHH OLIEHKH, KOTO-
prie ObuTH HaeHTHUIMpoBaHE B ucxonubex kputepusax (ITSEC, CTCPEC, FC, TCSEC), a
TaKke TpeOOBaHMS, HE TIPEJICTABICHHBIE B HCXOIHBIX KPUTEPHSX.

4.1.3. BO3BMOXKHOCTHU U IPUMEHUMOCTb

OK nognepxuBaroT BEIOOp U omeHKY Oe3omacHocTH 00BbekTa UT. OK mosesns! mpu pas-



pabotke m3genuit wim cucteM VT u nipu nmpruoOpeTeHnH KOMMEPUECKHX H3MIEINA W CHCTEM C
¢yaxmmsamu 6e3omacHocTr. OK 1ar0T OCHOBY Aiisi OIEHKH OOBEKTa, YTOOBI YCTAHOBHUTH YpO-
BEHb JoBepus Kk 6ezonacHoctu UT.

K Takum 00BEKTaM OTHOCSTCS, HAIIPUMED, ONCPALMOHHBIE CHCTEMBI, CETH KOMIIBIOTEPOB,
pacIpeneneHHbIe CHCTEMBI, TIPUKIIa{HbIE TPOTPAMMBI.

Acnektsl 6e3onacHocT UT BKitoyaroT 3amury nHGOpMannuy OT HECAHKLIMOHUPOBAHHOTO
PaCKpBITHS, MOIU(PUKAIMH WU TOTEPU BO3MOXKHOCTH HCIIOJIb30BAHUS IIPU BO3JACHCTBUHU YIPO3,
SIBISIFOIIIMXCS PE3yIbTAaTOM IIPEIHAMEPEHHBIX WJIM HETpPEJHAMEPEHHBIX ACHCTBHH desloBEKa.
OK MmoryT OBITh TaKXe IPUMEHUMBI ¥ K APYTUM acrnekram Oe3onacHoctu UT.

OK nmpumeHnMBI IpH oneHke Oe3zonacHocTd T, BKitowas Kak anmapaTHble CPEACTBa, TaK
U TIpOrpaMMHOE oOecTieueHHe.

Hexoropsie aciektsl 6e3omacaocTy UT Haxomsarces Bae pamok OK. K HuM oTHOCATCS cre-
JyIOLINe:

1) OK He 0XBaThIBaIOT OLIEHKY aJMHHUCTPATHBHBIX Mep 0€30HacHOCTH. AJMHHUCTpa-
TUBHBIE MepPbI 0€30I1aCHOCTH B OKpYIKalolleil cpefie 00beKTa OLIEHKN PacCMaTPUBAIOTCS TOJIBKO
€CJI OHU MOTYT NIPOTHBOCTOSITH YTPO3aM;

2) B OK He paccmarpuBaeTcsi OLIEHKAa TEXHHUYECKHX acnekroB OesomacHoctn UT Tmma
JIEKTPOMArHUTHOTO M3ITyUYEHHS;

3) OK dopMymupyrOT TOIBEKO KPUTEPHH OIICHKH M HE CONIEPKAT METOJIUK CaMON OIICHKH,
a TaKkXKe aJIMHHUCTPATUBHBIX CTPYKTYP, KOTOPBIE IOJKHBI X HUCIIOIB30BATh;

4) BHe pamok OK mporexypsl U1 HCIIOIB30BAHUS PE3yIFTATOB OLIEHKHU IIPH IPHEME CHC-
TEMBI B IKCILTyaTallHIO;

5) B OK He BXOIAT KPUTEPHH AJIsl OLICHKHU CEHU(PUIECKIX Ka4eCTB KPUNTOrpapuIecKux
METOAOB 1 aJITOPUTMOB 3allIUTBI l/IH(bOpMaLIl/II/I.

4.1.4. KOHIOENIIHUHU OBLINX KPUTEPUEB

B coorBerctBun ¢ koHuenuueir OK tpeboBanust 6e30macHOCTH 00BEKTa OLEHKHU MOJIpa3-
JIENSIIOTCSL Ha JIBE KaTeropuu: (yHKIMOHAIbHbIE TPeOOBaHHs U TPeOOBaHMsI TapaHTHPOBAHHO-
CTH.

B ¢ynryuonanvuvix mpebosanusix OK ommcanbl Te QyHKIMH OOBEKTa OICHKH, KOTOPHIC
obecrieunBaror 6e3omacHocts UT. Hanpumep, dyHKIMOHaIbHBIE TpeOOBaHMS BKIIOYAIOT Tpe-
OOBaHUS HICHTU(UKAINH, YCTAaHOBJICHUS MOITMHHOCTH (ayTeHTH(HUKAINH) TO0IH30BaTeIeH,
MIPOTOKOJIMPOBAHUS (ayIOHTa) U JAp.

Tpebosanusi 2apanmupo8anHOCmu OTPAKAIOT KauecTBa OOBEKTA OLICHKH, JAIOLINE OCHO-
BaHUE I YBEPEHHOCTH B TOM, 4TO TpeOyemble Mephl 0€30IacHOCTH OOBEKTa pean30BaHbI
MPaBUIILHO ¥ 3P PeKTUBHBI. ['apaHTHPOBAHHOCTD MOJTYyYAETCs] HA OCHOBE M3yUYCHHUsS] Ha3HAUCHUS,
CTPYKTYpPbI U (PYHKIIMOHUPOBAHUSI 00HEKTA OLICHKH.

B OK ¢yHkiuonanpHbie TpeOOBaHMS U TPeOOBAHUS rapaHTUPOBAHHOCTH IPEJICTABICHBI B
OJHOM U TOM XK€ O6H_leM CTUJIC U UCIIOJB3YIOT OJHY U TY KE OpTraHU3allui0 U TCPMHUHOJIOTUIO.

TepmuH kracc ncnonb3yercs Uil HauOosee oOIel rpynmupoBKH TpeOboBaHUH Oe3omac-
HocTH. Bee uneHsl kiacca pa3aenstor oblnee HaMepeHHe NPy OTIMYUK B OXBaTe Lelneit 6e30-
MACHOCTH.

UiteHsl Kiacca Ha3BaHBI cemeticmeamu. CeMEHCTBO — TPYMITUPOBKA HAOOPOB TpeOoBaHMI
0€301acHOCTH, KOTOpPbIe 00ECIIeYUBAIOT BBHIMOIHEHUE ONPEEICHHON YacTH Lieneid 6e30macHo-
CTH, HO MOTYT OTJIMYAThCS B aKIIEHTE WITH KECTKOCTH.

Unensl ceMeiicTBa Ha3BaHbl Komnonenmamy. KOMIIOHEHT OMUCHIBAET OIpE/IeICHHbIN Ha-
00p TpeOoBaHMI OE30MACHOCTH — HAUMEHBIIHI HA0Op TPeOOBaHMI OE30MACHOCTH IS BKIFOUCHUSI
B CTPYKTYpbI, onpezaeneHHsie B OK.

KoMIOHEHTHI TOCTPOEHBI U3 2eMeHmo8. IIEMEHT — CaMblii HUKHUM U HeNeTUMBIA ypo-
BEHb TPeOOBaHUH 0€3011aCHOCTH, HAa KOTOPOM IPOU3BOJUTCS OLIEHKA UX yJIOBIETBOPEHHUS.

Opranmszanust TpeboBanuit OezomacHocth B OK 1o wmepapxum xracc—cemericmgo—
KOMNOHEeHM—9/leMeHm TIOMOTaeT MOTPEOUTEII0 MPABUIILHO OINPEACIUTh KOMIOHEHTHI, Kak
TOJIBKO OyIyT MACHTH(DHUIIUPOBAHBI YTPO3bI 0€30IIaCHOCTH 0OBEKTa OI[CHKH.

KOMIOHEHTHI B CEMEWCTBE MOTYT HAXOAUTHCS B UEPAPXUUECKOU C8513U, KOTAa He00X0 -
MO HapalluBaHHe TPeOOBAHMM UIsl BBHIIIOJIHEHUS! OJHOU M3 1eiell 0e30MacHOCTH, WU HET, KO-
rJla IMEeT MECTO Ka4YeCTBEHHO HOBOE TpeOOBaHME.

Mex1y KOMIIOHEHTaMH MOTYT CYIIECTBOBATh 3A6UCUMOCTHU, KOTOPbIE BO3HHKAIOT, KOT/a
KOMIIOHEHT CaM HE€AOCTATOYCH AJIs BBIIIOJIHCHHA LICIIN 0€30MMacHOCTH U HeO6XO[[I/lMO HaJIM4yue
JAPYroro KOMIIOHECHTaA. 3aBHCHMOCTH MOI'YT CYIIE€CTBOBATb MCKAY q)yHKI_ll/IOHaHbH])IMI/I KOMIIO-
HEHTaMH, KOMIIOHCHTAMH T'apaHTUPOBAHHOCTU U MCKAY TEMHU U JPYTUMHU. LITOGI:-I rapaHTupo-
BaTh 3aKOHUYEHHOCTh TPeOOBaHUI K OOBEKTY OLEHKH, 3aBUCUMOCTH JIOJDKHBI OBITh YUTEHBI TIPH
BKJIFOUCHHM KOMIIOHEHTOB B npogune 3awumsl U 3adanue no bezonacrocmu. KOMIIOHEHTHI
MOTYT OBITh IPEOOPa30BaHBI C MMOMOIIBIO PA3PEUeHHbIX 0eticmeuil, 9TO0BI 00ECTICUUTh BBIITOI-
HEHHUE OIPEACICHHOM MOJUTUKN 0E30IaCHOCTU WM MPOTUBOCTOSTH ONpe/ielieHHoN yrpo3e. He
BCE JIEHCTBUsI JOMYCTHMBI Ha BCEX KOMITOHEHTaX. Kakiblii KOMIIOHEHT WACHTUGHIUPYET U



OTpefersieT pa3pelleHHbIe AeHCTBUS MM OOCTOSATENbCTBA, MPU KOTOPBIX NEHCTBHE MOXKET
MPUMEHATHCS K KOMIIOHEHTY, U pe3yJIbTaThl IpUMEHEHHs neicTsus. K paspermeHHsM aeicTBU-
sIM OTHOCSTCS: Ha3HAYCHUE, BEIOOP U 00paboTKa.

Hasnauenue — pazpemaer 3anoHUTD clielnGUKALUI0 UISHTU(HHUIUPOBAHHOTO IapaMeTpa
IIpHU UCIIOJIb30BAHUN KOMITIOHCHTA. HapaMeTp MOXET 6bIT]) IPU3HAKOM WJIK ITPABUIIOM, KOTOPOC
KOHKPETU3UPYET TpeOOBaHUE K ONpPEeJICHHON BEJTMYMHE WM TNaNa3oHy BEJINYHH.

Bwibop — 310 neiicTBHE BHIOOpa OJHOTO WM OOJIBIIETO KOJMYECTBA ITyHKTOB U3 CIIHMCKa,
4TOOBI KOHKPETH3UPOBATh BO3MOYKHOCTH JJIEMEHTA.

O6pabomka — TIO3BOJAET BKJIIOYUTH JIOTIOJIHATEIBHBIC JETATN B 3JIEMEHT U IPEIIIONaraeT
MHTEPIIPETALNIo TPeOOBaHMS, TIPaBHiIa, KOHCTAHTHI WIIM YCIIOBHS, OCHOBAaHHYIO Ha IEJsIX 0e30-
nacHocTH. OO0paboTKa JODKHA TOJIBKO OTPAaHWYUTH HA0OP BO3MOXKHBIX MPHEMIICMBIX (DYHKITHIA
WIA MEXaHU3MOB, 4TOOBI OCYIIECTBHTH TpeOOBaHMs, HO He yBennumBath ux. OOpaboTka He
MO3BOJISIET CO3/1aBaTh HOBbIE TPEOOBAHMSA WM YIAJSTh CYIIECTBYIOIINE U HE BIMACT HA CIHCOK
3aBUCHMOCTEH, CBA3aHHBIX C KOMIIO-HEHTOM.

OK omnpenensior Takxe Habop cmpykmyp, KOTOpble 00beANHSIIOT KOMIIOHEHTHI TpeOoBa-
HUI 6€301acHOCTH.

[TpomexyTouHass KOMOMHAIMSI KOMIIOHEHTOB Ha3BaHa nakemom. [laket BxiIroyaetr Habop
TpeboBaHUil, KOTOphle 00ECNEeYNBAIOT BBHINOJIHEHNHE MoaHabopa neneil GesomacHoctH. Ilaker
IpeiHa3Ha4YeH Uit MHOTOKPATHOTO HCIIOJIB30BAHUSI M ONpe/ielIsieT TPeOOBaHMUsI, KOTOPBIE SIBJISI-
I0TCSI HEOOXOANMBIMH AJIsI JOCTHKEHHS MACHTU(HUIUPOBAHHBIX 1ieiel. [lakeT MoXeT ncmoss-
30BaThCs s (popMHUpOBaHMS POGHIICH 3aINTHI U 3alaHNH 110 OE30IaCHOCTH.

Yposuu eapanmuu oyenxu — npenonpeaeIeHHbIC MAKETHl TPEOOBAHUI rapaHTHH. Y POBEHb
TapaHTHPOBAHHOCTH — 3TO HAaOOp 0a30BBIX TpeOOBAaHWI TapaHTHUH UL ONEHKH. Kaxnmpri u3
YpOBHEH COAEPIKUT MOJIHBIA HAOOp TPeOOBAaHMI TapaHTHH U ONpEAeNIeT MacmTad rapaHTHH B
OK.

IIpogpuns 3awumer conepXUT HAO0P QYHKIMOHAIBHBIX TPEOOBaHUI 1 KOMIIOHEHTOB Tpe-
60BaHHl>lI TrapaHTUPOBAHHOCTHU, BKIIFOUCHHLIX B COOTBCTCTByIOLHI/Iﬁ YPOBEHb rapaHTHU OLICHKH.
Hpo(bl/lﬂb 3alIUTHI NpE€AHA3HAYCH JJId MHOT'OKPATHOT'O MCIIOJb30BaHUA U ONPEACTIACT COBOKYII-
HOCTh TpeOOBaHMH 0€301aCHOCTH K OOBEKTY OIIEHKH, KOTOPBIE SIBISIOTCS HEOOXOAUMBIMH H
3¢ GEKTUBHBIMHU ISl JOCTHIKEHHS IOCTABJIEHHBIX IIEJIeH.

3adanue no bezonacnocmu COOEpP>KUT HaOOP TpeOOBaHUI OE30MACHOCTH, KOTOPBIE MOTYT
OBITH IIPEACTABIICHBI CCHUIKOM Ha MPOQMIIL 3alUTHI, HEMTOCPEACTBEeHHO Ha TpeboBanus OK wiu
chOpMyIHPOBaHbI B SBHOM BHJE. 3a7aHKe N0 0€30MacHOCTH BbIpa)kaeT TpeOoBaHMs Oe3omac-
HOCTH AJIs1 KOHKPETHOTO OOBEKTA OLICHKH.

B 3amanuy mo 6e€30macHOCTH NPERLyCMaTPHUBACTCS BO3MOXKHOCTD BKIIFOUEHHUS (DYHKIMOHAIb-
HBIX TpeboBaHmii, He copepxamuxcs B OK. Oqaako, IpH BKIIIOYEHUH HOBBIX KOMITOHEHTOB B 3b
HEOOXOANMO YUHUTHIBATh ClIeyIOlIee:

1. Takue TpeOOBaHUS NOIDKHBI OBITH YETKO M HEJBYCMBICIEHHO C(hOPMYJIMPOBAHBI, YTO-
6])1 HX OIICHKa U JEMOHCTpalusa COOTBCTCTBUA 6])1.]'1]/[ BBITIOJIHUMBI. ypOBeHL JcTaanu3aluu "
CHoco0 BEIpaXXEHUsI COOTBETCTBYIONMX TpeboBanuii OK noymkeH Ucrob30BaThesl Kak odpaserl.

2. Pe3ynbTaThl OIEHKH, NOJYYEHHBIE C WCIOJIB30BAHUEM (PYHKIMOHAIBHBIX KOMITOHEH-
ToB, He Bxomamux B OK, m TpeGoBaHUi rapaHTHpOBaHHOCTH, He BXomsamux B OK, moymkHBI
ObITH Taroke KBamupuIpoBansl. Britouenne HOBBIX TpeboBaHmii B 3ananue no beomacHocTr He
TOJIBKO TpeOyeT COOTBETCTBUS CTpyKType 1 npasmiaM OK, HO M He rapaHTHPYET YHHBEPCATbHOE
MPUHSTHE PE3YJIbTATOB OLICHKH PAa3IMIHBIMHU CIICIIHATNCTAMH.

4.2. TEMCTBYIOIIUE CTAHJIAPTHI U PEKOMEHJAIIUU B OBJIACTH HH®OP-
MAIIMOHHOM BE3OITACHOCTH

K ocHoBormosaraonumm JoKyMeHTaM B 001acTH MHGOPMAIMOHHOW 0e30MacHOCTH OTHO-
CATCSL:

o «Opanxesas kaura» (TCSEC);

o «PanyxHas cepus»;

o «["apmonu3upoBanuslie kpurepun Epponeiickux ctpan» (ITSEC);

o «Konuenuus 3ammrel ot HC» T'ocrexkomuccun npu [pesunente PO;

o «Pexomenpaun X.800».

4.2.1. KPUTEPUH OHEHKHN HAJEKHBIX KOMIIBIOTEPHBIX CUCTEM («<OPAHKEBAS
KHUT'A» MUHUCTEPCTBA OBOPOHBI CIIIA)

JaHHblil Tpy., Ha3bIBa€MbII Yallle BCEro o HBeTy 0070XKKKH «OpaHKeBOil KHUTOW», ObLI
BIIEpBBIC OITyOrKOBaH B aBrycre 1983 r. Yxke ero Ha3BaHUe 3acCily)KUBacT KOMMeHTapus. Pedp
UIET He 0 OC30IACHBIX, a O HAJICKHBIX CHCTEMAaX, IPUYEM CJIOBO «HAICIKHBIN) TPAKTYETCS TaK
K€, KaK B COUETaHUM «HAJCKHBIN YEIO0BEK» — YEIOBEK, KOTOPOMY MOXKHO JTOBEPSITh.

«OpamKkeBasi KHATa» TOSICHAET IOHATHE 0€30TaCHOM CHCTEMBI, KOTOpas «yIpaBiseT, 1o-
CPEICTBOM COOTBETCTBYIOIIMX CPENCTB, JOCTYIIOM K WH(POPMALUH, TaK YTO TOJIBKO TOJDKHBIM
00pa3oM aBTOPH30BAaHHBIC JIMIIA WIH MPOLECCHI, IEHCTBYIOIINE OT MX UMEHH, ITOIyJaroT IPaBoO



YHTaTh, IMCATh, CO3ABATh U yAAIATh HHpopMannio». OUeBUIHO, YTO aOCOIIOTHO OE30MMacHBIX
CHCTEM He CyIIEeCTBYeT, 3T0 abcTpakius. JIFo0ylo cCHCTeMy MOYKHO «B3JIOMATh», €CIIH paclona-
raTb J0CTAaTOYHO 6OJ'II)H_II/IMI/I MaT€praJlbHbIMU U BPEMCHHBIMU PECYpCaMU. Ectb cMmbICa OLCHU-
BaTh CTEIICHb JIOBEPHS, KOTOPOE Pa3yMHO OKa3aTh TOW MJIM MHOH CHCTEME.

B «OpankeBoit KHUTe» HadedicHas cucmema ONPENENeTCsl KaK «CHCTeMa, UCTIONb3YIoIIas
JIOCTaTOYHbIE allnapaTHble W MPOTPaMMHBIE CPEJCTBA, YTOOBI OOECIEUYNTHh OJHOBPEMEHHYIO
00paboTKy MH(pOpPMAIMK pa3HOil CTENICHN CEKPETHOCTH TPYMIION MOJb30BaTelie 6e3 Hapylle-
HUSI IPaB JIOCTYIa».

Crenenb noBepHs (HaJIEKHOCTb CUCTEM) OLICHUBACTCS 110 JABYM OCHOBHBIM KPUTEPHSIM:

THonumuxka 6e3onacrocmu — HaOOP 3aKOHOB, IPABUII U HOPM MOBEICHUS, ONPEIEISIOIINX,
Kak opraHm3anys o0OpadaTeIBacT, 3alIMIIaeT U pacipocTpanseT nHbopMmarmro. Hanpumep, npa-
BUJIA ONPEIENAIOT, B KaKUX CIy4asx I0JIb30BaTellb MMEET IPaBO ONEPUPOBATH C OIpenesIeH-
HBIMH Ha0OpaMy JaHHBIX M YeM HaJle)KHee CHCTeMa, TeM CTPOKe M MHOrooOpasHee JOJDKHA
OBITh IOJIMTHKA Oe30macHOCTH. B 3aBUCHMOCTH OT CHOPMYIUPOBAHHOM MOJUTHKHA MOXKHO BBI-
OupaTh KOHKPETHBIE MEXaHU3MBbI, oOeclieunBaonue 0e30mnacHocTs cucremsl. [lonuruka 6e30-
MACHOCTU — 3TO aKTHUBHBLIA KOMIIOHEHT 3alInThI, BKH}O‘iaIOHJ,l/Iﬂ B ce6;1 aHaJIn3 BO3MOXKHBIX yTI-
PO3 ¥ BEIOOP Mep MPOTHBOIECHCTBHSL.

Tapanmuposannocms — 3TO Mepa JI0BEpHsl, KOTOpast MOKET OBITh OKa3aHa apXUTEKType U
peanu3any cucTeMbl. ['apaHTHPOBAaHHOCTh MOJKET MPOHMCTEKaTh KaK M3 TECTHPOBAHMS, TaK U
13 TIPOBEPKH OOLIET0 3aMbICiIa ¥ UCTIOJIHEHUS CUCTEMBI B [IEJIOM M €€ KOMIIOHEHTOB.

Haoedxcnan eviuucaumensvras 6a3a — 3T0 COBOKYITHOCTh 3aIIUTHBIX MEXaHH3MOB KOMIIBIO-
TEPHOI CHUCTEMBI (BKJIFOYAs allllapaTHOE U MPOrpaMMHOE 00ECIICUeHNE), OTBEYAIOIINX 32 TIPOBE-
JICHHE B >KM3HB OJIUTUKU 0€3011aCHOCTH.

OCHOBHBIE 3JIEMEHTBI HOAUMUKU OE30NACHOCIUL:

— TPOU3BOJIHOE YIPaBJIEHHE IOCTYIIOM;

— 0e30macHOCTb MOBTOPHOTO UCIIOJIb30BAaHUSI OOBEKTOB;

— MEeTKH 0€30MacHOCTH,

— MPUHYIUTEIBHOE YIIPABIECHUE JOCTYIIOM.

Ilpoussonvroe ynpagienue 0ocmynom — 3TO METOJ| OTPaHMYEHUs AOCTYNa K OObEKTaM,
OCHOBaHHBIH Ha y4eTe JIMYHOCTH CYyOBEKTa WM IPYHIIbI, B KOTOPYIO CyOBeKT BXoauT. IIpouns-
BOJILHOCTH YIPABJICHHS COCTOMT B TOM, YTO HEKOTOPOE JIMIIO MOKET 0 CBOEMY YCMOTPEHHIO
JaBaTh JAPYTHM CyOBEKTaM W OTOUpATh Y HUX MPaBa JOCTYINA K OOBEKTY.

C KOHLENTYaJIbHOIM TOYKH 3PEHUS TEKyIee COCTOSIHUE MPaB AOCTYIA PU IPOH3BOJIBLHOM
YIIPaBICHUH ONHCBIBACTCSA MaTpHUIIEH, B CTPOKAaX KOTOPOH IepednciIeHsl CyOBEeKTH, a B CTOJO-
1ax — o0beKTHl. B KieTkax, pacmonokeHHBIX Ha IIePeCedeHHH CTPOK U CTOJIOLOB, 3aIIMCHIBAIOT-
sl CIIOCOOBI IOCTYIA, AOMYCTUMBIE IS CyOBEeKTa 110 OTHOLICHHIO K OOBEKTY — HAalpuMep, 4Te-
HUE, 3al1Ch, BBIIOJIHEHNE, BO3MOXKHOCTD MIEpe/lauyl [IpaB APYTuM CyObeKTaM U T.II.

B OIMNCPAINOHHBIX CUCTEMAaX KOMIIAKTHOC MPEACTABJICHUE MAaTPHUIbl 10CTYIIa OCHOBBIBACT-
Cs WIM Ha CTPYKTYPHPOBaHHUHM COBOKYIHOCTH CyObekTOB (Biazener/rpynmna/mpoune B OC
UNIX), wim Ha MeXaHH3Me CIIMCKOB YIPaBJIEHHs JOCTYIIOM, TO €CTh Ha MPEACTaBICHUN MaT-
PHLBI TI0 CTOJIONAM, KOTa JUIsl KayKA0Tro 00BEKTa MepeuncisioTess cyObeKThl BMECTE C UX Ipa-
BaMHM JIOCTyHa. 3a CYET MCII0JIb30BaHMSI METACHMBOJIOB MOXKHO KOMITAKTHO OITMCHIBATH I'PYIIIIBI
CyOBEKTOB, YIEpXKHBas TEM CaMbIM Pa3Mepbl CIIUCKOB YIPABJICHHS IOCTYIOM B pPa3syMHBIX
paMKax.

BonbIIMHCTBO ONEpanMoOHHBIX CUCTEM M CHCTEM YIIPaBJICHUs 0a3aMU JIaHHBIX PEATU3YIOT
HUMEHHO IIPOU3BOJIBHOE YIPAaBIECHHE JOCTYIOM. ['1aBHOE €ro JOCTOMHCTBO — TMOKOCTB; IJIaB-
HBl€ HEJIOCTATKH — PACCPEIOTOYCHHOCTh YIPABIECHHS M CIOKHOCTh LICHTPATM30BAHHOTO KOH-
TPOJISL, @ TAKXKE OTOPBAHHOCTh IPaB JIOCTyNa OT AAHHBIX, YTO MO3BOJIAET KOIMPOBATH CEKPET-
HY!0 MH(OPMALUIO B OOIEIOCTYITHbIE (haiJIbl.

Kbezonacnocms nosmopnozo ucnonv3osanus o0bekmog — BXKHOE Ha MPAKTUKE JOIOJIHE-
HHUE CPEJCTB YIPABJICHUS JOCTYIIOM, IIPEIOXPaHAIOLIee OT CIIyYaiHOTO WM MPeJHAMEPEHHOTO
W3BJIEYEHUSI CEKPETHOI MH(pOPMAIMU U3 «Mycopay. be3ormacHOCTh MOBTOPHOTO MCIIONB30BaHUS
JIOJDKHA TapaHTUPOBAThCS AJIsl 00IacTell onepaTUBHOW MAaMSITH, Ul MarHUTHBIX W JPYTHX HO-
CUTENE.

IMockonpky nHpOpPMaNUsA 0 CyOBEKTaX TaKXKe MPENCTaBIsIET co00il 0OBEKT, HEOOXOAUMO
1103200 THTBCS O OE30IIACHOCTH «IOBTOPHOTO MCIIOJIL30BaHUs CyOBeKTOBY. Korna monp3oBarennb
MOKHJIaeT OPraHHU3aIMIO, CIIENYeT He TOJIBKO JMIINTE €T0 BO3MOKHOCTH BXOZa B CUCTEMY, HO H
3alpeTUTh JOCTYI KO BCeM OOBeKTaM. B IpoTHBHOM cilydae, HOBBIN COTPYAHHK MOXKET MOJY-
YUTH PaHee UCIIOIb30BABLINIICA HICHTU(DHUKATOP, @ C HUM U BCE MIPaBa CBOETO IPeIIeCTBEHHH-
Ka.

CoBpeMeHHbIE HHTEIUIEKTyalIbHbIE NepruepriHbIE YCTPOWCTBA YCIOKHSIOT 00ecieueHne
0€3011acHOCTH MTOBTOPHOT'O HMCIIOJIb30BaHUsI 00BEKTOB. JlelcTBUTENBHO, TIPUHTEP MOXKeT Oyde-
PH30BaTh HECKOJBKO CTPAHMI[ JOKYMEHTa, KOTOPhIE OCTAHYTCSl B AMATH JaXKe 10CIe OKOHYa-
HUSI [IeYaTy.

Junst peanuzauny NPUHYIUTENEHOTO YIIPABIEHHS JIOCTYIOM C CyOBbeKTaMH M 00bEeKTaMu



ACCOLIMUPYIOTCS MemKku bOezonacnocmu. MeTka CyOBEKTa OIMHUCHIBAET €ro OaroHaJexKHOCTb,
MeTKa 00bEKTa — CTENIeHb 3aKPhITOCTH coJeprKalleiics B HeM HH(opMaruu.

CornacHo «OpaH)XeBOW KHUTE», METKH 0€30IIaCHOCTH COCTOSIT U3 JIBYX 4acTed — ypOBHS
CEKPETHOCTH U CIIMCKAa KAaTeropuid. YPOBHHU CEKPETHOCTH, ITOJJEPKUBAEMble CUCTEMOM, 00pa-
3YIOT YHOPSIIOYEHHOE MHOXKECTBO, KOTOPOE MOXKET BBITJISIETh, HAIPUMED, TaK: COBEPUICHHO
CEKPETHO; CEKPETHO; KOH(UICHINAIBHO; HECEKPETHO.

I'maBHas npobGiiema, KOTOPYI0 HEOOXOMMO pelaTh B CBS3M C METKaMH, 3TO oOecrieueHne
UX LETOCTHOCTH:

— HE JOJDKHO OBITh HEMOMEYEHHBIX CyOBEKTOB M OOBEKTOB;

— TIpH JIIOOBIX ONEPaLUsIX C JAHHBIMUA METKH JOJDKHBI OCTaBaThHCS MPABUILHBIMU.

B ocoGeHHOCTH 3TO OTHOCHTCS K 3KCIIOPTY M UMIIOPTY NaHHBIX. Hampumep, rmedaTHBINA
JOKYMEHT JOJDKEH OTKPBIBATHCS 3ar0jOBKOM, COJEPIKAIIUM TEKCTOBOE W/WIM TpaduvecKoe
MpeCTaBICHHE METKH 0e30macHOCTH. AHAJIOTWYHO, TpH mepenade (aiina mo KaHaIy CBA3H
JOJDKHA TIepeaBaThcsl U acCOLMUPOBAHHAsA C HUM METKa, IPUYEM B TaKOM BHJE, YTOOBI yna-
JICHHas CUCTEMa MOIJIa ee IPOTPAKTOBaTh, HECMOTPSI HA BOZMOXHBIE PAa3JIMUMs B YPOBHSAX CEK-
peTHOCTH M Habope KaTeropuii.

OnHUM U3 cpeaCTB 00eCIeYeHHS IEJIOCTHOCTH METOK 0€30MaCHOCTH SBIISIETCS pa3JielieHne
YCTpOMCTB Ha MHOTOYPOBHEBBIE U OIHOYpOBHEBBIE. Ha MHOTOYpOBHEBBIX yCTPOMCTBAX MOXET
XpaHUTbCs MHGOPMAIHS pa3HOr0 ypOBHS cekpeTHOCTH. OHOYpPOBHEBOE YCTPOHCTBO MOXKHO
paccMaTpuBaTh KakK BBIPOJKACHHBIM CIydail MHOTOYpOBHEBOTO, KOTJIa JOIyCTUMBIA IHara3oH
COCTOHT U3 OJHOTO YPOBHSA. 3Hasl yPOBEHb YCTPOHCTBA, CHCTEMa MOXKET PELINTh, JOIYCTUMO JIH
3aIKChIBaTh Ha HETO MH(OPMAIMIO C OTPENIeNICHHOW MeTKol. Hanpumep, momnsITka HaneyaraTh
COBEPILIEHHO CEKPEeTHYI0 HH(OpPMAIHIO Ha PUHTEPE OOIIETo MOJIB30BaHUS C YPOBHEM «HECEK-
PETHO» MOTEPIUT HEyAady.

MeTkn 6e30macHOCTH, acCOIMHUpYeMble C CyOBeKTaMH, Oojiee MOIBM)KHBI, YeM METKH
00bekToB. CyOBEKT MOXKET B T€UEHHE ceaHca pabOoThl C CH-CTEMOI M3MEHSTh CBOIO METKY, ec-
TECTBCHHO, HE BLIXOAA 3a MPECAONPECACICHHBIC JIA HETO paMKHU. %03080071 CJIOBaMH, OH MOXKCT
CO3HATEJIBHO 3aHM)KaTh CBOM ypPOBEHb OJIarOHAEKHOCTH, YTOOBI YMEHBIINTh BEPOSTHOCTDH He-
npeaHamMepeHHol ommnoku. [TpuHINT MUHUMU3aIWH TPUBUIIETHH — BECbMa pa3yMHOE CPEJCTBO
3aIINTHI.

Ipunyoumenvroe ynpagnenue 00cnynom OCHOBaHO Ha COIOCTaBJICHUH METOK Oe30macHo-
cTH cyOBeKTa U O0BEKTa.

CyOBeKT MOKET YNTaTh HH(POPMAIHIO U3 00BEKTa, ECIIH YPOBEHb CEKPETHOCTH CyOBEKTa
HE HIDKE, 9eM Y 00BEKTa, a BCe KaTETOPHH, IIEPEUNCICHHBIE B METKe 0€30IIacHOCTH O00BEKTa,
HPHUCYTCTBYIOT B METKe CyObeKTa. B TakoMm cirydae roBOpAT, YTO METKa CyOBEeKTa JOMHUHUPYET
HaJ MeTKOil 00bexTa. CMbICT c(OPMYIUPOBAHHOTO NIPABUJIA MOHATEH — YATATh MOKHO TOJIBKO
TO, YTO TIOJIOKEHO.

CyOBEeKT MOXKET 3alKChiBaTh HHYOPMAIIHIO B 00BEKT, €CIIM METKa 0€30MacHOCTH 00hEKTa
JIOMUHHUPYET HaJl METKOH cyOBeKTa.

OnucaHHBIH c110c00 YIpaBJICHUS TOCTYIIOM Ha3bIBACTCS IIPHHY IUTEIBHBIM, TOCKOJIbKY OH
HE 3aBHCHT OT BOJIM CyOBEKTOB (J1ake CHCTEMHBIX aaMUHHCTpaTopoB). [locie Toro, kak 3aduk-
CHpOBaHBI METKH 0€3011aCHOCTH CyOBEKTOB M OOBEKTOB, OKa3bIBAIOTCS 3aUKCUPOBAHHBIMU U
IpaBa A0CTyIla. B TepMuHax NpUHYIWUTENIHHOTO YNPABICHUS HENb3sI BHIPA3UTH NPEIIOKCHHUE
«pa3pemuTs JOCTyn K 00bekTy X eme u s mosib3oBaressi Y». KoHeYHO, MOJKHO M3MEHHTH
METKY 0€30MacHOCTH TOJIb30BATENS Y, HO TOTAA OH CKOPEE BCEro, IMOMyYHUT AOCTYN KO MHOTHUM
JIOTIOJTHUTETIbHBIM 00BEKTaM, a HE TOJIBKO K X.

Ecin nonnmath noiuTHKy 0€30MacHOCTH Y3KO, TO €CTh Kak IpaBuila pasrpaHUueHUs 10C-
TyIa, TO MEXaHU3M HOO0OMYemHOCMY SBIAETCS JOIOJIHEHNEM N0100HO0M monutuky. Llens moa-
OTYETHOCTH — B KaXKJbIii MOMEHT BPEMEHH 3HaTh, KTO Pa0OTAaeT B CHCTEME M YTO OH JIeJaeT.
Cpencrsa MoJI0TYETHOCTH JENISTCS Ha TPH KaTETOPUU:

1) uneHTUdUKaNMs U ayTeHTUDHUKALMS;

2) mpenocTaBICHUE HAJISKHOTO ITyTH;

3) aHanm3 perucTpauMoHHON nHpopManuy.

PaccmoTtpum 3TH KaTeropuu nojapooHee.

Hoenmupurayus u aymenmughuxayus. Kaxnplii monp30BaTeNb, NPEXIEC Y€M IOIYUUTh
MIPaBO COBEPIIATh KAKHE-THOO NEHCTBHUA B CUCTEME, NOJDKEH WACHTUDHUIHMPOBATE ceOst. OObId-
HBII c110c00 MICHTU(UKAIMK — BBOA UMEHH TI0JIb30BATENS TIPH BXOJE B cUcTeMy. B cBoro oue-
pelb, cucTeEMa JIOJKHA IMPOBEPUTH HOATMHHOCTD JINYHOCTH TIOJIB30BATENS, TO €CTh YTO OH SB-
JSIETCSl UMEHHO TeM, 3a Koro ceOs BblaeT. CTaHAapTHOE CPEACTBO MPOBEPKU MOMTMHHOCTH
(ayreHTH(UKaNNN) — TAPOJIb, XOTSI B MPUHLIUIIE MOTYT HCIIOJIb30BAThCSl TAKXKE Pa3HOTO poja
JIMYHbIE KapTOYKH, OMOMETPUYECKHE YCTPOMCTBA (CKAHUPOBAaHHE POTOBUIIBI WIIM OTIEYATKOB
MAJTBICB) WK UX KOMOWHAIIHS.

Wnentndukanns u ayreHTHOUKAINSA — MEPBBIA U BKHEHIIMN NPOrpaMMHO-TEXHUYECKUN
pyOex nHpopmannoHHOH Oe3onacHocTH. Ecnm He cocTaiseT npoOiaeMbl HOMYyYUTh JOCTYIT K
cHCTeMeE I0J JII0OBIM MMEHEM, TO JIPYrHe MeXaHW3Mbl 0€30MacCHOCTH, TEPSIIOT cMbICHI. OueBHI-



HO | TO, 4TO 0€3 MACHTHU(UKAINN 10JIb30BaTENeH HEBO3MOKHO NMPOTOKOIMPOBAHNE UX JeicT-
BHH.

Haoeoicnwiti nyms CBS3bIBaET I0JIH30BATENS HEMOCPEICTBEHHO C HAJEKHOW BBIYHMCIIHU-
TeJILHOM 0a30ii, MUHYsI Ipyrye, OTeHIUaIbHO ONacHble KOMIIOHEHTHI cucTeMbl. Llenb npemoc-
TaBJICHHUs HAJEKHOTO IyTH — JIaTh IOJIb30BATENI0 BO3MOXKHOCTh YOEAWUTHCS B MOAJIMHHOCTH
00CITyKHMBaIOIIEH €ro CUCTEMBI.

OTHOCHUTEIBHO HECIIOXKHO PEaTN30BaTh HAJEKHBIA IMyTh, €CIIM HCIOJIB3YEeTCS HEWHTEN-
JIEKTyaJIbHBIH TEPMHHAI — JIOCTATOYHO MMETh 3apE3€PBUPOBAHHYIO YIIPABIISIONIYIO MOCIIEI0Ba-
TEJILHOCTD (TIPH YCIIOBHH 3aIUIECHHOCTH JIMHUHN CBSI3H MEKAY TEPMHUHAIOM U cucteMoit). Ecim
K€ M0JIb30BaTEIb OOIIAETCSI C MHTEIUIEKTYaIbHBIM TEPMHHAIOM, IEPCOHABHBIM KOMITBIOTEPOM
i pabodel CTaHIMeH, 3amada OoOecHeueHHs HAIe)KHOTO ITyTH CTAaHOBUTCS YPE3BBIYAWHO
CJIOKHOM, €CJIM BOOOIIEe pa3permnMoi.

Ananuz pecucmpayuonnoti ungpopmayuy. AyauT UMeeT JeJ10 ¢ NeHCTBUIMHU (COOBITHAMHE),
3aTparuBaroOIMU 0€30MacHOCTh cucTeMbl. K UX 4HCiITy OTHOCATCA:

— BXOJ] B CHCTEMY W BBIXO]] U3 HEE;

— oOpalieHue K yIaJIeHHOU CHCTEME;

— omepauyu ¢ (aiiiaMu (OTKPBITh, 3aKPBITh, IEPEMMEHOBATD, YAAINTH);

— CMEHa NPHUBWIETHH WM MHBIX aTpuOyTOB 0€30IacHOCTH (peKMMa JIOCTyNa, YPOBHS
6J1aroHaIe>KHOCTH TI0JIb30BATENS U T.11.).

Ilpomokonuposanue TIOMOTAaET CIEIUTH 3a MOJIB30BATEISIMH M PEKOHCTPYHPOBATh HPO-
memmue coopTist. ClieXKa BaXKHa, B TIEPBYIO OUYepelb, Kak MPopHUIaKTHIeCKoe cpeacTBo. Pe-
KOHCTPYKIHSI COOBITHI MO3BOJISIET MPOAHAIN3UPOBATh CIy4ad HApYIICHWH, MOHITH MPUYNHY,
OLIEHHUTH pa3Mephl yiepoa 1 NPUHATH MEPhI M0 HEJOMYIIEHHIO TTOA00HBIX HAPYIICHHH.

[Tpn npoTOKONMMPOBAaHUHU COOBITHS 3aIMCBHIBACTCS CleAyIomas HHPOpPMAIMs: 1aTa U BpeMs
COOBITHSI; YHUKAJIbHBIA MICHTU(UKATOP IMOJIB30BATENS — MHUINATOPA NEHCTBHS; TUI COOBITHS;
pe3ynbpTaT AedcTBUA (yCIeX WIM Heylada); HCTOYHMK 3ampoca (HampuMmep, UMs TepMHHaIa);
HMMEHa 3aTPOHYTHIX OOBEKTOB (HAIPUMEpP, OTKPHIBAEMBIX WM YAAIIeMbIX (ailyioB); onucaHue
W3MEHEHHH, BHECEHHBIX B 0a3bl JaHHBIX 3alIUTHI (HapuMep, HOBas MeTKa 0e3011acCHOCTH 00b-
€KTa); METKH 0€3011acHOCTH CyObhEKTOB U 00BEKTOB COOBITHSI.

Tapanmuposannocmes — 3TO Mepa yBEPEHHOCTH, C KOTOPOH MOXHO yTBEpKJaTh, YTO IS
MIPOBEJCHUS B )KU3Hb C(HOPMYITHMPOBAHHON MOIUTHKK O€30MIaCHOCTH BHIOpaH MOAXOISIINN Ha-
00p CPENCTB, M UTO KAKIOE U3 3TUX CPEJCTB IPABUIBHO HUCIIOIHSET OTBEICHHYIO €My POJIb.

B «OpanxeBoil KHUTE» paccMaTpHBaeTCs JBa BHA TapaHTUPOBAHHOCTH — ONEpalMOHHAs
u TexHojorudeckas. OnepalroHHasi TapaHTHPOBAHHOCTh OTHOCHTCSI K apXUTEKTYpHBIM U pea-
JIM3aLUOHHBIM aCTMEKTaM CHUCTEMBI, B TO BPEMs KaK TEXHOJIOTHYECKAs — K METOJaM MOCTPOSHHUS
U COTIPOBOXK/ICHUS.

Onepayuonnas 2apanmupo8anHOCMs BKIIOYAET B ce0sl POBEPKY CIEIYIOMINX JIEMEHTOB!
ApPXUTEKTYpa CHCTEMBI; LIEJIOCTHOCTh CHCTEMbI; aHAIN3 TalHBIX KaHAJIOB Iepenadn MHpopma-
LUK; HaJeKHOE aJMUHHCTPUPOBAHKE; HAJEKHOE BOCCTAHOBIIEHHE Iocie cOoeB. OnepannoH-
Hasl TapaHTHPOBAHHOCTH — 3TO CIIOCO0 yOeIUTHCS B TOM, YTO apXHTEKTypa CUCTEMBI U ee pea-
JM3anus JEHCTBUTENBHO MPOBOIST B )KU3HD N30PaHHYIO IOJUTHKY OE€30I1aCHOCTH.

Texnonocuueckas 2apaHmupo8aHHOCMb OXBaTHIBAET BECh KU3HEHHBIN IIUKII CUCTEMBI, T.€.
MIEpUOABI NPOEKTUPOBAHMSA, PEATH3ALNH, TECTUPOBAHMS, TIPOAAXH M CONPOBOXKAEHH. Bee me-
peUHCICHHBIE JEHCTBUS JOJDKHBI BBIITOJMHATHCS B COOTBETCTBHU C KECTKHMMH CTaHAAPTaMH,
94TOOBI 00€30TTACUTHCS OT YTEUKH HH(GOPMAIMN 1 HEJIETATIBHBIX «3aKIaT0K».

Joxymenmayus — He0OOXOIMMOE YCIIOBHE FAPAHTHPOBAHHON HAEKHOCTH CHCTEMBI H, OJI-
HOBPEMEHHO, — WHCTPYMEHT NPOBEICHUS MONUTHKK 0e30macHOCTU. be3 TokyMeHTaluu Jronu
He OyAyT 3HaTh, KAKOH MOJIMTHKE CJIEA0BATH U YTO IS 3TOTO HYKHO JENaTh.

Cornacao «OpaHXeBOi KHUTe», B KOMIUIEKT JOKyMEHTAI[MU HaJIeKHOIM CUCTEMBI TOJKHBI
BXOJIUTH CIIEYIOIINE TOMA: PYKOBOJICTBO MOJIB30BATElIs 110 CPeJCcTBaM Oe30MacHOCTH; PYKOBO-
JICTBO aMHUHHCTpATOpa I10 CPEeACTBaM OE30MIaCHOCTH; TECTOBAasI JTOKYMEHTALUs; OIMCAHUE ap-
XUTEKTYPBI; ONHCAHHUE ITOJIUTUKN 0€30MTacCHOCTH JaHHOM OpraHU3aliH.

Knaccer 6ezonacnocmu. «Kpurepuu...» MununcrepcrBa o6oponsl CIIA oTkpbun myTh K
PaHXHUPOBaHMIO MH()OPMALMOHHBIX CHCTEM II0 CTENEHH HaaeXHOCTH. B «OpaHkeBoil KHHUTe»
ompenersieTcsl 9eThIpe YpoBHs Oe3omacHoCTH (HanexxHoctn) — D, C, B u A. YposeHs D npenHa-
3HAYEH JUISl CHCTEM, TPU3HAHHBIX HEYAOBJICTBOPUTEIBHBIMI. B HacTosIIee BpeMst OH COJIEPKUT
nBe moacuctemsl yrpasierus goctynom s 11K, ITo mepe mepexona ot ypoBHS C K A K Ha-
JIe)KHOCTH CHCTEM IPEIbABIIOTCS Bce Oosee jkecTkue TpeboBanms. Yposau C u B moapasze-
nstotest Ha kaaceel (Cl, C2, Bl, B2, B3) ¢ mOCTeNIEHHBIM BO3pacTaHWEM HaJeKHOCTH. Takum
00pa3oM, Bcero umeercs mecth Kiaccos Oezomacuoctu — C1, C2, B1, B2, B3, A1. Yto0Os! cuc-
TeMa B pe3yJibTaTe MpoLeaypbl cepTH(HKAMU MOTjia ObITh OTHECEHA K HEKOTOPOMY KJaccy, ee
MOJUTHKA OE30IaCHOCTH M IapaHTHPOBAHHOCTh JIOJDKHBI yIIOBJIETBOPSTH NPUBOJAUMBIM K JaH-
HOMY KJj1accy TpeboBaHMsIM. TpeOoBaHMs K Kitaccam 0€3011acCHOCTH IPUBEIEHBI B [23].

TpeOoBaHMS K MOJIUTHKE OE30MACHOCTH M K rapaHTUPOBAHHOCTH pacIpe/iesIeHbl 0 Kilac-
cam Oe3omacHOCTH. B «Mimagmmx» Kiaccax MOJMTHKA IOBOJBHO OBICTPO YXKECTOYaercs, 110



CYIIECTBY JOCTUTas NMuKa K knaccy Bl. HampoTus, Mepsl rapaHTUPOBAaHHOCTH OTHECEHBI B OC-
HOBHOM B «CTapIIne» KIacchl, HA4MHast ¢ B2. DTO MoATBEp)KAAaeT HE3aBUCHMOCTD JIByX OCHOB-
HBIX TPYII KPUTEPUEB HAAEKHOCTH U METOAOIOTHYECKYIO Ie1IeCO00Pa3HOCTh UX pa3eNeHUs
0 eBpOIeicKoMy 00pasiy.

Pacnipenenenne TpeGoBaHMIT IO KJIaccaM BBI3BIBAET Psii KOHKPETHHIX Bo3paxkeHnit. Heom-
paBllaHHO JaJIeKO OTOJBHMHYTHI TaKHe OYEBHAHBIC TPEOOBaHMS, KaK M3BEIICHUE O HAPYIICHUH
3aIIUTHI, KOHPUTYPAIMOHHOE YIIpaBleHHEe, O€30MacHBIN 3aIyCK W BOCCTaHOBIICHHE TOCIE cOO-
eB. Bo3MOXHO, 5TO ompaBmaHO B (pM3MYECKH 3alUIIEHHONH BOEHHOW cpejie, HO HUKAaK HE B
KOMMEpPYECKOH, KOT/ia TIOCTOSIHHOE CJISKEHHE 3a MEPEMELICHUSIMH COTPYIHHKOB MOXKET OBITH
OUY€Hb JIOPOTHM yIOBOJIBCTBUEM.

4.2.2. TAPMOHHU3UPOBAHHBIE KPUTEPUMEBPOIIEMCKHUX CTPAH

Crenys mo ImyTH MHTETPAlMU, €BPOIEHCKHE CTPaHbl MPUHSIIM COIVIACOBAHHBIE KPUTEPHUU
oueHkn Oe3omnacHoctd MH(MopManmoHHbIX TexHosorui (Information Technology Security
Evaluation Criteria, ITSEC). M3noxenue stux Kpureprues ocHOBEIBaeTCs Ha Bepcuu 1.2, omy6-
JIMKOBAHHOM B utoHe 1991 r. OT MMEHU COOTBETCTBYIOIIMX OPraHOB UEThIpEX cTpaH — OpaHuuuy,
I'epmanun, Hupepnanmor u BenukoOputanunu. BeIroga OT HCIOMB30BaHUS COTJIACOBAHHBIX
KPUTEPUEB OUEBHIHA ISl BCEX — M JJISI IPOM3BOAMTENCH, U Ul HOTpEOUTENEH, U ATl CaMHUX
OpraHoOB CEpPTU(PHKALHH.

IIpyHIMNMaNBEHO BaXXHOW YEPTOM €BPONEUCKUX KPUTEPUEB SIBIISETCSA OTCYTCTBUE aAlIPUOP-
HBIX TPeOOBaHMH K YCIOBHUSIM, B KOTOPBIX JOJKHA paboTaTth MH(pOpPMaIMOHHAs cucrema. Tpe-
O0oBaHMS K TMOJUTHKE OE30MACHOCTH M K HAJTMYHUIO 3AIMUTHBIX MEXaHW3MOB HE SIBISIOTCS CO-
CTaBHOW 4YacThIO KpuTepueB. Bripouem, 4ToObl 00ser4nTh GOPMYIHUPOBKY LI€TH OLEHKH, KpHU-
TEpHH COIEPXKAT B Ka4eCTBE IPHIIOKCHUS ONMCAHUE NECATH NMPUMEPHBIX KIacCoB (YHKIHO-
HaJIbHOCTH, THITUYHBIX IJISl TPAaBUTEIbCTBEHHBIX M KOMMEPUYECKUX CHCTEM.

EBporeiickne KpuTepun paccMaTpUBaIOT CIEAYIOIINE COCTaBILIOIINE HH(POPMAIIMOHHON
6e3omacHocTu:

® KOH@UOEHYUAIbHOCHb — 3a1IITA OT HECAHKIIMOHUPOBAHHOTO MOTYyUeHHsT HH)OPMAIHIH;

® YeoCMHOCMb — 3alUTa OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHs HH(opManu;

® JocmynHocms — 3alluTa OT HECAHKIMOHUPOBAHHOTO yliepKaHHs HHPOPMAIMU U Pecyp-
COB.

B kpurepusx mpoBoaMTCS paziIMyMe MEXIy CHCTeMaMH W mpoxykramu. Cucmema — 3TO
KOHKpETHasI alapaTHO-IIpOrpaMMHasi KOH(GHUTYpaIys, TOCTPOSHHAsI C BIIOJIHE ONpPEIeICHHBIMH
HensIMH M (YHKIMOHHPYIOIAs B HM3BECTHOM OKPYXXCHHH. [[poOykm — 3TO almaparHo-
MIPOTPaMMHBIN KOMIUIEKC, KOTOPBIH MOKHO KYIHTh M IO CBOEMY YCMOTPEHHUIO BCTPOHTH B Ty
WIN VHYIO CUCTEMY.

Kaxxmas cuctemMa u/miny MpoayKT IPeabsBseT CBOM TpeOoBaHHS K obecliedyeHHI0 KOHDH-
JICHIIUATIBHOCTH, IIEJIOCTHOCTH M JAOCTYIMHOCTU. YTOOBI yIOBIETBOPUTH 3TU TpeOOBaHUS, HEOO-
XO/IMMO TIPEIOCTaBUTh COOTBETCTBYIOLIMIA Ha0Op (yHKuMIT (cepBHCOB) 0E30MACHOCTH, TaKHX
Kak nAeHTH(UKaNUs W ayTeHTH(UKAIKs, YIpaBiIeHHe JOCTYIIOM MM BOCCTaHOBJICHHE TOCIE
cboes.

C Touku 3penus b ocHOBHOE OTiIMYME MEXIY CUCTEMOU U MPOTYKTOM COCTOUT B TOM,
YTO CUCTEMA MMEET KOHKPETHOE OKPYXKEHHE, KOTOPOE MOXKHO OINPENEeNUTh U M3YUYHUTh CKOJb
YTOJTHO JIETAIBHO, @ MPOIYKT JOJDKEH OBITh PACCUMTAH Ha MCIOJIb30BaHUE B Pa3IMUHBIX YCIIO-
BUSIX. YTPO3bI O0€30MIaCHOCTH CHCTEMBI HOCSAT BIIOJIHE KOHKPETHBIH M pealbHbIA XapakTep. Ot-
HOCHUTENBHO YIpo3 INPOAYKTY MOXKHO JIMIIB CTPOUTH IPENNONOKEHHS. Pa3zpaboTumk MOXeT
CHenu(UIPOBATH YCIOBHUS, IIPUTOAHBIE ISl (YHKIIMOHUPOBAHUS MPOAYKTA; NET0 MOKYTATEIs
— 00eceynTh BBIIOJIHEHHE STHX YCIOBHUH.

W3 mpakTudeckux cooOpakeHHH BaXXHO 00ECHEUUTh €IMHCTBO KPUTEPHEB OLIEHKU IIPO-
JYKTOB M CHCTEM — HalpUMep, YTOOBI OOJIErYUTh U Y/ACIIEBUTH OLEHKY CHCTEMBI, COCTaBIICH-
HOHW M3 paHee cepTH(UIMPOBAHHBIX MPOIYKTOB. B 3TOH CBA3M AJIsl CUCTEM U NPOAYKTOB BBO-
JIITCST €IUHBIA TEPMHH — OOBEKT OLICHKH. B COOTBETCTBYIOIMX MecTax AEIalTCs OrOBOPKH,
Kakue TpeOOBaHUS OTHOCATCS UCKIIOUUTENBHO K CHCTEMaM, a KaKHe — TOJIBKO K MPOAYKTaM.

Kaxnast cuctema u/uiny poayKT MPeNbsIBISIET CBOU TPEOOBaHUS K 0OecIie4eHHI0 KOHpH-
JIEHIMAJIbHOCTH, 1IEJIOCTHOCTH M JOCTYIHOCTU. YTOOBI y/IOBIETBOPUTH 3TU TpeOOBaHMUs, HEOO-
XOIUMO TIPEIOCTABUTh COOTBETCTBYIOIIMI HaOOp (QYyHKIMI (CEpBHUCOB) OE30MACHOCTH, TAKHX
KaKk HAeHTH(UKANWs W ayTeHTH(UKANWs, yIpaBiIeHHe JOCTYIIOM MM BOCCTaHOBJICHHE IIOCIE
cboes.

CepBuchl 0€30MACHOCTH PEANTU3YIOTCS MTOCPEACTBOM KOHKPETHBIX MexaHu3MoB. Hampu-
Mep, I peanu3anuy (QYHKIMM MACHTU(GUKAIUM U ayTEHTU(GUKAIUM MOXHO HCIIONB30BaTh
TaKOW MeXaHU3M, Kak cepBep ayreHTHpukaimu Kerberos.

YroObl 0OOBEKT OLIEHKH MOXXHO OBbUIO TPH3HATH HAJEKHBIM, HEOOXOAMMA OIpeAeIeHHas
CTeTIeHb YBEPEHHOCTH B Habope (QYHKIUI M MEeXaHU3MOB 0€30ITacHOCTH, KOTOPYIO OyaeM Ha-
3BIBATh 2APAHMUPOEAHHOCTIBIO.



I'apaHTHPOBaHHOCTL 3aTparWBaeT ABa acleKTa — IPPeKMusHOCmb U KOPPEKMHOCHIb
cpedcme bezonacnocmu. Ilpu ipoBepke 3H(HEKTUBHOCTH aHATU3UPYETCS COOTBETCTBHE MEXKITY
LesiMH, chOPMYJIHPOBAHHBIMU U1l 00bEKTa OLCHKHU, U MMEIoIUMCcst HabopoM (yHKImH 6e30-
[IACHOCTH, T.€. PACCMATPHBAIOTCSI BOIPOCHI aJE€KBATHOCTH (PyHKIIMOHAIBHOCTH, B3aUMHOU CO-
TJIACOBAHHOCTH (YHKIMH, IPOCTOTHI MX HCIIOJIB30BAHMS, a TAKXKE BO3MOJKHBIE ITOCIEACTBUS
9KCILTyaTalliy U3BECTHBIX CJIabbIX MecT 3amuThl. Kpome Toro, B monsiTHe 3¢ heKTHBHOCTH BXO-
JIUT CIIOCOOHOCTh MEXaHU3MOB 3aIUThI IPOTHBOCTOATH MPSIMBIM aTakaM (MOIIHOCTh MEXaHM3-
Ma). Onpepensgercs TpU rpaJalii MOITHOCTH — 0a30Basi, CPEIHSS M BEICOKAS.

[Tox KOpPPEeKTHOCTHIO NMOHMUMAETCS NMPABMIBHOCTh peain3auu (yHKIUH M MEXaHU3MOB
Oe3omacHocTH. B kpuTepusix omnpenensiercsi ceMb BO3MOMKHBIX YpPOBHEW TIapaHTHPOBAHHOCTH
KoppekTHocTH — oT E0 1o E6 (B mopsiake Bo3pacTaHus OT ypoBHS E0 — OTCYTCTBHE TapaHTHPO-
BaHHOCTH (aHAIOT YpoBHA D «OpaHKeBOW KHUTHY).

Ha3oBeM OCHOBHBIE 371€MEHTHI MOJIUTHKU O€30MaCHOCTH.

DyukyuonansHocms. B eBpONeHCKUX KPUTEPHUAX CPEACTBA, UMEIOIINE OTHOIICHUE K WH-
(opManoHHOH 0Ee30MacHOCTH, PaCCMaTPUBAIOTCS Ha TPeX ypOBHIX Jeranu3annu. Hambornee
abCTpaKTHBIA — MEPBBIN yPOBEHb — KacaeTcsl JIMIIb Iesieil 6e3omacHocTH. BTopoit ypoBens co-
Jepxkut cneundukainun GyHkuuii 6e3onacHocT. Ha TperbeM ypoBHE comepkurcs: uHpopMa-
LU 0 MEXaHN3Max 0€30I1aCHOCTH, T.€. KaK peallu3yeTcs ACKIapupoBaHHas (yHKIMOHAIBHOCTS.

Crneundukanuy QyHKIHUNA 0€30I1aCHOCTH — Ba)KHEHIIAsi 4aCTh ONUCAHUS OOBEKTa OLICHKH.
Kpurepun peKOMEHIYIOT BBIACIUTH B ATUX CHEUUGHUKALUIX PAa3ACibl CO CIECAYIOIUMHU 3aro-
JIOBKaMH: UACHTU(UKALUS U ayTeHTH(UKAINSA; YIIPaBICHHE JOCTYIIOM; IOAOTYETHOCTD; AyANT;
IIOBTOPHOE HCIIOJIb30BaHUE OOBEKTOB; TOYHOCTH MH(OpManuK; HaJEKHOCTh OOCITYKUBaHUS;
0OMEH TaHHBIMH.

BosIbIIMHCTBO M3 MEPEeYnCICHHBIX TEM pacCMaTpHBAINCh paHee NpHu aHanmse «OpaHke-
BOM KHHUTH». 3]1eCh OCTAHOBUMCSI JIMIIIb HA CIIEU(DUYHBIX JJIs1 €BPOIIEHCKUX KPUTEPUEB.

[Mox unentudukanmeil 1 ayreHTH(UKALNEH TOHUMAeTCs He TOJIBKO TPOBEpKa MO JIMHHO-
CTH TI0JIb30BaTelIeii B y3KOM CMBICIIE, HO U (DYHKIIMH JUIsl PErUCTPaLMKi HOBBIX IOJIb30BaTes et 1
yIAJICHUs CTaphIX, a TakKe (PyHKLIUH Ui TeHepaluy, U3MEHEHHs U POBEPKU ayTeHTH(UKAIIN-
OHHOW WH(OpMaNWHU, B TOM YHCIE CPEACTBA KOHTPOJA HenocTHOCTH. Ciofa >Ke OTHOCSTCS
(GYHKIMHA JUTsE OTPAaHUYEHUS! YHCIIa TIOBTOPHBIX TOMBITOK ayTEHTU(HKALIUH.

Cpencra ynpasieHUs] JOCTYIIOM TaKKe TPAKTYIOTCS €BPOINEHCKUME KPUTEPUSIMHU JIOCTa-
TOYHO MIMPOKO. B 3TOT pasjen momajnaroT, TOMUMO MPOYHX, GYHKIMH, 00ECIEUYNBAIONINE BpE-
MEHHOE OTPAHMUYCHHE JOCTYNA K COBMECTHO HCIIOJIB3YEMbIM OOBEKTaM C LEJIBIO MOICPKAHUS
LIEIOCTHOCTH 3TUX OOBEKTOB — Mepa, TWIHMYHAS IS CHCTEM yNpaBiieHHs 0a3aMu JaHHBIX. B
9TOT k€ paszied NonagaT QyHKIUH JUIS YIPABICHUS PACIIPOCTPAHEHUEM IIPaB AOCTYIA U AT
KOHTPOJIA 32 IOy4eHHeM HH(OPMaLUH IIyTeM JIOTHYECKOTO BBIBOJA U arperupoBaHMs JaHHBIX
(tummuno st CYB).

ITo TOYHOCTBIO B KpUTEPHUSX MOHUMAETCS MOJJEp’KaHHE ONPEAETICHHOTO COOTBETCTBUS
MEXAY pasIUYHBIMU YacTSIMH JAaHHBIX (TOYHOCTH CB3€il) M oOecreueHne HEM3MEHHOCTH JaH-
HBIX TIPH TIepeade MeXy rporeccaMu (TOYHOCTh KOMMYHHKaIHii). TOUHOCTh BBICTYIaeT Kak
OJIMH U3 aCHEeKTOB LEJIOCTHOCTH HHPOPMAIINH.

OyHKINU HAJEKHOCTH OOCIYKMBAHHMS JIOJDKHBI TapaHTUPOBATh, YTO ACHCTBUS, KPUTHY-
HBIC 110 BPEMEHH, OyAyT BBINOJIHEHBI POBHO TOT/A, KOTJA HY)KHO — HE PaHbBIIEC U HE MO3KE, U
YTO HEKPUTHYHBIC JEHCTBUS HENb3sl MEPEBECTH B paspsi KpUTHYHBIX. Jlanee, goykHA OBITH
rapaHTHs, YTO aBTOPU30BAHHBIC ITOJIb30BATEIH 32 Pa3yMHOE BpeMsI MOIyYaT 3alpalliBacMble
pecyperl. Crona ke oTHOCSATCA (GYHKIHMU A1 OOHAPYKECHUS M HEeHTpaln3aiu OmnOoK, Heo0-
XOUMBIE JUII MUHUMH3ALUH [IPOCTOEB, a Takke (QYHKIMH IUIAHUPOBAHMS, ITO3BOJISIONINE Ta-
PaHTHPOBATh BPEMSI PEAKLIMH HA BHEITHUE COOBITHSL.

K obnacti oOMeHa MaHHBIMH OTHOCATCS (PyHKIMH, 0OECIIeUnBaIOINEe KOMMYHHKAIHOH-
HyI0 0€30I11aCHOCTb, T.€. 0€30IaCHOCTb JaHHBIX, IIEpeaBacMbIX 110 KaHalaM CBS3H. 31eCh eBpO-
neiicKie KpuTepuu clieaytoT B ¢apsarepe pexkomeranuii X.800, mpeanaras ciaeayronue mo-
3arOJIOBKH: AyTEHTH(HKAIWS; YIPABICHHE NOCTYIIOM; KOH(QHACHIMAIBHOCTh JAHHBIX; IEIOCT-
HOCTb JIAaHHBIX; HEBO3MOXXHOCTb OTKa3aThCsl OT COBEPIICHHBIX ACHCTBHIA.

Knaccwt 6ezonacnocmu. Habop GyHKIuA 0€30MaCHOCTH MOXKET CHEHUDHUIIMPOBATHCSI C
UCIIONIb30BAaHMEM CCBUIOK Ha 3apaHee ONpeJIe/ICHHbIE KIacChl (pyHKIMOHAIBHOCTU. B eBponei-
CKMX KPHUTEpPHIX TaKMX KJIaccoB jaecsTh. [1ath n3 Hux (F-C1, F-C2, F-B1, F-B2, F-B3) coor-
BETCTBYIOT KJiaccaM Oe3onacHOCTH «OpaHKeBON KHUTHY.

Knacc F-IN mpennasHadaercsi [Uii OOBEKTOB OLEHKH C BBICOKUMH MOTPEOHOCTSIMH IO
o0ecIeueHNI0 IEIOCTHOCTH JAHHBIX U MPOTpaMM, YTO TUIMYHO AJIsl CHCTEM yIpaBieHus Oa3a-
MU maHHBIX. [Ipn ommcannm kiacca F-IN BBOAWTCS TOHSATHE POJH, BBIABHTAcTCS TpeOOBaHUE
0 TIPEJOCTABJICHHUIO JOCTYIa K ONpE/IeICHHbIM O0OBEKTaM TOJBKO C MOMOLIBIO Ipeonpesie-
JICHHBIX TPOLECCOB. J[ODKHBI pa3lnuyaThCs CIEAYIONIHEe BUABI JOCTYIA: YTEHHE, 3alUCh, J0-
OaBiieHNe, y/laJleHue, IepeMMeHOBaHue (JUIsl BceX OOBEKTOB), BBHINIOJIHEHUE, YaJeHUE, Iepe-
MMEHOBaHUE (JUIs BHIIOJIHSIEMBIX 00BEKTOB), CO3/IaHNE U YAaJIeHHEe 0ObEKTOB.

Knacc F-AV xapakrepu3yeTcsi NOBBIIICHHBIMH TPEOOBaHMSMU K JOCTYMHOCTH. OOBEKT



OIIEHKH JIOJDKEH BOCCTAHABIIHMBATHCS IMOCIE OTKAa3a OTAEIBHOIO amlllapaTHOTO KOMIIOHEHTa Ta-
KUM 00pa3oM, 9TOOBI BCe KPUTHUECKH BaXKHBIE (DYHKIIUH OCTABAIUCH TOCTOSHHO OCTYITHBIMH.
To xe JOJIDKHO 6])ITI) BEPHO Jid BCTaBKHM OTPEMOHTHUPOBAHHOTO KOMIIOHCHTA, NPHUYEM I10CJIC
3TOr0 OOBEKT OICHKH BO3BPAIACTCS B COCTOSHKE, YCTOWYMBOE K OJMHOYHBIM OTKa3am. Hesa-
BHUCUMO OT YPOBHS 3arpy3KH JOJDKHO TapaHTHPOBATHCS BPEMs PEaKIMK Ha ONpeeieHHbIE CO-
OBITHS U OTCYTCTBHE TYITUKOB.

Knacc F-DI xapakrepu3yeTcs IMOBBILICHHBIMU TPEOOBAaHUSIMH K LIEJIOCTHOCTHU IepeaaBae-
MBIX NAHHBIX. Hepeﬂ HayaJioM 06]_IleHl/ISI CTOPOHBI JOJIKHBI 6I>IT]:. B COCTOSIHUM NPOBEPUTH OO~
JUHHOCTE JAPYT Apyra. [Ipu mony4eHun JaHHBIX JOJDKHA MPEIOCTABIATHECS BO3MOXKHOCTD MPO-
BEPKHU NOJUIMHHOCTH HCTOYHHKA. [Ipy 0OMEHE NaHHBIMH JTOJDKHBI IPEIOCTABISTHECS CPEICTBA
KOHTPOJIS OIIMOOK U MX HCIIPABJICHUS.

Knace F-DC xapaktepu3yeTcs IMOBBIIICHHBIMH TPEOOBAaHUSIMH K KOH(UACHINATHLHOCTH
nepenaBaeMoi mHpopmarmn. [lepen mocTymiieHreM MTaHHBIX B KaHAIBI CBS3W JTOJHDKHO aBTOMA-
TUYECKH BBIONHATHECS IMHU(PPOBAaHUE C HCIIONB30BAaHHEM CEepTH(UIIMPOBAaHHBIX cpencTB. Ha
MPUEMHOM KOHILIE TaKKe aBTOMAaTHYECKH Mpou3BoAUTCs pacumppoBka. Kitoun mmdpoBanus
JIOJDKHBI OBITH 3aIUIIEHB! OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.

Krnace F-DX xapakTepu3yeTcs MOBBIIICHHBIMU TPEOOBAHUSAMH H K HEJIOCTHOCTH, M K KOH-
duneHmansHocTH HGOpManuu. Ero MOXKHO paccMarpuBath Kak 00beIuHEHHE K1accoB F-DI
u F-DC ¢ 10NOTHUTENBHBIMA BO3MOXKHOCTSIMU K (POBaHHUs, NEUCTBYIOIMMHU U3 KOHIIA B KO-
HEIl, ¥ C 3alUTOH OT aHAJK3a TpaduKa Mo ONPEACICHHBIM KaHaIaM.

Tapanmuposannocms  3¢ppexmuernocmu. JInsd TOXy4eHUS TapaHTUH IPPEKTHBHOCTH
CPEICTB OC30MACHOCTH PACCMATPUBAIOTCS CIICAYIOINE BOTIPOCHL:

— COOTBETCTBHE HAO0Opa (QyHKIMIA OE30MACHOCTH, T.€. UX IPUTOIHOCTH JJIS IPOTHBOICH-
CTBHS YTPO3aM, IIEPSUUCIICHHBIM B OIIMCAHNH 00BEKTa OLICHKH;

— B3aUMHAs COTJIACOBAHHOCTH Pa3IMYHBIX (YHKIHH M MEXaHU3MOB 0€301TacHOCTH,

— CIIOCOOHOCTH MEXaHU3MOB 0€30MACHOCTH MPOTHBOCTOSATH MPSIMBIM aTaKaM;

— BO3MOXXHOCTb TPAKTHYECKOTO HCIIONB30BaHMU CIa00CTe B apXHTEKType OOBEeKTa
OLICHKH, T.€. HAaJIM4Ke CIocO00B OTKIIFOUEHHs, 00X0/1a, MOBPEXKACHHUS U 0OMaHa (QyHKIMA 6e30-
MACHOCTH;

— BO3MOXXHOCTH HE0E30MMacHOr0 KOH(DUTYpHPOBAaHUS WM UCIIOJNB30BaHUS OOBEKTA
OIICHKY TIPU YCJIOBUH, YTO aMHHHCTPATOPHI W/HJIH MOJH30BATEIN UMCIOT OCHOBAHHUE CUUTATH
CUTYaIHIO 0€301TacHOM;

— BO3MOXXHOCTH IPAKTUIECKOTO MCIONB30BaHMs cIabocTeil B (yHKIMOHUPOBAHUH O0B-
€KTa OICHKH.

Baxmneiimel yactbio npoBepku 3()(HEKTUBHOCTH SIBIISIETCS aHAIN3 CIa0bIX MECT B 3alllUTe
o0BekTa omneHkd. Llens aHanm3a — HAUTH Bce BO3MOXHOCTH OTKITFOUCHHUS, 00X0/1a, TTOBpPEXKIe-
HUs, oOMaHa cpeacTB 3amuThl. OIEHUBAeTCA TaKKe CIOCOOHOCTh BCEX KPUTHYECKH BaYKHBIX
3alMUTHBIX MEXAHU3MOB MMPOTUBOCTOATH NPAMBIM aTakKaM — MOITHOCTbh MEXaHU3MOB. 3au11/11ueH—
HOCTBH CHUCTEMBI WU MPOAYKTa HE MOXKET OBITh BBIIIEC MOIIIHOCTHA CaMOTO CIIAa00TO U3 KpUTHYE-
CKH BaXHBIX MEXAaHHU3MOB, IIO3TOMY B KPUTEPHSIX MMEETCA B BHAY MHHHMANbHAS TapaHTHPO-
BaHHAsI MOIHOCTE. /711 Hee onpeeieHb! TPU YPOBHS — 0a30BBIN, CPEIHUI U BRICOKHIA.

CoriacHO KpUTEpHUSAM, MOIIHOCTh MOXXHO CUHTATh 0A3080U, €CIIA MEXaHU3M CIOCOOCH
MIPOTHBOCTOSATH OTACTBHBIM CITyIaifHBIM aTaKaM.

MOIIHOCTE CUHTaeTCs cpedHell, eCII MEXaHU3M CIHOCOOSH MPOTHBOCTOSTH 3JIOYMBIIIICHHHU-
KaM C OrpaHMY€HHBIMU pECYpCaMi U BOBMOKHOCTAMU.

MOITHOCTh MOXHO CYHUTATH 6bICOKOU, €CIIA €CTh YBEPEHHOCTh, YTO MEXAHH3M MOXKET
OBITH MOOEXKICH TOJBKO 3JOYMBIIUICHHUKOM C BBICOKOH KBalM(uKanued, Habop BO3MOXKHO-
CTE! U PECYPCOB KOTOPOI'O BBIXOAHUT 3a IIPEJENbl IPAKTUYHOCTH.

O dekTHBHOCTH 3alUTHI MPU3HACTCS HEYIOBICTBOPUTEILHON, €CITU BBISBISIOTCS ClIa0bIe
MECTa, JOMYCKAIOMHe MPaKTUIEeCKOE HCIOJIh30BAHUE, W ATHU CIA0OCTH HE WCIIPABISIOTCS IO
OKOHYAHHWS IpoIiecca OLEHKH. B TakoM ciydae 00BEKTY HMPHUCBAMBAETCS YPOBEHB T'apaHTHPO-
BaHHocTH EO.

OO01as oIleHKa CUCTEMBI CKIIAABIBAETCS W3 MUHHUMAIBLHON MOIIHOCTH MEXAaHHU3MOB 0€30-
MACHOCTH M YPOBHA TapaHTHPOBAHHOCTH KOPPEKTHOCTH. TeopeTndecku 3TH J1Ba aclieKTa Hes3a-
BHUCHUMBI, XOTSI Ha TMPAKTHKE HET CMBICIIA MPOBEPATH MPABHIBHOCTh PEATM3AIUN IO BBICIIIEMY
pas3psiy», eciid MeXaHH3MbI 0€30IIaCHOCTH He 00JIaaf0T JaKe CPeIHEH MOITHOCTHIO.

4.2.3. PYKOBOJAIINUE JOKYMEHTDI 110 3AIUTE OT HECAHKIIMUOHUPOBAHHOI'O
JOCTYIA TOCTEXKOMUCCHUU ITPU TPE3UJTEHTE P®

C 1992 r. I'ocrexkomuccust npu Ilpesunenre PO omyOnukoBana AEBATh PYKOBOJISIIUX
JTOKYMEHTOB, MTOCBSIIIEHHBIX Mpo0IeMe 3amuTsl OT HecaHKImoHupoBanHoro gocryna (HC)
WHPOPMALIUH.



1. Konnenmus 3amutel CBT u AC ot HC/I x uadopmaruu (1992);

2. CpeacrtBa BeraucnuTensHON TexHUKH. 3ammura oT HC/I x mapopMmanuu. [Tokazarenn
samuiieHHoctd ot HCJI x nagpopmarnmu (1992);

3. 3ammurta ot HCJl x nuadopmaruu. Tepmunsl u onpeneneaus (1992);

4. BpemMeHHOE MOJIOXKEHHUE 1T0 OPTaHN3aIMU Pa3padOTKH, H3TOTOBICHHUS U SKCIUTyaTallH
MIPOTPaMMHBIX B TEXHUYECKUX cpeacTs 3anuthl nHpopmanuu ot HCJ] 8 AC u CBT (1992);

5. TlonoxxeHue Mo aTTecTalud 0OBEKTOB MHPOPMATH3AINH 110 TPeOOBAaHUAM O€30TacHO-
ctu uapopmanuu (1994);

6. ABTOMAaTH3MPOBaHHBIE CHCTEMBI. 3alllUTa OT HECAHKIHOHWPOBAHHOIO JOCTYNa K HH-
¢dopmarmn. Knaccugukauums AC u tpedoBanus K 3ammre napopmarmu (1997);

7. CpenctBa BBIUYUCIUTEIBHONU TeXHUKU. MexcereBble dkpanbl. 3ammra o HCJl k uH-
¢dopmarmu. [Tokasatenu 3amumensoctd oT HCJ k undopmarmu (1997);

8. 3ammTa OT HECaHKUMOHMPOBAaHHOrO jxoctyna K mHpopmaunuu. Y. 1. IIporpammHoe
obecrieueHne cpescTB 3amuThl nHPopMannu. Kinaccudukanus 1o ypoBHIO KOHTPOJISI OTCYTCT-
BHS HeIEKJIapUPOBAHHBIX BO3MOXKHOCTEH (1999);

9. CneunansHble TpeOOBaHMSA UM PEKOMEHIAINH TI0 TEXHWYECKOW 3aIlinTe KOH(PHUICHIH-
anpHOM nHpopMmanuu (2001).

PaccmoTpuM BakHEHIINE U3 HUX.

Konnenuus 3amutel CBT u AC ot HCJI k nHopmanuu

Konnermmmus 3ammutet CBT u AC ot HC/I k nHQOopManmu siBisieTcs HASHHONH OCHOBOH Ha-
6opa pyKOBOIIMIMX AOKyMEeHTOB. OHa M3JaraeT CHCTEMY B3IJISZOB, OCHOBHBIX IPHHIUIIOB,
KOTOpbIE 3aKJIaJIBIBAIOTCS B OCHOBY MPOOJIEMBI 3aIUTHl HHGOPMALMK OT HECAHKIIMOHHPOBAH-
HOT'O JIOCTYIA, SIBIISIOIIEHCS YacThI0 0011el mpodaeMbl 6€301MacHOCTH HH(POPMAIIHH.

B xoHuenmmu paziaudaroTcs MOHATHS CpeACTB BeruuciuteabHo Texauku (CBT) u aBTo-
MaTusupoBaHHOW cuctemsl (AC), aHanorndHo ToMmy, kak B EBpomneiickux Kpurepusx nposo-
JTITCS JIENICHNE Ha TTPOIYKThI U CUCTEMBI.

B xonuenuuu GopMynupyroTcs ciaeayrolide ocHOBHble NpuHUMIBI 3ammTtel or HCJI k
nHpOopMannu:

— 3ammra CBT obecnieunBaeTcsi KOMIUIEKCOM MIPOTPaMMHO-TEXHUYECKUX CPEJICTB;

— 3ammra AC obecrieunBaeTcsi KOMIIEKCOM IPOrPaMMHO-TEXHHUECKUX CPEICTB U IOJ-
JIEP>KUBAIOIINX X OPTaHU3AIOHHBIX Mep;

— 3ammra AC momkHa 00ecIeunBaThCS HAa BCEX TEXHOJIOTHYECKHX JTamax oO0paboTKH
nHGOPMALUK U BO BCEX pexMUMax (PyHKIIMOHUPOBAHUSA, B TOM YHCIIE NIPU IPOBEICHUH PEMOHT-
HBIX ¥ PETJIAMEHTHBIX padoT;

— TNIPOTPaMMHO-TEXHHYECKUE CPEJCTBA 3AILUTHI HE JOJKHBI CYIIECTBEHHO YXYAIIATh OC-
HOBHBIE (PYHKIMOHANbHBIE XapakTepucTHku AC (HaIeKHOCTh, OBICTPOAEHCTBUE, BO3ZMOKHOCTD
n3meneHus koupurypauuu AC);

— HEOTHhEMJIEMOH YacThlo paboT IO 3aluTe SIBISIETCS OleHKa (P (EKTHBHOCTH CPENCTB
3aIIMTHI, OCYIIECTBIIIEMas 10 METOJIUKE, YIUTHIBAIONIEH BCIO COBOKYITHOCTh TEXHHUYECKNX Xa-
PaKTEPUCTHK OLIEHUBAEMOTO O0BEKTA, BKIFOUAsi TEXHUUECKHE PEIICHUS U MPAKTHUECKYIO pea-
JIU3AIMIO CPEICTB 3alUTHI;

— 3ammra AC I0JDKHA IIPEeayCcMaTpUBaTh KOHTPOJIb () (GEKTHBHOCTH CPEACTB 3aIUTHl OT
HC/. 3TOT KOHTPOIH MOXKET OBITH JTHOO TMEPHOAMUCCKIM, JTHOO HHUIIMHPOBATHCS MO Mepe He-
o0xonumocTy nosb3oBateseM AC WIIM KOHTPOJIMPYIOIMMHU OpraHaMH.

Konuenuus opueHTnpyercst Ha (GU3NUECKH 3aLIUIIEHHYIO Cpely, IPOHNKHOBEHHE B KOTO-
PYIO TIOCTOPOHHHX JIMI[ CUMTACTCS HEBO3MOXKHBIM, MOITOMY HAPYLIUTENh ONpEACNseTcs Kak
CcyOBEKT, UMEIOIIHil JocTy K pabote ¢ mratHbME cpenctBamMu AC u CBT kak wactu AC.

Hapymmrenu knaccuuuupyrorcsi 1Mo YPOBHIO BO3MOXHOCTEH, MPEIOCTaBISEMBIX WM
mratHeiMU cpeacTBamMu AC u CBT. Ilpu 3ToM BBIAENSETCA YETHIPE YPOBHSA THX BO3MOXKHO-
CTei, a KiacCH(pUKaIus SBISCTCA NEPAPXUIECKOMH, T.€. KaXKIBIH CIEAYIONINA YPOBCHb BKIOYa-
eT B ce0s1 pyHKIMOHATIbHBIE BO3MOYKHOCTH TPEbLIYIIETO.

[lepBeIii ypoBeHB OIpeessieT caMblii HU3KUH YPOBEHb BO3MOKHOCTEH BEJCHUS TMaJlora B
AC — 3amyck 3amad (mporpamMm) u3 (PUKCHPOBAHHOTO Habopa, pealu3yroIInX 3apaHee Mpery-
CMOTpEHHbIE PYHKINH 110 00paboTKe HHHOPMALUH.

Bropoit ypoBeHb omnpejensiercsi BO3MOXKHOCTBIO CO3aHHs U 3alycka COOCTBEHHBIX MPO-
TpaMM ¢ HOBBIMH (DYHKIHMSIMH 110 00paboTke HH(pOpMAIIHH.

Tpetnii ypoBeHb OmpenenseTcs BO3MOXHOCTBIO yrpaBieHus QyHkimonupoBanneM AC,
T.e. BO3JeHCTBHEM Ha 0a30BOE NpOrpaMMHOE 0OECreYeHHe CHCTEMbl U Ha COCTaB M KOH(Ury-
patmro eec 000pyIOBaHHS.

UeTBepThIil ypOBEHb ONpECISIETCSI BCeM 00BEMOM BO3MOXHOCTEH JIMIL, OCYIIECTBIISIO-
X MPOEKTHPOBAHKE, PEANTN3AIMI0 M PEMOHT TeXHHUIEeCKUX cpelacTB AC, BIUIOTh 10 BKIIOYE-



Hus B coctaB CBT cOOCTBEHHBIX TEXHHYECKUX CPEACTB ¢ HOBBIMU (DYHKIHSAMH 1O 0O0paboTke
nHpopmanum.

B cBoem ypoBHE HapyHIUTENb SIBJISETCS CHENUAINCTOM BBICIIEH KBAIM(HKALUH, 3HAET BCE O
AC u, B 9aCTHOCTH, O CHCTEME H CPEICTBAX €€ 3aIHUTHI.

I'maBabIM cpenctBoM 3amuThl 0T HC/I B KOHIIENIIIMK paccMaTpuBaeTcsl cUcTeMa pasrpa-
Huuenuns nocryna (CPJI) cyObekToB K 00BbEKTaM JOCTYTIA.

OcuoBubIME QyHKIUsIME CPJ] sBisroTes:

— peammzanus npaBwi pasrpaHmdeHns noctymna (ITPJ) cyOBEKTOB M WX NPOLECCOB K
JAHHBIM;

— peammzanus [IPJ] cyObeKkTOB M MX MPOIIECCOB K YCTPOMCTBAM CO3IaHUS TBEPABIX KO-
TIMiA;

— H30JISIMSL TIPOTPaMM Mpoliecca, BBIMOJIHIEMOI0 B HMHTEpecax CyObekTa, OT APYIux
CyOBEKTOB;

— yIpaBleHHE MOTOKAMH JAHHBIX C MEJBI0 MPEIOTBPAIICHIS 3alliCH JTaHHBIX Ha HOCH-
TEJIH HECOOTBETCTBYIOMIETo Tpuda;

— peanuzaius npaBuil oOMeHa JaHHbIMU Mexny cyobektamu aist AC u CBT, noctpoen-
HBIX 110 CETEBBIM IPUHIIAIIAM.

Kpowme Toro, KoHIenus npeaycMaTpuBaeT Hajamdue odbecnednBatomux cpeacts st CP/I,
KOTOPBIC BBITIOJHSIOT CIICAYIOIINE (PYHKIIUH:

—  HAeHTH(HKALMWIO U OITo3HaHKE (ayTeHTH(HUKAINIO) CYObEKTOB M MOAACPKAHUE MPUBSZKH
CyObEeKTa K IPOLIECCY, BHIOIHAEMOMY IS CyOBeKTa;

— perucTpanmio AeHCTBUI CyObeKTa U €ro Mpolecca;

— IIPeOCTaBJIEHNE BO3MOXKHOCTEH MCKIIIOUEHHS M BKJIIOUECHHS] HOBBIX CYOBEKTOB M OOBEK-
TOB JIOCTYTIA, & TAK)KE M3MEHEHHNE TIOJIHOMOUHNH CyObEKTOB;

— peakuio Ha monbITkH HCJI, Hampumep, CUTHAIM3AIMIO, OJIOKHPOBKY, BOCCTaHOBIIE-
Hue nocine HCJ;

— TECTHUPOBAHHE;

— OYHCTKY ONEpaTHBHOW MaMATH U pabodnx oOracTeil Ha MarHUTHBIX HOCHTEIAX IOCTIe
3aBepIIeHuUs pabOTHI OJIB30BATENS C 3alIUITAEMBIMA JAHHBIMU;

— y4eT BBIXOJHBIX [IEYaTHBIX U rpadpuueckux Gopm u TBepbIX Komuii B AC;

— KOHTPOJIb IIEJIOCTHOCTU MpOrpaMMHON u uH(popManmoHHO#H dactu kak CP]I, Tak u
o0ecIieunBaoLIUX €€ CPECTB.

@OyHKINY cUCTEMBI pa3rpaHUYEHHs JOCTYIIa U 00ECIIeYMBAIOIINX CPEACTB, MpeaIaraeMble
B KOHIEMNINH, ONN3KN K aHAJIOTHYHBIM HOJIOKEHUIM «OpaHKeBOH KHHUTH». JTO BIIOJIHE ecTe-
CTBEHHO, TIOCKOJIBKY OJIM3KH M MICXOTHBIE MOCHUTKH — 3alIWTa OT HECAHKIIHOHUPOBAHHOTO JOC-
Tyma K ”HPOPMAIIUH B YCIOBHUAX (PH3MUECKH O0€30IIaCHOTO OKPYKEHHS.

Texumueckue cpenctra 3amuTsl oT HCJI, cortacHO KOHIETINH, JOKHBI OIIEHUBATHCS T10
CJIEYIOIIIM OCHOBHBIM ITapaMeTpaM:

— crernenb noHOTHI oxBata [1P]] peamzoBannoii CP/l u ee kauecTBo;

— COCTaB M KauecTBO obecreunBaroniux cpencts s CPJI;

— rapaHTud npaBwibHOCTH pyHkumonuposanus CPJl u ee cpencts.

Kaacendpukanus CBT no ypossio 3amumennocta ot HCJI

[pemmaraemas ['ocrexxomuccueit mpu [Ipesunente PO wraccuduranus cpencTs BBHIYHC-
JTUTETHHON TEXHUKH 10 ypoBHIO 3amumeHHocTr oT HC/I k mHbopMarm, 6nm3ka k «Opamke-
BOIl KHUTEe» U yCTaHABIMBAaeT ceMb kiaccoB 3ammuiieHHoctd CBT or HC/ x nnpopmanuu. Ca-
MBbIH HU3KHH KJIacC — CE€AbMOM, CaMblii BBICOKHI — MEPBbIN.

Krnaccel nozapasaensroTcs Ha 4eThIpe TPYIIBI, OTJIMYAIONIHecs KadeCTBEHHBIM YPOBHEM
3aIINTHI:

® TIepBasi IpyIIa COAEPKUT TOIBKO OJUH CEeAbMOI Kitacc;

® BTOpas Ipyla XapakTepU3yercsi JUCKPELIMOHHOW 3allUTOM U COACPKUT LIECTOU M IIf-
TBIA KJIACCHI;

® TPEThsl IPyINa XapaKTepU3yeTcss MaHAATHOM 3alIUTON U CONEPKUT YETBEPTHIH, TPETHH
Y BTOPOH KJIACCHI;

® yeTBepTas IpyIa XapakTepusyeTcs BeprU(PUIMPOBAHHON 3aIUTON M CONEPKUT TOIBKO
HEPBBIH KIIacc.

Cempmoii kinace mpucBanBaioT CBT, kK KOTOPBIM NPEIBSBIBUIMCE TPSOOBAHUS 1O 3aIIUTE OT
HCJ x mrbOopManmm, HO Tipu oneHKe 3anmiieHHOcT CBT okazamack Hike ypoBHS TpeOoBaHMI
IecToro kiacca. Pacnipenenenue mokasareneit 3ampieHHocTr o kitaccam CBT npuBeneHo B Ta0.
4.1.

4.1. Pacnpenesienne nokasareJiei 3amumeHHocTu no kiaaccam CBT

HanmenoBanue mokazareinst Knacc 3ammumennoctu




6 |514]13]2]1
1. JIMCKpEUMOHHBII NPUHIMI KOHTPOJISI JOCTYIIA +|=|+]|=
2. MaHaaTHbIM NPUHIUI KOHTPOJIS TOCTYyIa — =+ =|=]=
3. Ouucrka mamsITu _l+ |+ + =
4. V3omsmms MoIyJei |- l+l=|+]=
5. MapkupoBKa JOKYMEHTOB — =+ |=|=]|=
6. 3ammTa BBOAA/BBRIBO/IA HA OTUY)KHAEMBId pm3uu- | — | — |+ | = | = | =

YEeCKH HOCHUTENb HH(pOpMaIiH

7. CormocTaBJeHHE ITOIB30BATENS C YCTPOHCTBOM — | =+ =|=
8. Hnentudukanus u ayTeHTUDHUKAIHS +l=|+]|=|=|=
9. TapaHTHS IPOEKTHPOBAHUI — |+ |+ |+ |+ |+
10. Peructpanus _l+l+]+l=]|=
11. Bzaumoneiicteue nonn3osarens ¢ KC3 — = =]+1]=]|=
12. Hage)xHo BOcCTaHOBIEHUE -+ =]|=
13. lemoctHocth KC3 4+ + |+ —
14. KouTpons Moaudukaum ]+ =
15. KoHTposb AucTpulOynuu ==+ =
16. 'apaHTuy apXUTEKTYpBI — == ==+
17. TectupoBanue + |+ |+ | +]+]|=
18. PyKOBOJCTBO I10JIb30BATENS +|=|=|=|=|=
19. PyxoBoacteo mo KC3 +l+]|=]+|+]|=
20. TexcToBasi JOKyMEHTALUS +l+ |+ ]+ |+ =
21. KoHcTpyKTOpCKast (MpOEKTHAs) TOKyMeHTarus | + | + |+ |+ | + | +

O06o03HaueHUA: « —» — HET TpeOOBAaHMUA K JTAaHHOMY KJIAcCy; « + » — HOBBIE
WJIA JOTIOJHUTENBHBIE TPEOOBAHUS; « = » — TPeOOBaHUS COBNANAIOT C TPEOOBAHMS-
mu Kk CBT; KC3 — koMIuiekc cpeicTB 3aluThI.

Kuaaccudukanus AC no yposHio 3auumednoctu ot HCJJ

Knaccudukanus aBToMaTn3upoBaHHBIX CHCTEM ycTpoeHa nHaue. OOpaTumcst K COOTBET-
cTByIOLIEMY PykoBoasIEeMy JOKYMEHTY.

YcranaenuBaetcs AeBATh KiaccoB 3amumenHoct AC or HCJI k napopmanmu.

Kaxxmprii kimacc xapakTepu3yercsl OnpeielIeHHOW MHUHHMAIBHOW COBOKYITHOCTBIO Tpebo-
BAaHUM IO 3alLUTE.

Knaccel mojpaszienstorcs Ha TPU TPYIIIb, OTIHYAIOIINECs OCOOEHHOCTSIMU 00paboTKU
napopmanuu B AC.

B mpenenax xaxxnod Tyl coOMromaeTes nepapxus TpeOOBaHHUN IO 3alIUTE B 3aBHCH-
MOCTH OT LEHHOCTH (KOH(QHICHIMAIEHOCTH) HHPOPMAIIMH U, CIIEI0BATENILHO, HEpapXusl Kiac-
coB 3auumeHHocTa AC.

Tperbs rpymmna knaccuduiupyer AC, B KOTOPBIX paboTaeT OAMH IOJIb30BaTENb, JOITY-
HICHHBINA KO Beeil nHpopmanuu AC, pa3MeIeHHOW Ha HOCHUTENISX OJHOTO YPOBHS KOH(DHUIICHITH-
anpHOCTH. ['pynma conepxur nsa kimacca — 3b u 3A.

Bropas rpymma xknaccudunupyer AC, B KOTOPBIX MTOJIB30BATENA UMEIOT OAMHAKOBBIE TIpa-
Ba joctyna (mosHoMouns) Ko Beelt nHpopmanmu AC, oOpabaTpiBaeMoil U (W) XpaHUMOM Ha
HOCHUTENSAX Pa3IMuHOro ypoBHsI KOH(uAeHunansHocTh. ['pymnma cojepxur aBa kinacca — 2b u
2A.

[TepBas rpymma kmaccuGUIMPyeT MHOTOMONB30BaTeNbCkiue AC, B KOTOPBIX OJHOBPEMEH-
HO oOpabarsiBaeTcst ¥ (MJIM) XpaHUTCST MH(pOpMaLus pa3HbBIX YpOBHEH KOH(QHUICHINATBLHOCTH 1
HE BCe I0JIb30BATEIN MMEIOT MpaBo JI0CTyma Ko Beeil napopmanmu AC. I'pynma conepxur msiTh
xnaccoB— 1/, 1T, 1B, 1b u 1A.

Tpe6OBaHl/Iﬂ K Kj1acCaM 3alllMIICHHOCTU aBTOMATU3UPOBAHHBIX CUCTEM IIPUBEACHLI B T36J'I.
4.2.

«OpamxkeBas kaura» Munncrepcta 06oponsl CIIA u PykoBoxmsamme moxymeHTs! [oc-
texxkomuccuu mpu [Ipesunente PO co3zpaBanmchk B pacueTe Ha LEHTPAIM30BaHHBIE KOHMUTYpa-
UM, OCHOBY KOTOPBIX COCTABISIOT OOJIbIIME MAaIIWHBL. PacmpeneneHHas opraHu3amnus COBpe-
MEHHBIX HH()OPMAIIMOHHBIX CHCTEM TpeOyeT BHECEHHsI CYIIeCTBEHHBIX H3MEHEHHA U TOTIOTHE-
HUH KaK B IMOJIUTHKY O€30MACHOCTH, TaK U B CITIOCOOBI IIPOBEJCHHUS €€ B XKU3Hb. [10SBUINCH HO-
BEIC YIPO3BI, U IPOTUBOICHCTBHS KOTOPHIM HY)KHBI HOBBIC (DYHKIIMH U MEXaHU3MBI 3aIIUTHL
OCHOBONOJIAraloMIUM JIOKYMEHTOM B O0JIaCTH 3aIUTHI PaclpeAeiIeHHbIX CHCTEM CTalld PEeKO-
menganuu X.800.

4.2. TpedoBaHus K 3aIMIIEHHOCTH ABTOMATH3HPOBAHHBIX CUCTEM



Kiaccur

[Honcucrems! 1 TpeGOBaHUA
36(3A|2B|2A|14|1T"|1B|1B| 1A

1. Ilogcucrema ynpasieHus 10CTYIIOM

1.1. WnenTndukamus, mpoBepka Mo IuH-
HOCTH M KOHTPOJIb JOCTYIIa CyOBEKTOB:
B CUCTEMY; ol I I I S I B A

K TepMuHanam, OBM, y3nam cetu
OBM, kaHaiaM CBsI3U, BHEIIHUM YCT-

potictBam DBM; + + |+ |+ |+

K IIporpamMmmam; + T+t

K TOMaMm, KaTtajoram, Qaiinam, 3amu-

CsIM, TTOJISIM 3aITiCcei + + |+ |+ ]+
1.2. Ynpasnenue norokamu HHGOPMaLUH + + |+ |+

2. Ilogcucrema perucTpanyy U yuera
2.1. Peructpanms u yuer:

BXO0J1a/BbIX0/1a CyOBEKTOB B/U3 CUCTE-
MBI (y371a ceTH); |+ F [+ ]|+ +

BBIJJa4Ya MEYATHBIX (TPaUIECKHX) BHI-
XOJIHBIX IOKyMEHTOB; + + |+ |+ +

3aIyCKa/3aBepIIeHUs] IPOrPaMM U
MpoIIecCcoB (3aaHuii, 3a1a4); + 4+ +

JOCTyTIa POrpaMM CyOBEKTOB K 3a-

mUIaeMsIM (aiinam, BKIIOYas HX CO3-
JaHWe U yJajeHue, epeaady 1o JINHU-
SIM ¥ KaHAJIaM CBSI3H; + + |+ |+ ]|+

JOCTyTIa IPOrpaMM CyOBEKTOB, JIOCTY-
ma K TepMuHanaMm, DBM, y3mam cetn
OBM, BHemHNM ycTpoiicTBaM DBM,
IporpamMMam, ToMaM, Katajaoram, Qaii-
JIaM, 3amucCsM, TIOJISIM 3aITHCEe; + + |+ + |t

HM3MEHEHUsI TOTHOMOYHNH CyOBEKTOB

noctyma; + |+ |+

€03J]aBaEMBIX 3aIlHILAEMbIX 00BEKTOB

AoCTyma + + |+ |+
2.2. VYder HocuTenel HHPOPMALH + |+ |+ |+ ]|+ |+

2.3. Ounctka (0OHYyICHHE, 00E3THINBAHIC)
0CBOOOXKIaeMBIX 00JIACTEH OnepaThuB-
HOM mamsati OBM 1 BHEITHUX HaKOIIH-
Tenen + + |+ |+ |+

Ipooonscenue mabn. 4.2

Kiaccer

[oncucrems! 1 TpeGOBaHMS
36(3A|2B|2A|14|1'|1B|1B| 1A

2.4. CurHanuzaiysi HOIBITOK HApYLIEHUS
3aIUTHI + |+ |+

3. Kpunrrorpagmaeckas 3amura

3.1. Iludposanne KOHPHUACHIUATHHON
nHpopmarmu + + | +

3.2. Uludposanne nudopmaryu, nprHHaI-
nexamied pa3TnIHbIM CyOBeKTaM J0C-
Tyma (TpyInnaM AOCTyTa) Ha pa3sHbIX
KJII049ax +

3.3. Hcnonp3oBaHKe aTTECTOBAaHHBIX (CEPTH-
(pHLPOBAaHHBIX) KPUIITOTPa(HIECKUX
CpencTB + + |+

4. Tlogcucrema obecreyeHust LEIOCTHOCTH

4.1. OGecrieueHye EeIOCTHOCTH IPOTPaMM-
HBIX CPEZCTB U 00pabaTbIBaeMOH UH-
bopmanuu L R N B

4.2. ®duszuueckas oXpaHa CpeJCTB BbIYUC-
JIUTENBHOM OXPaHbl H HOCUTENIEH HH- S M M R B e




¢dopmannu
4.3. Hanmuue axMuHHCTpaTOpa (CIIyKOBI)

3amuThl nHGopManuu B AC + + |+
4.4. Tlepuogmueckoe TectupoBanue C31U

HCJ S I S o B B
4.5. Hanuuune cpencTB BOCCTaHOBICHUS

C3U HCJ, o o S S B
4.6. UVcnonp3oBaHue cepTH(HHIUPOBAHHBIX

CPEJCTB 3allUThI + + |+ |+

O6o3HaueHue: « +» — ecTb TpeboBaHus kK qanHOMYy kiaccy; C31 HCJI — cuc-
TeMa 3aIlUThl THPOPMALMH OT HECAHKIIMOHMPOBAHHOTO JIOCTYTIA.

MesxkceTreBble 3kpanbl. [loka3zaTenau 3amumenHocty o HC/I k nndopmanun

IIpu aHanm3e CHCTEMBI 3alIWTHI BHEITHETO NMEPHMETPa KOPIIOPATHBHON CETH B Ka4eCTBE
OCHOBHBIX KpPHUTEpHUEB Ienecoodpa3Ho ucnoib3oBath P/l «CBT. MexcereBbie SKpaHbL. 3amuTa
ot HC/I x undopmanmu. [Tokazarenu 3amumensocty ot HC/I x mHQopMarmmy.

JlaHHBI TOKYMEHT OTpeNeNsieT MOKa3aTell 3allluIIeHHOCTH MEXCETEBBIX IKpaHoB (MD).
Kaxxaprii mokazaTens 3alMIICHHOCTH HpeACTaBiIsieT codolt Habop TpeGoBaHUI 0e30macHOCTH,
XapaKTepU3YIOIINX OTIPeIeIeHHY0 001acTh QYHKIIMOHUPOBaHUI MD.

Bcero BeiaenseTcs naTh Ioka3zaTeieH 3aluIeHHOCTH:

1) ympaBieHHE DOCTYIIOM;

2) wuaeHTH(UKALMS U ayTeHTUPHUKAIHS

3) peructpauusi COOBITHI U ONOBEIICHHE;

4) KOHTPOJIb LEIOCTHOCTH;

5) BoccraHOBIEHHE PaOOTOCTIOCOOHOCTH.

Ha ocHoBanum mnokasatesniell 3aIIMIIEHHOCTH OINPENEISIOTCS CIENYIONIUEe TISTh KIIacCoB
3allMIIeHHOCTH MD:

1) mnpocreiimue GUIBTPYIONINE MAPUIPYTU3ATOPHI — 5 KITace;

2) makeTHbIe (MIBTPHI CETEBOTO YPOBHS — 4 Kilacc;

3) mpocreitmme MO npuKIagHOTO YPOBHS — 3 KJacc;

4) MD 6a30BOro ypoBHS — 2 KJacc;

5) mnpoaBuHyTHIe MD — 1 KITacc.

3ammTa o HC/l k ungopmanuu. IlporpamMmmuoe oGecnedeHue cpeacTB 3alIUTHI HHPOP-
Mauuu. Kiacenpukauus mo ypoBHI0 KOHTPOJISA OTCYTCTBHSA HeleKJIAPUPOBAHHBIX BO3-
MOKHOCTEH

Hacrosmmii pykoBoasimmii nokyment (P/l) ycraHaBiuBaeT KiacCH(UKaIUIO IPOTpaMM-
Horo obOecneyenusi (I10) (kak OTEUECTBEHHOrO, TaK M HUMIIOPTHOT'O ITPOM3BOJCTBA) CPE/ICTB
3amuTel nHPopmanuu (C3U), B ToM Yncie W BCTPOCHHBIX B OOIIECHCTEMHOE W IMPHUKIATHOE
1O, 1o ypoBHIO KOHTPOJISI OTCYTCTBUS B HEM HEJIEKJIAPUPOBAHHBIX BOZMOXKHOCTEH.

JlelicTBue OOKyMEHTa HE paclpOCTpaHseTCsl Ha HpOrpaMMHOE OOecledyeHHe CpelcTB
Kpunrorpaduyueckoil 3amuTs ”HGOPMaLUH.

YpoBeHb KOHTPOJISI ONPEEINSACTCsl BHIMOJTHEHNEM 3aaHHoro HactosmmM P/l HaGopa Tpe-
OoBaHUil, IPEbIBISIEMOrO:

— K COCTaBy M COJEPKaHMIO TOKYMEHTAIUH, IPEeICTaBIIAEMON 3asBUTENIEM AT IIpoBeie-
nus ucnbiTanuii [10 C3U;

— K COJEPKaHMIO HCIIBITAHUH.

4.2.4. OCOBEHHOCTU UH®OPMAIIMOHHOM BE3OIACHOCTH KOMIIBIOTEPHBIX CE-
TEA. PEKOMEHJAILIAA X.800

Pexomernmarmu X.800 — HOKyMEHT DOBOJIEHO OOIIMpPHEIA. PaccMoTpuM crenmduyaeckue
ceTeBble (DYHKIHMHU (CEPBUCHI) OE30MACHOCTH, a TaKKe HEOOXOAWMBIC [UII MX peayu3alfy 3a-
IIUTHBIE MEXaHU3MBI.

UYroObl MOYYBCTBOBATh CHElM(UKY PACIPEIENCHHBIX CHCTEM, JOCTATOYHO PACCMOTPETh
TaKoe CTaHNAPTHOE CPEACTBO 3alIHUTHI, KaK MOAOTICTHOCTh. [IoMUMO APYTHX mesei, 3ammucu B
PETHUCTPAIIIOHHOM XYPHAJIEe MOTYT CIYXKHUTh JIOKa3aTeIbCTBOM TOTO, YTO OMPECIICHHBIN IT0JIb-
30BaTeIb COBEPIIMII TO WM UHOE ACUCTBUE (TOYHEE, NeiicTBUE ObLIO COBEPIIECHO OT €ro hMe-
HH). B pe3yiprare monp30BaTens HE MOKET OTKA3aThCSI OT COACSHHOTO M B HEKOTOPBIX CITyYasx
HECeT 3a ATO Haka3aHue. B pacmpeneneHHBIX CUCTeMaX JEHCTBUE MOPOI COBEpIIaeTcs Ha He-
CKOJIBKHX KOMITBIOTEPAX M, BOOOIIE TOBOPSI, HE UCKIIFOUCHO, YTO UX PETUCTPAIIMOHHBIC )KypHa-
JIBI IPOTHBOpPEYAT APYT APYyTy. Tak ObIBaeT, KOraa 3MOYMBIIUICHHUKY YOaeTCsl MOIeaTh ceTe-



BOM ajipec U UMsI Ipyroro Moib30BaTeNs. 3HAUUT, HYXKHbI HHBIE CPEJICTBA 00ECIICUEHHS HEOT-
Ka3yeMOoCTH» (HEBO3MOXKHOCTH OTKA3aThCs) OT COBEPIICHHBIX JEHCTBHH.

Iepeuricnum QyHKIUE (CEPBHUCHI) OC30MACHOCTH, XapaKTEPHBIC UIS Paclpee/ICHHBIX
CHCTEM:

Aymenmugpuxayus — odecrieunBaeT ayTeHTH()UKALINIO TAPTHEPOB MO OOIICHUIO W ayTeH-
TU(QUKAIMIO NCTOYHHUKA JIaHHBIX.

AyTeHTH(UKAIM TaPTHEPOB MO OOIIEHHWIO MCHOIB3YETCs! MPU YCTAHOBJICHUU COEIMHE-
HUS U, OBITh MOXKET, IEPHOANYECKH BO BpeMs ceaHca. OHa CIYXHT JUIS IPEIOTBPAIIECHHUS TAKUX
yIpo3, Kak Mackapaj U IMOBTOP MPEbIIYIIEro CeaHca CBSI3H.

AyTeHTU(HKAIMS WCTOYHHKA JaHHBIX — 3TO MOITBEP)KACHHE MOJIMHHOCTH HUCTOYHHKA
OTAETbHON NopUuK JaHHBIX. DyHKIMS HE 00eCIIeYnBacT 3alIUTHI IPOTHB OBTOPHOW Heperadn
JTAHHBIX.

Ynpaenenue oocmynom — obecrieunBaer 3aluTy OT HECAHKIIMOHUPOBAHHOTO HCIIOJIb30Ba-
HUSI PECYPCOB, AOCTYITHBIX IO CETH.

Kongpuoenyuanvnocms danusix — 00eCieUNBAET 3alIUTy OT HECAHKIIMOHMPOBAHHOTO IIO-
nyueHus uHdopmanuy. Pasnuyaior cieayromnye BUIbl KOHGHICHINATbHOCTH:

— KOH(UIEHINAIBHOCT JAaHHBIX C YCTAaHOBJICHHEM COSIUHEHNS;

— KOH(MICHIHATBHOCTH JaHHBIX 0€3 YCTAHOBIICHUS COCIMHEHNS;

— KOH(MICHIMAIBHOCTh OTIEIBbHBIX IMOJIed JaHHBIX (M30MparenbHas KOHQHICHINATb-
HOCTB);

— KoH(pHIeHIHANTEHOCTE Tpaduka (3amuTa WHGOPMAINH, KOTOPYI0 MOXHO TOJYYHTS,
aHATM3UPYS TPadUK).

Lenocmnocms 0anHbix — NOAPA3EINAETCS HA TIOABUABI B 3aBUCUMOCTH OT TOT'0, KAKOM THII
OOIIEHNsI UCTIONIB3YIOT MApTHEPHI — C YCTAHOBJICHUEM COEIMHEHHs MM 0e3 TaKoBOro, 3allld-
IIAIOTCS JIM BCE JIAaHHBIE MJIM TOJIBKO OTAEJBHBIC I0JIsl, 00ECIIeUNBAETCS JIN BOCCTAaHOBIICHHE B
cllyyae HapylIeHHs 1IeJIOCTHOCTH.

Heomxasyemocms — 3T0 (QyHKLHA, 0OeCcIIeYMBAIONIas HEBO3ZMOXKHOCTh OTKA3aThCsA OT CO-
BEPILICHHBIX JCHCTBHI 00ECIICYMBAECT JBA BUA YCIYT:

— HEOTKa3yeMOCTb C MOJTBEPKIACHUEM ITO/UIMHHOCTH UCTOYHHKA IaHHBIX;

— HEOTKa3yeMOCTb C ITOJTBEPKACHUEM JTOCTABKH.

Mexanuzmor 6ezonacnocmu. s peanuzauny QyHKINUH 0€30MaCHOCTH MOTYT HCIIOJIB30-
BaThCsl CIIEIYIONINE MEXaHU3MbI M UX KOMOHMHAIINY.

HIugposanue — noapasnensercs Ha CAMMETPUIHOE 1 ACHMMETPHIHOE.

Pasnnuaror Taxke oOpatiMoe u HeoOpaTuMmoe mudposanue. [locnenHee MOXXET HCIOJb-
30BaThCs ISl BBIYMCIICHUSI KPUIITOrPaUUECKHX KOHTPOJIBHBIX CyMM (X3II-QYHKIMH, Aaiike-
CTOB, HMHTOBCTaBOK).

Onexmponnas (yughposast) noonuce — BKIIFOYAET B ce0sl ABE IPOLIEIYPBI:

— BbIpabOTKY MOJIHUCH;

— IPOBEpKY NOAIMCAHHOM MOPLIUH JaHHBIX.

[Ipouenypa BeIpaOOTKH MOIMHCH HCIOIB3YEeT MH(POPMAINIO, U3BECTHYIO TOJIBKO ITOMIH-
CBIBAIOILIEMY TTOPLMIO TaHHBIX. [Ipolieaypa NpoBepKy MONUCH SBISIETCS] OOLIEOCTYITHON, OHA
HE JIOJDKHA TT03BOJISITh HAWTH CEKPETHBIM KIIFOU ITOMHCHIBAIOIIETO.

Mexanusmer ynpasnenuss docmynom. IIpu IPUHATHN PEIIEHUH MO MOBOAY NPEIOCTABIE-
HUSL 3alpalliBacMOro TUMA JOCTYIa MOTYT HCIOJIb30BaThCS CIEAYIOUINE BUABI U UCTOUYHHUKH
nHpopmanum:

— 0a3bl JaHHBIX YNpaBJEHUS JOCTYNOM (B Takod 0ase, MOANep)KMBAaEMOW LIEHTPAIN30-
BAaHHO MJIM HAa OKOHEYHBIX CHCTEMAaX, MOTYT XPAaHHUTHCSI CIIUCKH YIPABIECHHS AOCTYIIOM HIIU
CTPYKTYPBbI aHAJIOTHYHOT'O0 HAa3HAYEHHUS);

— TapOJIM WIN MHasl ayTeHTHU(PUKAIIMOHHAs HH(POPMAIIHS;

— TOKEHBI, OWJICTHI MJIM MHBIE yJOCTOBEPEHNUS, TPEABIBICHHE KOTOPBIX CBHACTEIBCTBYET
0 HaJIMYUHM IPaB JOCTYTIA;

— MeTKH 0€301acHOCTH, aCCOIIMUPOBAHHBIE C CyObEKTaMU M 00BbEKTaMU JIOCTYIIA;

— BpeMs, MapUIPYT U JUIUTEIHHOCTH 3alpaIIiBaeMOro JOCTYTIA.

MexaHH3MBl yIPaBIEHHS JOCTYIIOM MOTYT pacIloiaraTbCs Ha JT000HW M3 OOLIAIOIUXCS
CTOPOH WJIM B NPOMEXYTOYHOI TOYKe. B MpOMEKyTOUHBIX TOYKaX LIENecO00pa3HO MPOBEPSTH
npaBa J0CTyna K KOMMYHHKallMOHHBIM pecypcam. O4eBHaHO, TpeOOBaHMSI MEXaHU3Ma, PacIo-
JI0’KEHHOTO Ha IIPUEMHOM KOHIIE, I0JDKHBI OBITh U3BECTHBI 3apaHee, 10 Hadajaa OOICHNUS.

Mexanuszmvl KOHmMpoast yenrocmuocmu 0annvix. PaznnyaroT 1Ba acrekTa LelIOCTHOCTH: 1ie-
JIOCTHOCTH OTJIENIHOTO COOOIIEHHS WK T10JIs1 MH(QOPMALUH U IIEJIOCTHOCTH MOTOKA COOOIIEHNUH
i osieit napopManuu. Boobie roBopsi, KOHTPOJIb ABYX BHIOB LEIOCTHOCTH OCYIIECTBIISIET-



cs Pa3MTUYHBIMU MEXaHHU3MaMH, XOTSI KOHTPOJIUPOBATh LEIOCTHOCTh MOTOKA, HE TPOBEPSs OT-
JIeNTbHbIE COOOILIEHNUS, €/1Ba JIX UMEET CMBICIL.

[Ipouemypa KOHTPOISA IENIOCTHOCTH OTACIHHOTO COOOIIeHHUs (TI0Js) BKJIFOYAET B ceOs Ba
npoliecca — OIMH Ha Nepelarolleil CTOpoHe, Ipyroi Ha npueMHoi. Ha nepenatoreit cropoHe k
coo0rieHnto jgobaBisieTcs U30bITOUHAsE HH(OpMaLus, KoTopas siBisiercs: QyHKUIUel oT coo0-
mieHns (Pa3HOBHIHOCTH KOHTPOIBHBIX cyMM). Ha mpueMHON CTOpOHE HE3aBHCHUMO T'€HEepUpY-
€TCs KOHTPOJIbHAsI CyMMa IIOJIy4EHHOT'O COOOIIEHHUS C IOCIEIYIOIIUM CPaBHEHHEM pe3yJibTa-
TOB. [laHHBINA MEXaHU3M caM 10 ce0e He 3aIUIIaeT OT TyOInpOBaHMU COOOIICHHH.

Jlis IpoBepKH LIEIOCTHOCTH MOTOKAa COOOIIECHHH (3aIuTa OT Kpakd, Iepeyrnopsa0unBa-
HUSL, TyONMpOBaHUS M BCTaBKU COOOIEHMIT) MCIIONB3YIOTCS MOPSIKOBBIE HOMEPA, BPEMEHHbIE
IITaMIIBI, KPUNTOrpaduyeckoe CBSA3bIBaHUE (Pe3yabTaT MIHM(POBAHUS OYEPETHOTO COOOIICHHS
3aBHCHUT OT MPEIBIAYIIETO) W HHBIC IPUEMBI.

Mexanuzmor aymenmugpukayuu. AyTSHTUPHUKAIMSI MOXKET TOCTHTaThCs 3a CUET HCIOJb-
30BaHUuA naponei/'l, JIMYHBIX KapTOYCK HJIM WHBIX yCTpOﬁCTB AHAJIOT'MYHOT'0 Ha3HA4YCHUA, KPUII-
TorpaduyecKkiux MeTOJ0B (KOT/a JEMOHCTPUPYETCS 3HAHHE CEKPETHOTO KIF04a), YCTPOWCTB
N3MEPEHNUS U aHaIn3a OMOMETPUIECKUX XapaKTEPHCTHK.

AyTteHTu(uKaIys ObIBAET OJHOCTOPOHHEW (KJIMEHT J0Ka3bIBaE€T CBOIO MOJIMHHOCTH CEp-
Bepy) U ABYCTOpOHHEW (B3amMmHOM). [Ipumep omHOCTOpPOHHEH ayTeHTU(HKAIMKA — MpoIeaypa
BXO/JIa MTOJIE30BATENIS B CUCTEMY.

Jdnst 3amuTel OT AyOiIMpoBaHUS ayTeHTH(UKAIMOHHOW WH(OpPMAIUU MOTYT HCIHOJB30-
BaThCS BPEMEHHBIC IITAMIIBl M CHHXPOHH3AIIHS 9YaCOB B y3/1aX CETH.

Mexanusmer donoanenus mpaguxa, pasymeercs, 3Qp(QeKTHBHBI TOIBKO B COYETAHHUU CO
cpeacTBaMu obecriedeHHss KOH(OUISHINAIBHOCTH, TOCKOJIBKY B IPOTUBHOM CIIydyae 3JI0YMbIII-
JICHHUKY OyJieT oueBuaeH PUKTHUBHBIA XapaKTep JOMOJIHUTEIBHBIX COOOIIEHHH.

Mexanusmel ynpagnenus mapuipymusayuetl. MapmpyTel MOTYT BBEIOMPATBCS CTaTUYECKU
wim auHaMmudeckd. OKoHeYHas cucreMa, 3aMKCHPOBaB HEOJHOKPATHBIE aTaKH Ha OIpeesIeH-
HOM MapuIpyTe, MOXET OTKa3aThCs OT €ro HcIojb3oBaHus. Ha BbIOOp MapuipyTa criocoOHa
MOBJIMATH METKa 0€30I1aCHOCTH, ACCOLIMUPOBAHHAs C MepeIaBaeMbIMH JaHHBIMH.

Mexanuzmol Homapuzayuu — CITy>KUT IJIsl 3aBEPEHUS] TAKUX KOMMYHHUKAIIMOHHBIX XapaK-
TEPUCTHUK, KaK 11eJIOCTHOCTh, BPEMs, IMYHOCTH OTIIPABUTENS U Toyydareneil. 3aBepenue obec-
[EYNBACTCS HAIEKHON TPEThEH CTOPOHOM, KOTOpas o0JazaerT MO0CTaTOYHON HH(OpMAIHeH,
9TOOBI e 3aBEPEeHUSIM MOXKHO OBLIO JOBepsTh. OOBIYHO HOTApU3aIlUs ONMMPACTCSI HA MEXaHU3M
SJIEKTPOHHOH MOJIIHCH.

Aomunucmpuposanue cpedcms bezonacnocmu — 6€30MaCHOCTH BKIIIOYAET B ce0s pacmpo-
cTpaHeHHe WHPOpPMAIU, HEOOXOTUMOH s pabOTHl (PYHKIHI 1 MEXaHU3MOB 0€30IacHOCTH, a
TaKke coop M aHanu3 uHpopMaK 00 X (YHKIMOHWpOBaHUH. [IpuMepaMu MOTYT CITyKHTh
pacrpocTpaHeHUe KpUNnTorpapuyeckux KIouei, yCTaHOBKAa 3HAYEHWH MapaMeTpOB 3allUThI,
BEJICHUE PErHCTPAIlMOHHOTO KypHAJIa U T.1I.

KonuenrtyanpHOW OCHOBOW aAMUHHCTPUPOBAHUS SIBJISIETCS HHPOPMAIMOHHAast 0a3a yrnpas-
JieHus1 0e30MacHOCThI0. JTa 6a3a MOXKET He CyLIECTBOBATh KaK eIUHOE (paclpelielieHHOe) Xpa-
HUJTHILIE, HO KaXK/1ash U3 OKOHEYHBIX CHCTEM JIOJDKHA pachoarath nHpopManuei, Heo0Xoaumoit
JUISl TIPOBE/ICHHS B )KU3Hb N30PaHHOHN MOJMTHUKN O€30MacHOCTH.

Yeunus agMUHHCTpATOpa CPelCTB 0e30MacCHOCTH JOJDKHBI PaclpeAessaThCsl 10 TPEM Ha-
MPaBJICHUSAM: aJIMHHUCTPUPOBAHUE CHUCTEMBI B IIEJIOM; aJMHUHHCTpUpOBaHue (yHKUHUil Ge30-
MACHOCTH;, aAMUHUCTPHPOBAHNE MEXaHU3MOB 0€30IT1aCHOCTH.

Cpem/I ﬂeﬁCTBHﬁ, OTHOCAIUXCA K CUCTEMC B LIEJIOM, OTMCTUM NOAACPKAHNUE aKTyaJIbHO-
CTH TIOJUTHKHA OE30MacHOCTH, B3aMMOJEHCTBHE C IPYTUMH aJIMUHUCTPATHBHBIMU CIyKOaMu,
pearupoBaHHe Ha MIPOUCXOISAIINAE COOBITHS, ayAUT M O0€30MacHOe BOCCTAHOBIICHHE.

AnMuHHCTpHpOBaHHE QYHKINI 0€30IacCHOCTH BKIIIOYAET B ceOs OMpeesicHNe 3allnIiac-
MBIX O0BEKTOB, BHIPAOOTKY MpaBHJI MOJ00Opa MEXaHM3MOB 0e30macHOCTH (TIPH HAJIWYHUU Allb-
TEepPHATUB), KOMOMHUPOBAHNE MEXAHU3MOB U peaim3anud (yHKIUN OEe30MacHOCTH, B3aUMO-
JIeHCTBHE C IPYTMMH aAMUHUCTPATOPaMH JIIs 00ECIICUeHHUS COTIIAaCOBAaHHON pabOoTEHI.

OOs13aHHOCTH aIMUHUCTPATOpa MEXaHU3MOB O€30I1aCHOCTH OIIPENENSIOTC IepeuHeM 3a/eH-
CTBOBAHHBIX MEXaHM3MOB. THITHYHBIN CIIMCOK TAaKOB:

® ympaBlicHHE KIouaMH (TeHepanusi W paclpeznerneHue). MHOTHe acHeKThl yIpaBiIeHHs
KJIFOUaMH (HaIpUMep, UX JOCTaBKa) BRIXOAAT 3a npeaensl cpeast OSI;

e ympaBieHre MU(PPOBaHUEM (YCTAHOBKA W CHHXPOHH3AIMS KpUNTOrpahuuecKux napamer-
poB). K ympaBnennro mugpoBaHHeM MOXXKHO OTHECTH M aJMUHHUCTPHPOBAHHE MEXaHM3MOB AIIEK-
TPOHHOH MOATIMCH ¥ YIIPaBJICHUE 1IEJIOCTHOCTHIO, €CITH OHO 00ECTIeYNBACTCS KPUNTOrpadhUIecKUMU
CpelCTBaMuy;



® AMUHVCTPUPOBAHWE YIpPABICHUA IOCTYIIOM (pacrpeneineHne MH(opMaluu, HeoOXoau-
MO JJIs1 YIIPaBJICHUS — MapoJiei, CIICKOB AOCTyHA U T.I1.);

e ympaBiieHue ayTeHTH(UKauueil (pacnpenenenne UHGOpMaLUK, HEOOXOAUMOHN sl ay-
TEHTU(HKALMK — NapoJIeH, KIIoYeH U T.IL.);

® yrpaBlieHUE JONOJIHEHuEeM Tpaduka (BbIpabOTKa M MOZJIEp)KaHHE MPaBUII, 33/1aI0IINX
XapaKTEePUCTUKHU JOTOJIHSIONINX COOOIIEHNI — YacTOTY OTHPABKH, pa3Mep H T.IL.). XapakTepH-
CTHKH MOTYT BapbHPOBAThHCS 110 33]aHHOMY 3aKOHY B 3aBHUCHMOCTH OT JIaThl U BPEMEHHU;

e ympaBlieHHE MapIIpyTH3aLUel (BbIIeICHNE HAISKHBIX ITyTei);

e ympaBleHHE HOTapu3aluei (pacrnpocTpaHeHne WHPOPMAIWK O HOTAPHAIBHBIX CITYXK-
0ax, aIMHHUCTPUPOBAHNE ITUX CITYXKO).

Wtak, agMUHICTPUPOBAHHE CPEICTB OE30IIACHOCTH B PACIPEAEICHHON cpesie UMEET MHO-
T'0 0OCOOEHHOCTEH MO CPAaBHEHHIO C LIEHTPATU30BAHHBIMH CHCTEMaMH.

B Tabn. 4.3. yxa3aHpl YpOBHH 3TaJOHHOW ceMHypoBHEBOH Monenu OSI, Ha KOTOPHIX MO-
I'yT OBITh peasn30BaHbl PyHKINH OE30I1aCHOCTH.

4.3. Pacnipenenenue ¢pyHKumii 6e30NaCHOCTH MO0 YPOBHSIM 3TAJTOHHOI ceMHYPOBHeBO Mo-

aeau ISO
YpoBeHb
DyHKIHA 6€30MaCHOCTH

1 2 3 4 5 6 7
AyTteHtudukanus + |+ +
YpasneHue J0CTynioM + |+ +
KonduneHnmanbHOCTh COCIMHEHUS + |+ |+ |+ + |+
Kon(bymeﬂunanbﬂocn BHE COCJIMHCHUSA + + + + +
WzbupaTenpHast KOHQUACHIIHATHHOCTD + +
KonduaenunansHocts Tpadurka + + +
LlenocTHOCTB ¢ BOCCTaHOBIICHUEM + +
IemocTHOCTH 6€3 BOCCTAaHOBJICHHUS + |+ +
W3bupaTenpHast IEIOCTHOCTh +
LlenocTHOCTH BHE COETMHEHUS + + +
Heotkazyemocts +

O003HaYCHUST: «+» — NaHHBIH yPOBEHb MOXKET IPEACTABUTE (BYHKIMIO OE30MacHOCTH.

KOHTpOJ’IbeIe BOIIPOCHI

1. Tlepeuuncnure ypoBHU HHGOPMAIIMOHHOW OE301IACHOCTH.

2. OxapakrepusyiiTe neneByio HanpasieHHocTs O0mux Kputepues. TpeboBanus n KoH-
uenun O6mmx Kpurepues.

3. HasoBuTe AelcTByIOIIHE CTaHAAPTHI M PEKOMCHIAIMK B 007acTH WHGOPMAIIMOHHON
0e301acHOCTH.

4. JlaiiTe 0OIIyI0 XapaKTEPUCTUKY CTaHIAPTAM M PEKOMEHIAIWIM B 001acTd mH(OpMa-
LIMOHHOH 0€30I1aCHOCTH.

5. Oxapakrepusyiite 1okyMeHThl ['ocTexkomuccuu PO.

5. AIMMHHMCTPaTUBHBII ypoBeHb HH(OPMALMOHHOI Oe30nacHOCTH B MHopMa-
LHHOHHO-BbIYHMCJIMTEIbHON cUCTEME

Wudopmauus B cucreme, nojyiepxanHas HHOOPMAIIMOHHONW TEXHOJIOTUEH, SBISETCS KPH-
THYECKHM PECYPCOM, KOTOPBIH MO3BOJISIET UCTIOB3YIOMINM €r0 OPTraHNu3alMsIM BBITOJIHITE CBOU
¢ynkuun. [Ipu 3ToM cucrema OyneT BBIMOMHATH 3TH (QyHKIMH 3PPEKTUBHO TOJIBKO MPHU OCY-
IIECTBJICHUHN HAJUISKAINEro KOHTPOJS 3a MH(OpMaIel, 9To0bl rapaHTUPOBATh, YTO OHA 3a-
IIMIIEHa OT OMACHOCTEH THINAa HEXENATEeIbHOTO MM HECAaHKIMOHHPOBAHHOTO PACHPOCTpaHe-



HUS, U3MEHEHHUsT WK 1moTepu. besomacHocts UT npeanasHaveHa, 4ToObI MPEAOTBPATHTD HIIH
YMEHBILUTb 3TH U TIO00HbIE OTIACHOCTH.

AHaJu3 BO3MOXXHBIX YIpO3 U aHAJIU3 PUCKOB MOMOTaeT BEIOOPY Mep 0€30IacHOCTH, KOTO-
pBI€ JOJKHBI OBITH OCYIIECTBIICHBI, YTOOBI YMEHBIIUTh PUCK JO MPUEMIIEMOrO YPOBHS. DTH
Mepbl 0€30MacHOCTH MOXKHO OOCCICUUTh 4Yepe3 COOTBETCTBYyrolne kKomOuHanuu UT, peanu-
3YIOMIUX (PYHKIIMH CUCTEMBI, ¥/HITH Yepe3 BHEITHUE MEPEI.

[MonsiTHe «3aNUINICHHOCTH» MPUHIMITHAIEHO HE OTIMYACTCS OT JIFOOBIX IPYTUX CBOMCTB
TEXHUYCCKON CHCTEMBI U SIBIIICTCS JUISI CUCTEMBI allPUOPHO 33aJaHHBIM. OCOOCHHOCTBIO IMOHS-
THUS «3AUUIICHHOCTH)» SIBJSIETCSI €r0 TECHAs! CBA3b C MOHATHAMHE «3JI0YMBIIUICHHUKY WU «YT-
po3bl» (MOHATHE, 00E3TMYUBAIOIIEe PUYUHY BHIBOJIA CUCTEMbI W3 3aLIMIICHHOTO COCTOSHUS
37I0YMBIILICHHUKOM).

[Ipu paccMOTpeHHH HOHSTHUS «3JOYMBIIIICHHUK» MPAKTUYECKH BCET/a BBIJCISETCS 00b-
€KT ero BO3/IeHCTBHUS — YacTh CUCTEMbI, HAa KOTOPYIO HAIIPABJICHBI T€ MM UHBIC €ro JACHCTBUSI.

OOBIYHO BBIJCISIFOT TPU KOMIIOHEHTBI, CBSI3aHHBIC C HapylICeHHEM Oe30MacHOCTH CHCTe-
MBI

® 3/10YMbIULICHHUK — BHCIITHUIN 110 OTHOIIICHHIO K CUCTEME UCTOYHUK HAPYIICHHSI CBOMCTBA
0€e30IaCHOCTH;

® 0Ovexkm amaxy — 4YacTb, MPUHAJUICKAINAsT CUCTEME, Ha KOTOPYHO HANPABJICHBI TC WIH
WHBIC BO3/ICHCTBUSI «3JI0YMBIIIUICHHUKAY;

® KaHan 6030elicmeusi — CPeia IePEHOCa 3I0YMBIIUICHHOTO BO3/ICHCTBHS.

5.1. HOHATHUE NOJIUTUKHU BE3OITACHOCTHU

WHTerpansHON XapaKTepUCTUKOM 3allIMIAeMON CHCTEMBI SBISICTCS ITOJIUTHKA Oe30MacHo-
CTH — Ka4eCTBEHHOE (WM KOJIMYECTBEHHO-KAYECTBCHHOE) BEIPAXKEHUE CBOMCTB 3aIIUIIICHHOCTH
B TEPMUHAX, MPEJICTABISIONIAX CUCTEMY.

Haubosee yacto paccMaTpHBAIOTCS MOJUTHKH OE30MACHOCTH, CBSI3aHHBIE C TOHATHEM
«roctyn». JJocmyn — kareropusi CyObeKTUBHO-OOBEKTUBHON MOJMTUKH, OMUCHIBAIOIIAS TIPO-
IIECC BEHITIOJIHEHUS OTIepauii CyObEeKTOB HaJl 0ObEKTaMH.

[Monuruka 6e30MaCHOCTH BKIIIOYAET:

© MHOXXECTBO OIepanuii CyObeKTOB HaJl OOBEKTaMHU;

® ISl KOKAOHM Maphl «CyObeKT — 00BeKT» (5;,0;) MHOKECTBO pa3pelICHHBIX OINEpaIii, U3
MHOYKECTBA BO3MOKHBIX OIEpaLUii.

[Monutuka 0€30MaCHOCTH CTPOUTCSI HA OCHOBE aHAJIM3a PUCKOB, KOTOPbIE PU3HAIOTCS pe-
aNbHBIMH U1l UH()OPMALMOHHOM cucTeMbl opranu3aiuu. Korna pucku mpoaHalMu3upoBaHbl U
CTpaTerusi 3allUThl OINpEeJesicHa, COCTABJISAETCS Mporpamma obecreucHus WHGOPMAIMOHHOM
6e3omacHoctd. [lox 3Ty mporpaMmy BBIICISIOTCS PECypChl, HA3HAYAIOTCS OTBETCTBEHHBIC, OII-
penersieTcst MOpSI0K KOHTPOJIS BHIIOTHEHHUS IIPOTPaMMBI | T.I1.

5.1.1. AHAJIM3 PUCKA

B Hacrosiiee BpeMsi HHBECTUIIMM B MH(OPMAIMOHHYIO 0€30MaCHOCTh MOTYT paccMaTpH-
BaTbCs KaK MHBCCTULIMU IJIs1 YBCIIMYCHUSL le/I6I)IJ'Il/I IMyTEM YMCHBUICHUA aIMUHUCTPATUBHBIX
3aTpaT Ha ee MOJIePIKaHUE MM JUIS 3aIIUThl OT IOTEPH NPUOBLIM ITyTEM MPEJOTBpAILEHHUs HO-
TEHIUAIBHBIX 3aTpaT B Cilyyae HEraTHBHBIX rocieacTBuid. [Ipu aToM cromMocTh cpencts obec-
nedeHns: 0€30MacCHOCTH JJOJDKHA COOTBETCTBOBATh PUCKY M MPHUOBUIH JUIsl TOM Cpebl, B KOTOPOH
paboraeT opraHu3anus.

Puck — 310 cuTyanus, Kora yrpo3a UCIONB3YeT YA3BUMOE MECTO IJIsi HAHECEHHs Bpena
Bamelr cucteme. [lomuTtmka Oe3omacHOCTH oOecIeYrBaeT OCHOBY IJIsi BHEIPEHHUS CPEICTB
obecrieueHnss OE30MACHOCTH ITyTEM YMEHBIICHUS YHCIIa YSI3BUMBIX MECT M KaK CIIEJICTBHE
yMeHbIaeT puck. [y Toro yTo6sI pa3zpadoTaTth A3PPEKTHBHYIO U HEAOPOTYIO TOJIUTHUKY 0e30-
MTACHOCTH JUTS 3aIIUTHl COSTMHEHUH C TI00aTbHBIMH CETSMH, HYKHO BBIITOJHUTH TOT WJIM HHOM
aHaAJIN3 PHUCKA I OLIEHKH TpeOyeMoil JKeCTKOCTH MOJIMTHKH, KOTOPHIN ONpeAennT Heo0Xoau-
MBI€ 3aTpaThl Ha cpelcTBa obecreueH s 0€30MacHOCTH IS BBIIIOJIHEHUS TPEOOBAHMIA ITOJIUTH-
ku. To, HACKOJIBKO JKECTKOW OyJIeT ONNTHKA, 3aBUCHT OT:

— YPOBHS yrpo3, KOTOPHIM TOABEPraeTCs OpraHM3allis W BHOUMOCTHh OpPTaHU3AINH W3
BHEIIIHET0 MUpa,

— YA3BUMOCTH OpPTaHM3AIUH K MOCIEICTBHUSIM IOTCHIIMAIBHBIX HHIUACHTOB ¢ Oe3omac-
HOCTBIO;

— TOCYIAapCTBEHHBIX 3aKOHOB M TPEOOBAHWI BEHIMIECTOSIINX OPTaHU3AINA, KOTOPHIE MO-
TYT ABHO OIIPCACIIATH HeO6XOJIl/IMOCT]) MPOBEACHUA TOI'O UJIM MHOI'O BHUJA aHaJIM3a pHUCKa WIIN
JUKTOBaTh IPUMEHEHNE KOHKPETHBIX CPeACTB obecredeHus 0e30MacHOCTH I KOHKPETHBIX
CUCTEM, TIPHIIOKEHUH WM BUAOB HH(POPMALIHH.

OTMeTnM, 9TO 3/1eCh HE YYHUTBHIBACTCS [EHHOCTh MH(OPMAIIUH WIIN IIOCIEACTBUS HHIU-
JICHTOB C 0€30MacHOCThI0. B MpoIioM Takue OLIEHKH CTOMMOCTH TPeOOBaIMCh KaK COCTaBHAs
4acTh (POPMANBEHOTO aHAIHM3a PUCKA B MOTBITKE OCYIIECTBUTH OIIEHKY 3aTpaT Ha 0€30MacHOCTb.



ITo mMepe Toro, Kak 3aBUCHMOCTb I'OCYAAapPCTBEHHBIX U KOMMEPUYECKHX OpraHH3aluil OT TIJIo-
OampHBIX CeTel CTAaHOBHWJIACH OOJBINEH, IMOTEPH OT WHIMICHTOB C 0€30MACHOCTHIO, KOTOPHIE
MPaKTUYECKNU HEBO3MOXKHO OLUCHUTH B ACHbI'aX, CTAJIM paBHbBIMU WA GOHbLIJI/IMl/I, YE€M BBIYUC-
JsieMble 3aTpaThl. Bpems aaMUHHCTPaTOpoB WHPOPMAIMOHHOW 0€30acHOCTH MOXeET Oolee
3 (EeKTUBHO MOTpaueHO Ha OOECIEeYCHUE TapaHTUil BHEAPEHMsS «I0CTAaTOYHO Xopouield 0e30-
NAaCHOCTH», YeM Ha pacyeT CTOMMOCTH Yero-1u0o0 XyIIIero, YeM MoHas 0€301acHOCTb.

Jlyist opraHu3aiui, 1esTeIbHOCTh KOTOPBIX PEryIHPYeTCsl 3aKOHAMHE, WIIH KOTOpBIE 00pa-
OarpiBatOT MH(OpPMALIMIO, OT KOTOPOH 3aBHCUT XKM3HB JIIO/IEH, MOTYT OKa3zaThbcsl OoJiee mpreM-
JeMBbIMH (pOpMalIbHbIE METO/IBI OLIEHKH PUCKa.

5.1.2. YI'PO3bl. BUIUMOCTb

Veposa — ato nm0boe coObITHE, KOTOPOE MOTEHIHAIBHO MOXET HAHECTH BpEl OpraHu3a-
LM [yTEM PACKPBITUS, MOTU(UKALIMN WM pa3pyleHus] HHGOPMaIMU, UM 0TKa3a B 00CITyKH-
BaHUM KPUTHYECKHMH CEPBUCAMHU. YTPO3bl MOTYT OBITH HEYMBILICHHBIMH, TAKAMHU KaK T€, YTO
BBI3BIBAIOTCS OIIMOKaMH 4elloBeKa, cOOsIMH 00OPYIOBaHUs WIM NPOTPAMM, MM CTHXHHHBIMH
OexcTBHUAMHU. YMBIIUICHHBIE YTPO3Bl MOTYT OBITH pa3/ielieHbl Ha P IPYIII — OT JIOTHYHBIX (I10-
Jy4eHure OecruIaTHBIX MaTepHalIbHBIX Oar) 10 MppalnoHANBHBIX (paspylleHne nHdpopManum).
TUIMUYHBIME yTPO3aMH B ITI00AIBHBIX CETSAX SIBISIOTCSL:

e (oot B paboTe 0JHOM M3 KOMIIOHEHT CETH — COOM M3-32 OTUOOK MPHU MPOEKTUPOBAHNUN
WIN OMIMOOK 000pYyIOBaHHS WIIM TPOrpaMM MOXKET IPHUBECTH K OTKa3y B OOCIY)KMBAaHHU HJIH
KOMIIpOMETaluK Oe30IIaCHOCTH HM3-3a HENPaBHJIBHOTO (DYHKIMOHHPOBAHMS OJHOM M3 KOMIIO-
HEHT ceTH. Brixox u3 cTposi OpaHaMayspa WM JIOKHBIE OTKa3bl B aBTOPH3ALUH CEPBEPAMH ay-
TeHTH(UKALMN SBIAIOTCS IPUMEpPaMH cOOEB, KOTOPBIE OKA3bIBAIOT BIMSHHE HA OE30MACHOCTb.

e CkaHHMpOBaHHE MH()OPMALMM — HEABTOPU3OBAHHBIM MPOCMOTP KPUTHYECKOH HHGOP-
Malu¥ 3JI0YMBIIUIEHHUKaMH MM aBTOPH30BAaHHBIMHU I10JIb30BATENISIMH MOJXKET MPOUCXOAUTb,
UCIIONBb3Ysl Pa3IMYHbIE MEXaHM3MbI — JIEKTPOHHOE MHCHMO C HEBEPHBIM aJJpPecaToM, pacreydar-
Ka MPHUHTEPa, HEMPaBHJIBHO CKOH(HUI'YPHUPOBAHHBIE CIWCKU YNPABJIEHHUs JOCTYIIOM, COBMECTHOE
HCTIOJIb30BaHKE HECKOJIBKUMHU JIFOIMU OJJHOTO MIEHTH(UKATOpa U T.11.

e llcnonp3oBanne MH(pOpMaLUK HE 10 HA3HAYEHHIO — UCIIOJIb30BaHNE MH(GOPMAIUN JUIs
LIeJIeH, OTIIMYHBIX OT aBTOPH30BAHHBIX, MOYKET MIPUBECTH K OTKA3y B 00CITY)XUBaHHUH, U3JIHIITHAM
3arparam, [oTepe peryTaluyi. BHHOBHUKaMH 3TOr0 MOTyT ObITh KaKk BHYTPEHHHE, TaK M BHEIIHUE
TI0JIb30BATEIH.

e HeasropusoBaHHOe ynaneHue, MOAU(MUKALMA WM PACKpPbITHE HH(OPMALMY — CHeH-
QIbHOE MCKa)XEeHHE MH()OPMALMOHHBIX IIEHHOCTEH, KOTOpPOE MOXKET IPUBECTH K MOTEepe LEeJIOo-
CTHOCTH WJIM KOH(DHUICHIIHATLHOCTH HH()OPMAIIHH.

e [IpOHNKHOBEHHME — aTaka HEABTOPWU3OBAHHBIX JIIOAEH WIN CHUCTEM, KOTOpas MOXKET
IIPUBECTH K OTKa3y B OOCIY)KMBaHMH WM 3HAYUTEIbHBIM 3aTpaTaM Ha BOCCTAHOBJICHHE ITOCIIE
WHINACHTA.

e Mackapan — MONBITKH 3aMacKHpOBaThCS I0J] aBTOPH30BAHHOIO IIOJIL30BATEINs VIS
KpPaXXH CEPBUCOB WJIM WH(OpPMALMH, WK I/l HHALMALWA (DUHAHCOBBIX TPAH3aKIMi, KOTOPbIC
NPUBENYT K (UHAHCOBBIM MOTEPSM HJIM IIPOOIEMaM ISl OPraHU3aLHH.

Hanuuune yrpossl HeoOs13aTelIbHO 03HAYAET, YTO OHA HaHeceT Bpea. UToObI cTaTh pUCKOM,
yrpo3a JI0JDKHA HCIIOJIB30BaTh YSA3BUMOE MECTO B CPEACTBaX oOeclieyeHHs 0e30MacHOCTH CHC-
TEMBI U CHCTEMa JIOJDKHA OBITh BUMMA U3 BHELTHETO MUPA.

Buoumocmu cucmemuvt — 3T0 Mepa Kak HHTepeca 3I0yMBIIIIEHHUKOB K 3TOH CHCTEME, TaK
U KOJINYECTBa MH(OPMAINH, TOCTYIHOH 17151 0OIIEro Mmojb30BaHMs Ha 3TON CHCTEME.

Tak xax MHOTHE yrpo3bl, OCHOBAaHHBIE Ha III00aNbHBIX CETSX, ABJIAIOTCSA BEPOSTHOCTHBIMU
[0 CBOEH NpHpoje, YPOBEHb BHIMMOCTH OpPraHH3alMH HAMPSIMYIO ONpENENseT BEPOSTHOCTD
TOTO, YTO BpaXACOHBIE areHThl OyIyT HBITATHCS HAHECTH Bpel C HOMOLIBIO TOW MM UHOW yT-
po3bl. B IHTEepHETE MI0OO0NBITHBIE CTYIEHTHI, HOAPOCTKHU-BAHAJIbI, KPUMHHAIIBHBIEC 3JIEMEHTHI,
NPOMBIIUICHHBIEC IIITHOHBI MOTYT SIBIISATHCS HOCUTEISIMH yrpo3bl. [Io Mepe Toro Kak HCIojb30-
BaHME TJI00aIbHBIX CETeH /IS AIEKTPOHHON KOMMEPLMH M KPUTHYECKHX 3a/1ad YBEINYUBACTCS,
YHCIIO aTaK KPHMHUHAIBHBIX 3JIEMEHTOB U LIITHOHOB OylIeT YBEIMYUBATHCS.

5.1.3. YSI3BBUMOCTbD. IOCJIEACTBUSA

Opranuzanuy Mo-pa3HoMy YS3BUMBI K pHCKy. IlonuTHkn 0e30MacHOCTH JOJDKHBI OTpa-
JKaTh yS3BUMOCTh KOHKPETHOM OpraHU3aliyi K Pa3IMYHBIM THIIAaM HHIUIEHTOB C 0€30MacHo-
CTBIO U [IENIaTh IPHOPUTETHBIMU HHBECTUIIMU B 001aCTH HANOOIBILIEH ySI3BUMOCTH.

Nmeercs nBa daxropa, ONpeessionux ya3BUMOCTh opranu3anun. [1epsriii ¢akTop — mo-
CJIEAACTBHA MHIMJCHTa ¢ Oe3omacHocThio. [loutn Bece opraHu3anuy ys3BUMBI K (PMHAHCOBBIM
MOTEPSIM — YCTPAHEHHE MOCIEACTBUI MHIMJCHTOB ¢ O€30MIaCHOCTBIO0 MOXKET MOTPeOOBaTh 3HA-
YUTEJIFHBIX BJIOKEHUH, JaXKe €CIIM TOCTPaail HEKPUTHIECKHE CEPBHCHI.

OnHUM U3 BaXKHBIX [IAr0OB IPH OMNPEICICHUH BO3MOXKHBIX MTOCIEACTBUN ABIAETCS BEICHNE
peectpa HH(YOPMAIIMOHHBIX LIEHHOCTEH. XOTS 3TO U KaKETCs MIPOCTHIM, IOAAEPKaHNE TOYHOTO
CIIMCKa CHUCTEM, CETeH, KOMIIBIOTEPOB U 0a3 TaHHBIX, HCIOJIb3YIOIUXCS B OpPraHU3alny, SBIIs-
eTcsl CIIOXHOW 3aaueil. OpraHu3aluu J0JDKHBI O0BEIMHUT 3TOT CIHMCOK C pe3yJbTaraMH pa-



00T 10 KIaccupHUKAIMK TaHHBIX, B X0 KOTOPhIX HH(MOpMaHa KIacCUPHUIUPYETCs MO CTeme-
HU B2)KHOCTH JIJIs BBITNIOJTHEHUsI OpraHu3aliell CBOMX 3a/ad.

Bonee cepbe3Hble MocaeCTBUSI BO3HUKAIOT, KOTIa HapylIaeTcs BHYTpeHHss paboTa opra-
HU3ALUK, YTO MPHUBOJAUT K YOBITKaM M3-3a YIYIIEHHBIX BO3MOXKHOCTEH, IIOTeph pabouero Bpe-
MEHHU U padOT 10 BOCCTAHOBJIEHHIO paboThl. CaMble cepbe3HbIe MOCIEICTBHS — ITO HEBO3MOX-
HOCTh CHCTEMBI BBHIIIOJHATH CBOM BHemHUe (QyHkimn. [lociaencTBus WHIMIEHTAa ¢ Oe30MacHO-
CTBIO HANIPSIMYIO BBI3BIBAIOT HAPYIICHUS paOOTHI CIyxkO.

Bropoii pakTop — 3TO y4eT MONMUTHIESCKUX WA OPTaHU3AIMOHHBIX MOCIEICTBHA.

OtH GaKTOphl HANO0 YYUTHIBATH PU ONPEICICHUH YSA3BUMOCTH OPraHU3aluU K MHIHICH-
TaM ¢ 0e30MMacHOCThIO (Tabu. 5.1.).

5.1. MaTpuna npoduiisi pucka

VYrpo3sl Peiitunr Bunumocts Peiitunr Hueno
OYKOB
Hu omna u3 yrpo3 ne 1 OueHb MasieHbKas 1
CUUTACTCS PEIBHOM
BO0O3MOXXHOCTH  BO3HHK- 3 Cpennsisi, nepuoauye- 3
HOBEHHUSI YTpo3 TSDKENO ckue myOiukanuu 00
OILICHUTH OpraHu3aluu
VYrpo3sl peanbHbl, HUMEN 5 bonpmias, mnocrosiHHBIE 5
MECTO psII CIy4acB WX myOnukanuu o6 opra-
BO3HHKHOBEHHS HU3AIHAN
[locneacrBus Pelitunr VA3BUMOCTH Peiitunr Hueno
OYKOB
DUHAHCOBBIX TOTEPH HE 1 WHIMOEHTH CUHUTAIOTCS 1
OyZeT, BO3MOXKHBIE IIO- MIPUEMIIEMBIMU;  PYKO-
CIIEACTBUSL YYTCHBI B BOJICTBO OPTaHU3ALIH C
OIO[DKETE WM TMPeAIpH- NOHMMAHUEM OTHOCHT-
HSTBI MEPHI 110 TIEPEHOCY Csl K 3TOMY
pucka
Tpooonscenue maon. 5.1
Yrpo3sl Peiitunr Bunumocts PefiTunr Hncno
OYKOB
Bynyt 3aTpoHyThI BHYT- 3 WHnuneHT noBnuseT Ha 3
peHHMEe (GYHKINH opra- HO3UIHIO CpeaHero
HU3aIlNY, MIPEBBILICH 3BEHA yIpaBlICHHUS,
OFOKET, MOTEePSHBI M3MEHHMTCST K Oe3omac-
BO3MOXXHOCTH HOCTH
bynyr 3aTPOHYTHI 5 PykoBonuTenu opranu- 5
BHEIIHHE (YHKIUH Op- 3alUM  CTaHyT JKecTde
TaHU3aIHY, HaHEeCceH OTHOCHUTBCSA K Oe3omac-
OONBIION  (PHMHAHCOBBIN HOCTH
yep6

OO6iree 4ncso 0asIoB:

Peiitunr: 3HaueHue AJsi yrpo3 YMHOXKAETCS Ha 3HAYCHHE ISl BUIUMOCTH, & 3HAYCHUE JUIS
MOCJIEACTBHI YMHOKAETCS HA 3HAYCHUE IS YSI3BUMOCTH. 3aTeM 3TH J[BA YHCIIA CKIIA[bIBAIOTCS:
2 — 10: au3kwmii puck; 11 — 29: cpennuii puck; 30 — 50: BRICOKUI pHCK

5.1.4. VYUET HHOGOPMAIIMOHHBIX IEHHOCTEN

YT0oOBI rapaHTUPOBATh 3aIIUTY BCEX MH(OPMAIMOHHBIX LIEHHOCTEH, M TO, YTO TEKyILas
BBIYMCIIUTENbHAS CPela OPraHU3aIMU MOXKET OBITh OBICTPO BOCCTAHOBJIEHA IIOCIIC HHIMACHTA C
0€30I1aCHOCTBI0, KaX/IbI CETEBOM aJJMUHHCTPATOP A0JDKEH BECTH y4eT HH(POPMaLMOHHBIX CHC-
TEM B €ro 30He OTBETCTBEHHOCTH. CIIMCOK JOJKEH BKJIIOYATh B ce0s BCE CYIIECTBYIOLIYIO arl-
MapaTHYIO YacTh BBIYMCIMTEIBHOM Cpebl, MPOrpaMMBbl, JIEKTPOHHbBIE JOKYMEHTHI, 0a3bl JaH-
HBIX U KaHAJIBI CBSI3H.

Just kaxolt ”HPOPMAIMOHHON LIEHHOCTH J0JDKHA OBITh OIMCcaHa cieayromas nHpopMa-
LHS:

— THI: 000pyNOBaHUE, IPOrpamMMa, IaHHBIC;

— HCIIOJB30BaHKE B CHCTEME OOIIEro Ha3HAYCHHS WM KPUTHYECKOM IIPHIIOKESHHH;

— OTBETCTBEHHBIH 32 JaHHYIO HH)OPMALMOHHYIO [IEHHOCTD;

— ee (M3UYECKOe W JIOTHYECKOE MECTOIIOJIOKEHHE;

— yYeTHBIH HOMep, TJie 3TO BO3MOXKHO.

Hdust Toro 4roObl pa3zpaboTarh 3(G(GEKTHBHYIO TOJUTHKY Oe3omacHOCTH, MH(OpMaLUs,
XpaHuMas win oOpabarsiBacMasi B OpraHu3aliy, J0JDKHA ObITh KiacCH(pUIPOBaHA B COOTBET-



CTBHH C €€ KPUTUYHOCTHIO K IOTEpe KOHPHUICHIIMAIBHOCTH, KOTOpask OblIa pacCMOTpPEeHa paHee.
Ha ocHoBe 310l Ki1accu(UKaIMy IIOTOM MOYHO JIETKO Pa3paboTarh MONUTHKY Ul pa3pelieH s
(wn 3ampereHust) J0CTyna K rI00aIbHBIM CETSIM.

5.2. MOJEJIX OCHOBHBbBIX TUITIOB IOJIUTUK BE3OITACHOCTHU

5.2.1. TUIIBI ITOJIMTHK BE3OITACHOCTH

CyIecTBYIOT CIIEAYIONINE THITBI TIOJUTHK OE30MACHOCTH: OUCKPEeYUOHHAS, MAHOAMHASA U
ponesas.

OcHOBOW Ouckpeyuonnot (OUCKpemHOU) NOAUMUKYU Oe30NACHOCMUY SIBISETCS TUCKPEIIH-
OHHOE ympasieHue noctynoM (Discretionary Access Control — DAC), KOTOpoe OIpenenseTcs
JIBYMSI_CBOMCTBAaMHU:

1) Bce cyOBeKThl M OOBEKTHI IOJDKHBI OBITh WACHTU(HUINPOBAHBI;

2) mpaBa IocTyma CyObeKTa K 00BEKTY CHCTEMBI ONPEEISIOTCS Ha OCHOBAaHUH HEKOTO-
POTO BHEIIIHETO 110 OTHOILIEHHUIO K CUCTEME TpaBHIIa.

K JOCTOMHCTBaAM IlHCer].IMOHHOfI ITOJIMTUKHU 6eSOHaCHOCTI/I MO>XKHO OTHECTH OTHOCHUTCIIb-
HO TIPOCTYI0 pPEalU3alli0 COOTBETCTBYIOIIMX MEXAHU3MOB 3aLIUTHl. JTHM OOYCIOBIEH TOT
(haxT, 4YTO OOJBIIMHCTBO PACIPOCTPAHEHHBIX B HACTOSILEE BPEMs aBTOMATH3MPOBAHHBIX CHC-
TEM OGCCHC‘II/IBa}OT BBLIMIOJIHEHNE MTOI0KEHU UMEHHO )laHHOﬁ IIOJIMTUKHU 6630HaCHOCTI/l.

B xagecTtBe mpuMepa peauzaniii JUCKPEIMOHHOM OJUTHKU Oe30macHOCTH B AC MOXKHO
MIPUBECTH MATPHILY OCTYIOB, CTPOKH KOTOPOH COOTBETCTBYIOT CyOBEKTaM CHCTEMBI, a CTOJO-
bl — 00BbEKTaM; AJIEMEHTHI MaTPUIIbI XapaKTepU3yoT npasa qoctyna. K HegocraTkaM OTHOCHT-
Csl CTaTUYHOCTb MOJIENU. DTO O3HAYaeT, YTO JaHHas IOJUTHKA OE30IIaCHOCTH HE yYUTHIBAET
JUHAMUKY U3MEHEeHUH cocTosiHns AC, He HaKIIapIBaeT OrPaHNYECHUH Ha COCTOSIHUSI CHCTEMBI.

Kpome storo, mpu MCronb30BaHUN AWCKPEIIMOHHOW MOJHUTHKH O€30IacHOCTH BO3HHKAET
BOIIPOC OIpEIENICHUs] MPAaBUII PACIPOCTPAHEHHUS MpaB AOCTYIIA U aHAIN3a UX BIMSHUS Ha 6e30-
nmacHocTh AC. B o0rmieM ciydae mpu HCIIONB30BaHUN JAHHOW MOJUTHKA OE30MACHOCTH TEepen
MOHHUTOpPOM Oe3onacHocTH 00bekToB (MBO), KOTOPEIN NpH CAaHKIIMOHUPOBAHUH JIOCTYTIA CYOh-
eKTa K 00BEKTY PYKOBOZCTBYETCS HEKOTOPHIM Ha0OPOM IPaBWII, CTOUT ajTOPUTMHYECKU He-
paspemnmMasi 3aada: IPOBEPUTHh — MPUBELYT JHM €T0 ISHCTBHS K HapyHICHHIO 0E30IIacHOCTH
WJIN HET.

B 10 xe Bpemst umerorcss mozenn AC, peaM3yIOMNX JTUCKPEIMOHHYIO TOJUTHKY 0e30-
nmacHocTH (Hampumep, Mojens Take — Grant), KOTOpbIe MPEAOCTABISIOT aITOPUTMBI IPOBEPKH
6e301macHOCTH.

Marpuia JOCTYIIOB HE SIBJISIETCS TEM MEXaHHU3MOM, KOTOPBIH ObI IO3BOJIMII peai30BaTh
ACHYIO M YETKYIO cucTeMy 3amuThl nHopmanuu B AC. D1uM 00yClIaBIMBaeTCs IOUCK OPYTHX
0oJiee COBEPIICHHBIX TOTUTHK OE30MaCHOCTH.

OcHOBY Mmanoamuoul (NOIHOMOYHOU) NOIUMUKYU OE30NACHOCMY COCTABIISIET MaHJaTHOE
ynpasienue nocrynom (Mandatory Access Control — MAC), koTopoe Mopa3yMeBaeT, 4To:

— Bce CyOBEKTHI 1 OOBEKTHI CHCTEMBI TOJKHBI OBITH OJHO3HAYHO WACHTU(PHUIINPOBAHEL,

— 3a/IaH JIMHEWHO YHOPSIOYEHHBIH Ha0Op METOK CEKPETHOCTH;

— KaXJIOMy 00BEKTY CUCTEMBI IPUCBOEHA METKA CEKPETHOCTH, OIIPEAEIIAONIas IIEHHOCTh
coJieprKallieiicsi B HeM HH(opMaIuK — ero ypoBeHb cekpeTHoct B AC;

—  KaXJIOMy CyOBEKTY CHCTEMBI IIPHCBOCHA METKa CEKPETHOCTH, OINPEACISIONIas yPOBEHb
noBepusi K HeMy B AC — MakCHMaJIbHOE 3HA4€HHE METKH CEKPETHOCTU OOBEKTOB, K KOTOPBIM
CyOBEKT UMEET JIOCTYI; METKa CEKPETHOCTH CYyOBEeKTa Ha3bIBAETCS €r0 YPOBHEM JIOCTYIIA.

OcHoBHas 11e/Tb MaHJATHON MOJUTHKHA 0€30MacCHOCTH — MPEeJOTBpAIeHne YTeUKH HHPOP-
Manuy OT 00BEKTOB C BHICOKUM YPOBHEM JOCTYTIA K 0OBEKTaM ¢ HU3KHM YPOBHEM JIOCTYIIA, T.€.
MIPOTUBOJICHCTBHE BO3HUKHOBEHHUIO B AC MH(POPMAIIMOHHBIX KaHAJIOB CBEPXY BHH3.

Yamme Bcero MaHIATHYIO TONUTHKY O€30MaCHOCTH OMMCHIBAIOT B TEPMHHAX, MOHATHIX H
oTpeneeHns X cBOMCTB Mojenu bemna-Jlamamgya, kotopast Oyzaer paccMoTpeHa moxe. B pam-
Kax JaHHOW MOJENN JOKa3bIBACTCSl BXKHOE YTBEPKICHNE, YKA3bIBAIOIIee Ha IPUHIUIINAIEHOE
OTJIMYME CHUCTEM, PEATN3YIOUIUX MAHIATHYIO 3aIlUTY, OT CUCTEM C JUCKPELMOHHOM 3aIlnTOi:
ecnu HauanbHoe COCMOAHUE CUCeMbl De30NACHO, U 6ce nepexoobl CUCeMbl U3 COCMOAHUA 6
COCMOAHUE He HAPYWAIOM 0SPAHUYeHUll, CQOPMYTUPOBAHHBIX NOAUMUKOU Oe30nacHocmu, mo
noboe cocmosnue cucmemuvl 6e30naAcHO.

Kpome Toro, o cpaBHennio ¢ AC, IOCTPOSHHBIMH Ha OCHOBE TUCKPEIIMOHHOMN MOJUTHKA
0€301acHOCTH, JJIsl CUCTEM, PeasTU3YIOIINX MaHJIaTHYIO MOJIMTUKY, XapaKkTepHa 0oJiee BHICOKas
CTETIeHb HAJEKHOCTH. DTO CBsI3aHO C TeM, 4To MBO Takoil cuCTeMBI TOJDKEH OTCIICKUBAThH HE
TOJILKO MIPaBHJIa JI0CTYIa CyOBEKTOB CHCTEMBI K 00BEKTaM, HO M cocTosiHus camoii AC. Takum
00pa3oM, KaHaJIBl yTEUKH B CHCTEMAaX JAHHOTO THIIA HE 3AJI0’KEHBI B HEE HEIIOCPEICTBEHHO (UITO
MBI Ha0JIOaeM B IOJIOXKEHHSX IMPEAbIIYIIeH MOJUTHKH 0E30IacHOCTH), a MOTYT IOSBHUTHCS
TOJIBKO TIPH MPAKTHYECKON PeaTN3aliy CHCTEMBI.

IIpu GonbIIOM KOJIMYECTBE MOIb30BATENEH TPaJULIMOHHBIE TOJCUCTEMBI YIIPABIECHHS J0C-
TYIIOM CTaHOBATCS KpalHe CIOXKHBIMH JUI aAMUHUCTPHPOBaHUsA. HHCIO cBsI3el B HUX NPOMOp-



LUOHAJIBHO MPOM3BEICHUIO KOINYECTBA MOJIb30BaTENIel HAa KONMN4ecTBO 00bekToB. Heobxonu-
MBI peLIeHHs B O0BbEKTHO-OPHEHTUPOBAHHOM CTHIIE, CIIOCOOHBIE 3TY CIIOKHOCTD IIOHU3UTb.

B 2001 r. HarimoHanbsHBIN HHCTUTYT cTaHAApTOB U TexHonoruit CIIA npeamoxua npoext
CTaHAAPTA POAEEO20 YNPAGLEHUs OOCHYNOM.

Ponesoe pasrpanunuenue nocryma (PP/]) npeacrasiser coOoit pa3BUTHE MOJUTHKH JIUC-
KPELIMOHHOTO pa3rpaHnydeHHs JIOCTYIa; IIPH 3TOM IIpaBa A0CTYyINa CyObEeKTOB CUCTEMBI Ha 00b-
€KTHI TPYNIIHPYIOTCS ¢ YU4ETOM Crelu(UKN UX NpUMeHeHus, oopa3ys pomnu. PPJ] sBistiercst co-
CTaBJISIOIEH MHOTHX COBPEMEHHBIX CHCTEM M NpHMeHsieTcs B cucreMax 3aumtel CYB/], cere-
BeIx OC.

3agaHue poJsiel MO3BOJISET OMPEACINUTH Oosiee YETKHE W TOHATHBIC ISl MOJb30BaTeNlei
CHCTEMBI TPaBHiIa Pa3TPaHUIEHUSI JOCTYIA, COOTBETCTBYIOIINX UX JOJDKHOCTHBIM ITOJTHOMOYH-
SIM ¥ 00SI3aHHOCTSIM.

Ponp siBiIsIETCS COBOKYIMHOCTBIO MPaB JOCTyIa HAa 00BEKTH cUcTeMBl. Bmecte ¢ Tem PPJ]
HE SIBJIAETCA YaCTHBIM CIIy4aeM IUCKPELIMOHHOTO Pa3rpaHMYEHHs AOCTYIa, TaK Kak IpaBHia
PP]I onpenenstoT nopsAa0K MPeJoCTaBIeHHs IPaB JOCTYIIA CyObEKTaM CUCTEMBI B 3aBUCUMOCTH
OT CECCUH ero pabOThl M OT UMEIOIINXCSI MM OTCYTCTBYIOLIMX Y HErO pOJied B KaXKIbIi MOMEHT
BPEMCHHU, YTO ABJISACTCA XAPAKTECPHBIM JIsI CUCTEM MAHJATHOT'O pa3drpaHUYCHHUs JOCTYyIIa. B 10
xe Bpems npasuia PPJ] sBistrorcst Goee rHOKMMU, YeM NpaBUiia MaHJIATHOTO Pa3rpaHUYEHUs
JIOCTYIIa, TTOCTPOCHHBIE HAa OCHOBE JKECTKO ONPEIEICHHOW pemIeTKH (IIKaJIbl) IIEHHOCTH WH-
(dopmarmy.

CyTb poJIeBOTO pa3rpaHUYEHHS JOCTYIIa COCTOUT B TOM, YTO MEKAY MOJIB30BATEISIMU M UX
MIPUBWIETUSIMA TIOSIBIIIIOTCS TIPOMEKYTOYHBIE CYIIHOCTH — POJIK. JIJIsl KaXKI0TO IT0JIb30BaTENs
OJTHOBPEMEHHO MOTYT OBbITh AaKTUBHBIMU HECKOJIBKO pPOJIEH, Kaxaast 3 KOTOPBIX JJaeT eMy OIl-
penenenubie mpaea (puc. 5.1).

PoneBoit jocTyn HEWTpajeH MO OTHOIICHHIO K KOHKPETHBIM BHAM IIPaB M CIOco0aM HX
MIPOBEPKH; €ro MOXKHO paccMaTpuBaTh Kak OOBEKTHO-OPUEHTHPOBAHHBIA Kapkac, oOJierdaro-
IMH aAMUHUCTPUPOBAHKE, TOCKOJIBKY OH II03BOJIIET CJHENaTh MOACHCTEMY pasrpaHHYCHUS
JIOCTYIIA yNpaBIsieMON MPH CKOJb YTOAHO OONBLIOM YHCIE MOJb30BaTeNel, Mpexie BCero 3a
CYET YCTAaHOBJICHHS MEXIY pPOJSMH CBS3€H, aHAJOTMYHBIX HACJEJOBAaHHIO B OOBEKTHO-
OpPHEHTHPOBAHHBIX cHcTeMax. Kpome Toro, poseil JODKHO OBITh 3HAUMTENBHO MEHBILE, YeM
nojp3oBareneil. B pesyiprare WMCIO amgMMHUCTPUPYEMBIX CBSI3€H CTaHOBUTCS NPONOPLIHO-
HaJIbHBIM CyMMe (2 HE MPOM3BEACHHIO) KOJIMYECTBA MOJIb30BaTEIeH U 0OBEKTOB, UTO 110 MOPSII-
Ky BEJIMYHMHBI YMEHBIINTH yXKE HEBO3MOXKHO.

ITons3oBaTenrs BAaT Iloxp3oBarens 'BATENb ITonp3oBaTens J1EATENE
1 2 |’ N
Pons 1 b 1 Pons K 1 K

v v
IIpaBo mocryma 1 lq,n 1 [IpaBo noctyna 2 ?ucwna IIpaBo nocryna M :-'.I.D cTYna
Puc. 5.1. IToab30BaTesin, 00beKTHI U POJIH

PoneBoe ynpasieHue JOCTYIIOM ONIEPUPYET CIEAYIOIUMH OCHOBHBIMU TOHATHSIMU:

— II0JIb30BaTelb (IEJI0BEK, NHTEIUIEKTyJIbHBIN aBTOHOMHBIN areHT | T.11.);

— ceaHC paboTHI OJIb30BATEIS;

— poiib (ompezensieTcsi B COOTBETCTBUY C OPTaHU3AMOHHOM CTPYKTYpOil);

—00BEKT (CYNIHOCTh, JOCTYIl K KOTOPOH pasrpaHuuyuBaetcs; Hampumep, daiin OC wau
tabmuria CYB/);

—onepanys (3aBUCUT OT 00bekTa; sl paiiiioB OC — yTeHue, 3alKCh, BHITIOJIHEHUE U T.11.;
it Tabnmun CYBJl — BeraBka, yaajaeHHe W T.I., JJISl IPUKJIaJHBIX OOBEKTOB OIEpanyuyd MOTYT
ObITH O0JIEE CIIOKHBIMN);

—TpaBo jAocTyma (pa3pelieHre BHINOIHATh ONpeJeNICHHbIE Ollepaluyl HaJl ONpEeAeIeHHbI-
MU 00BEKTaMH).

Posnsim mpunichIBaloOTCS MOJIH30BATENH M ITPaBa JI0CTYIa; MOXKHO CYMTATh, YTO OHU (POJIH)
MMEHYIOT OTHOIICHHUS "MHOTHE KO MHOTUM" MEXIy MOIbh30BaTeISIMU U MIpaBaMu. Pomn MoryT
OBbITh IPUIHCAHBI MHOTHE TIOJIb30BATEIH; ONH MTOJIb30BATEIb MOKET OBITh NPUIHCAH HECKOJIb-
KM poisiM. Bo Bpemst ceanca paOoOThI MOJIB30BaTENsl AKTHBU3UPYETCS TIOJIMHOXKECTBO POJIEH,
KOTOPHIM OH IIPHUIMCAH, B Pe3yJbTaTe 4ero OH CTAHOBHUTCA o0JiaiaTereM OOBEIUHEHHS IIPaB,
MPUIHMCAHHBIX AKTUBHBIM pOssiM. OIHOBPEMEHHO I0JIb30BATENb MOYKET OTKPBITH HECKOJIBKO
CCaHCOB.

Mexy possiMu (7) MOXKET OBITh OIPEEICHO OTHOLICHUE YaCTHYHOI'O TOpsiAKa, Ha3bIBae-
Moe HacnezoBaHueM. Eciu poinb 72 sBnsercs HaciaeqHuLen 1, To Bce npasa »1 NpUNUCHIBAIOT-



cs 12, a BCe TOJIB30BATENHN 72 IPUMHCHIBatOTCA #1. O4eBHIHO, YTO HACIEIOBAaHUE POJICH COOT-
BETCTBYET HACIICIOBAHHIO KJIACCOB B OOBEKTHO-OPHEHTUPOBAHHOM MPOrPAMMHUPOBAHHH, TOJIBKO
IpaBaM JIOCTyIIa COOTBETCTBYIOT METOABI KJIACCOB, a IMOJIB30BATEISIM — OOBEKTHI (IK3EMILISPHI)
KJIaCCOB.

OTHOILIICHUE HACIIEAOBAHUS SBJISIETCS UEPAPXUUECKUM, IPUYEM MpaBa J0CTYyINa U MOJIb30-
BaTeJIM PaclpoCTPaHSIOTCS MO YPOBHSM HepapXu HaBCTpedy JApyr Ipyry. B obmem ciyuae
HacCJICAOBAaHUC SABJIACTCA MHOXKCCTBCHHBIM, T.C. Y OJIHOﬁ POJI MOKET 6bITb HECKOJIbKO Impeamnie-
CTBCHHMUI] (I/l, €CTCCTBCHHO, HECKOJIBKO HACJICHHI], KOTOPbIX MbI 6y}1€M Ha3bIBaTb TAKKE IIPC-
EMHHIIAMHU).

MoHO TpeicTaBUTh ceOe (OPMHUPOBAHUE UEPAPXUH POJICH, HAYMHAS C MUHIMYyMa IIPaB
(1 MakcuMyMa TIOJIB30BaTEleH), IPUITUCHIBAEMBIX POJIA «COTPYIHHUK», C MMOCTCIICHHBIM YTOY-
HEHHEM COCTaBa MOJb30BaTeNeil u J00aBIeHHEM MpaB (POJIM «CUCTEMHBIH aJMHHUCTPATOPY,
«OyxranTtep» U T.I1.), BIUIOTb J0 POJH «PYKOBOAUTENbY (YTO, BIPOUEM, HE 3HAYUT, YTO PYKOBO-
JIATEINIO MPEAOCTABISIOTCS HEOIPAaHUYCHHBIC MMPaBa; KaK U APYTHM POJISIM, B COOTBETCTBHHU C
MPUHLIXIIOM MUHUMH3AIMHU IPUBUICTHH, 3TON POJIH LEIecO00pa3HO pa3pelinuTh TOIBKO TO, YTO
HEOOXOAUMO JUTS BBIIIOJTHEHHUS CIIY)KEOHBIX 00s3aHHOCTEl). PparMeHT MOJOOHON HepapXuu
poJieii mokas3aH Ha puc. 5.2.

Cotpymuuk  AHHK

|
' ' ¥

CucreMHbiii M Byxrantep  nrep .- PykoBomurenr AHMTEMb
aJMHAHUCTPATOP (Tparwpy

'

I'maBubIll Oyxranrtep -anTep

Puc. 5.2. ®parmeHT uepapxuu poJeii

Jns peanuzanuy eiie oZHOTO YIOMHHABIIErocs paHee Ba)KHOI'O IPHHIUIA HH(OpMALH-
OHHON 0€30MaCHOCTH BBOJWTCS IOHSATHE pa3/elieHHs OO0s3aHHOCTEH, MPUYEM B JBYX BHIAX:
CTaTHYECKOM U TUHAMHYECKOM.

Cratndeckoe paszeneHue 00s13aHHOCTEH HajaraeT OrpaHWYeHHs Ha MPUIHCHIBAHNE TOJb-
3o0Barenedl possiM. B mpocreiiiem cilydae WwWIEHCTBO B HEKOTOPOW POJIM 3alPELacT IPUIIUCHI-
BaHHUE I0JIB30BATENs OIPENeICeHHOMY MHOXKECTBY APYTHX poseil. B oOmiem ciydae maHHOe
OTpaHWYCHHUE 3a[aCTCS KaK IMapa «MHOXKECTBO posiell — 4uciio» (TA€ MHOXKECTBO COCTOMT, IO
KpaiiHell Mepe, U3 JIByX POJIeH, a YHCIIO JOJDKHO ObITH OOJIBIIE €MHUIIBI), TaK YTO HUKAKOIl
0JIb30BATENb HE MOXKET OBITh NPUIHCAH yKa3aHHOMY (MJIM OOJbLIEMY) YUCIY poJiei U3 3aaaH-
HOTO MHOXecTBa. Hampumep, MOXKET CyIIECTBOBaTh ISATH OYXTaJTEpCKUX poJieil, HO TMOJIMTHKA
0€3011acCHOCTH JIOITYCKaeT WIEHCTBO He OoJiee YeM B ABYX TaKHUX POJISIX (3[1€Ch YKCIIO PABHO TPEM).

[Ipn Hanuuun HacienoBaHUS PoJiel OrpaHWYEHHE NMPUOOPETAeT HECKOJIBKO Oojiee CIIOXK-
HBII BHJ, HO CYTh OCTA€TCs MPOCTOM: TPH MIPOBEPKE WICHCTBA B POJISIX HY’KHO YUUTHIBATh IPHU-
MUCHIBAaHKE TI0JIE30BATEINICH POJIIM-HACIIE THULAM.

JuHamudeckoe paszesieHne 00s3aHHOCTEH OTIMYACTCS OT CTATHYECKOTO TOJIBKO TEM, 4TO
paccMaTpUBAIOTCS POJIU, OJHOBPEMEHHO aKTHBHBIE (OBITH MOXET, B Pa3HBIX CeaHCax) MIA JaH-
HOT'O TI0JIb30BATENS (2 HE T€, KOTOPBIM TI0JIb30BATENb CTATUYECKH Npunucad). Hampumep, onun
M0JIb30BaTENNb MOXKET WUIPATh POJb M KacCHpa, X KOHTPOJIEpa, HO HE OJHOBPEMEHHO; YTOOBI
CTaTh KOHTPOJIEPOM, OH JIOJDKEH CHadaja 3aKpbITh Kaccy. TeM caMbIM peanusyeTcs Tak Hasbl-
BaeMO€ BPEMEHHOE OrpaHUYEeHUE T0BEpUs, ABIAIOIIEECs aCIeKTOM MUHUMHU3AI[UH IPUBUIIETHI.

PaccmaTpuBaeMblil IPOEKT CTaHIApTa COAEPKHUT CHeUU(UKALMUA TPEeX Kareropui (yHk-
U, HEOOXOMUMBIX JUT aAMUHUCTpUpoBanus PP/

AnMuHHCTpaTUBHBIE (DYHKIMH (CO3IaHHME M CONPOBOKAECHHUE POJIEH M APYTHX aTpHOYyTOB
pOJIEBOTO JIOCTYIA): CO3JAaTh/yJaUTh POJIb/TIOIB30BATENs, MPUIHCATh II0JIb30BATENS/IIPaBoO
POJM WM JTMKBHAMPOBAThH CYIIECTBYIOIIYIO acCCOLHUALNIO, CO3AaTh/yAAINTh OTHOILICHNE Hacye-
JIOBAaHHS MEXIY CYIIECTBYIOIIMMHU POJISIMH, CO3/aTh HOBYIO POJIb M CHEJaTh €€ HacJeTHH-
LEeW/TIPeAIeCTBEHHHULICH CYIIECTBYIOIEH POJH, CO3AaTh/yAAINTh OTPAHWYCHUS Ui cTaThde-
CKOT'0/JMHAMHYECKOT0 pa3feeHus 00s3aHHOCTEH.

Bcemomorarensabie GyHKINN (00CTy)KUBaHHE CEAHCOB PabOTHI MOJIB30BATENCH): OTKPHITH
ceaHc paOOTHI MOJIB30BATENS C aKTHUBAIMEH Moxpa3yMeBaeMoro Habopa polei; akTHBHPOBAThH
HOBYIO POJIb, IEAKTUBUPOBATh POJIb; IPOBEPHUTH IPABOMEPHOCTH JOCTYTIA.

Wnpopmannonsslie GyHKIUH (MOTyYeHHE CBEJCHUH O TeKyIled KOHQUTypaluy ¢ y4eToM
OTHOIICHHS HACJIe0BaHus). 31eCh MPOBOANTCS pa3zesieHre Ha 00si3aTelIbHbIe U HeoO0s3aTellb-
Hble (yHKIMK. K 4nciy nepBbIX MpUHAUIeKAT NOIyYeHHE CIHMCKA M0JIb30BaTeleH, IpUICcaH-
HBIX POJIH, U CIIUCKA POJIEH, KOTOPHIM IIPUIIKCAH MOJIb30BATENb.

Jnst ananuza v u3yueHust cBoiicts cucrem PPJI ncnonb3yroTcss MaTeMaTHUeCKUe MOJIENH,
B OCHOBE KOTOPBIX JIEXKHUT 0a30Basi MOJIEIb.



5.2.2. MOJEJIb MATPUIIBI JOCTYIIOB XAPPUCOHA-PY330-YJIbMAHA

Mogens Xappucona—Py33o—Ynsmana (HRU) pa3paboTaHa W BIEPBBIC IPEAJIOKCHA B
1971 1., a B 1976 1. nosBunock ee popmanbHoe onucanne. OHa HCIONB3yeTCs U aHAIN3a
CHCTEMBI 3alllUThl, PEATU3YIOIEH JAUCKPEIIMOHHYIO MOJIUTHKY 0€30I1acCHOCTH, U €€ OCHOBHOTO
3JIEMEHTa — MaTpuUIbl H0ocTymoB. [Ipu 3ToM crcTeMa 3amuThl IpeICTaBIsIeTCss KOHEYHBIM aBTO-
MaToM, QYHKIITHOHUPYIOIIAM COTIIACHO OTpEACICHHBIM MPaBUIaM IIepexo/ia.

O603HaunM: O — MHOXKECTBO OOBEKTOB CHCTEMEI; S — MHOKECTBO CYOBEKTOB CHCTEMBI (S
c 0); R — MHOXECTBO TIpaB OCTyma CyOBEKTOB K OOBEKTaM, HAIpUMeEp IpaBa HA YTEHHE
(read), na 3ammuce (write), Bnanenus (own); M — MaTpHIla TOCTYIA, CTPOKHA KOTOPOH COOTBETCT-
BYIOT CyOBEKTaM, a CTONOLBI — 00beKTaM; M[s, o] < R — mpaBa IocTyma CyOBeKTa s K OOBEKTY O.

OTnenbHBIA aBTOMAT, IIOCTPOSHHBIN COTTIACHO MOJIOKEHUsSM Mozaenu HRU, Oynem Ha3bI-
BaTh cucTeMoi. OYHKIIMOHMPOBAHNE CHCTEMBI PACCMATPUBACTCS TOJIBKO C TOYKH 3PSHHUS H3Me-
HEHHWH B MaTpulle AOCTyna. Bo3MO)KHBIE N3MEHEHHS ONPEACISAIOTCS IIECThI0 MPUMUTHBHBIMHU
orepaTopamHu:

«Bnectu» mpaBo r € R B M[s, 0] — nob6aBneHune CyObEKTy s MpaBa JOCTYIA »* K 00BEKTY 0.
[Tpu 3TOM B stueiiky M[s, 0] MaTpHILIBI JOCTYIIOB A00ABIISETCS DJIEMEHT 7.

«Y manuthb» npaBo r € R u3 M[s, o] — ynanenue y cyObeKTa s 1pasa JI0CTyIa » K 0ObEKTY
o. IIpu 3ToM U3 stueiiku M[s, 0] MaTpuIlbl JOCTYIIOB yIAJSE€TCs SJEMEHT 7.

«Co3narb» cyOBeKT s' — 100aBjIeHNE B CHCTEMY HOBOTO cyObekTa s'. [Ipu aToM B Marpuity
JIOCTYIIOB 100ABIISIOTCSI HOBBIE CTOJIOEL! M CTPOKA.

«Co3natb» 00BEKT 0' — nobaBiieHHe B cUCTEMy HOBOTro oObekra o'. [Ipu 3ToM B Marpuily
JIOCTYIIOB 100ABIISIETCS] HOBBIH CTOJNOEII.

«YHUUTOXUTE» CYOBEKT s' — ylaJleHHe U3 cucteMsl cyObekra s'. IIpu aToM n3 Marpuiist
JIOCTYIIOB YAISIOTCSI COOTBETCTBYIOIINE CTOJIOEI ¥ CTPOKA.

«YHUYTOXUTE» OOBEKT 0' — ylaleHne u3 cucreMbl o0bekTa o'. Ilpu 3ToM M3 MaTpuibl
JIOCTYTIOB YAAJSETCS COOTBETCTBYIOIIHNI CTOIOCII.

B pesynbraTe BBITOTHEHUS NMPUMHUTHBHOTO OIEPATOpa a OCYIIECTBIIETCS MEPEXOJI CHC-
TeMsl 3 coctostaus O = (S, O, M) B HOBoe coctosiaue Q' = (S', O', M) (Tabmn. 5.2). Jlanubrii
nepexoa 0603HaunM gepe3 O |-oc 0.

5.2. Tabauua nepexoaoB U3 COCTOSIHUS B cOCTOsiHME Moaeu HRU

[IpumuTHBHBIH Oonepa- VcnoBus HOBO® COCTOSHUE CHCTEMBI

top monenu HRU BBITTIOJTHEHHS
«BuecTtn» nipaBo r € seS,oe '=S5,0'=0,M'[s,0] =M]s, o] U
R B M[s, 0] 0 {r}, (s',0") % (5,0) = M’[s", 0" = M'

[s, 0]

«Y IauTh» TIPaBO 7 seSoe |§'=80"=0,M1Is, o]l=Ms,

€ Ruz M[s, o] (0] ol\{r}, (s, 0)#(s,0)=> M'[s',0'] =
M'[s, 0]

«Co31ath» CyOBEKT s'g S S'=5U {s7,0=0U {s',(s,0) €

s' S'x0'= M'[s,0]=M[s,0],0 € O'
S>M[s'0]=FseS =M Is,o'
=0

«Co31atb» 00BEKT 0' 0o'g O §'=85,0 =0,

(5,0) € S'x0'= M [s,0]=M]s, 0], s
eS'=>M[s,0'1=00

«YHUUYTOXUTE s'eS S'=S8/{s"}, O'=0/{s"}, (s,0) € §x
CcyOBeKT ' O’ = M'[s, 0] = M[s, o]
«YHUUTOXXUTBY» 0'e O '=8,0'=0/{0"},(s,0) € S'x O
00BEKT 0' o'eS = M'[s, 0] = M[s, o]

V3 mpuMHUTHBHBIX ONEPaTOpOB MOTYT COCTABIAThCA KOMaHAbl. Kaxas koMaHIa COCTOUT
13 JIByX 4acCTEW: yCJIOBHUS, IIPU KOTOPOM BBIIIOJIHAETCS KOMaHZA, U IOCIEA0BATEIbHOCTH TIPU-
MUTHUBHBIX OIIEPAaTOPOB.

5.2.3. MOJEJIb PACITPOCTPAHEHMUS ITPAB TOCTYIIA TAKE-GRANT

Monenb pactpoctpanerus npaB goctyna Take—Grant, npemnoxernHas B 1976 r., ucmois-
3yeTcs I aHAIIN3a CHCTEM JHCKPEIIMOHHOTO pasrpaHUYeHus JOCTYIIa, B IEPBYIO OYepeb, IS
aHanu3a IyTel paclpoCTpaHeHUs MIPaB JIOCTYyIa B TAKUX CHcTeMax. B kauecTBe OCHOBHBIX dIie-
MEHTOB MOJIENIH UCIIOJB3YIOTCS rpad IOCTYNOB U IpaBHia ero npeodpaszoBanus. Llens monenu



— J1aTh OTBET Ha BOIPOC O BO3MOKHOCTH IONYUYCHHS IPaB IOCTYNa CYOBEKTOM CHCTEMBI Ha
00BEKT B COCTOSTHHH, OTHCHIBAEMOM TpadoM Mo-CcTynoB. B Hacrosmee Bpems moznens Take—
Grant noxy4nia IpoIoJDKEHHE KaK paciiupeHHas Moaens [ake—Grant, B KOTOpOH paccMaTpu-
BAIOTCS MyTH BO3HUKHOBEHHS MH(GOPMAIIMOHHBIX IOTOKOB B CHCTEMaX C JUCKPELIMOHHBIM pa3-
TpaHIMYEHUEM JOCTYIIA.

[epexons k dhopmansHOMY omucanuto Moaenu Take—Grant, 0603HaunM: O — MHOXKECTBO
00BeKTOB (Hampumep, paiIoB WIH CErMEHTOB MaMsATH); S © O — MHOXECTBO aKTHBHBIX 00BEK-
TOB-CyOBEKTOB (HAIPUMeEp, MONB30BaTENE WK MmpoueccoB); R = {ry, ra, ..., rut U (@, g) —
MHOYKECTBO TIpaB JIOCTyTa, T1e ¢ (take) — mpaBo Opathb mpaBa JOCTyNa; g (grant) — IpaBo IaBaTh
npasa nocrymna; G = (S, O, E) — KOHeUHBII1 TOMEYeHHBII OpUEHTHPOBAHHEIH Tpad Oe3 meTems,
Hpe[lCTaBJ'IHIOHJ,l/Iﬁ TCKYINUC OOCTYNbI B CUCTEME; MHOXKCCTBA S, 0] COOTBETCTBYIOT BEpULIMHAM
rpacda, koTopsie 0003HaYNM: ® — 00BEKTHI (371eMeHTHI MHOXKeCTBa O\S); ® — CyOBEKTHI (AIIEMEHTHI
MHOXKECTBa S); 3yieMeHThI MHOXKeCTBa £ < O X O X R TpencTaBisiOT ayru rpada, TOMEUYCHHBIC
HEITyCTHIMH MTOAMHO)KECTBAMH N3 MHOXKECTBA TPaB I0CTyTA R.

CocrosiHME CHCTEMBI ONKCHIBaeTcsl ero rpadom jnoctynoB. Ilepexos cucteMbl U3 cocTos-
HUSI B COCTOSIHHE OIpEessieTcsl ONepalysiMi WM TpaBuwiIaMK 1peoOpazoBanus rpada JI0CcTy-
noB. [IpeobpazoBanue rpada G B rpad G' B pe3ylibTare BBIIOIHEHUS ONPEICICHHOTrO MpaBuiia
o603naunm uepes G |, G

B xiaccuueckoit mogenu Take—Grant nipaBuiio npeoOpa3oBanus rpada MoxkeT ObITh Of1-
HUM W3 YeThIpeX, TIePEUUCICHHBIX HIDKE.

1. IIpaBuno «bpate» — take (o, x, y, z). [lyctb x € S, y, z € O — paznU4YHbIE BEPIIUHbI
rpada G, p < R, a < B. [IpaBmiio onpepesnsieT TOPSIOK ITOTyIEHIsI HOBOTO Tpada JOCTYIOB
G'uz rpada G (puc. 5.3).

‘ H
N t > B __ yt_ 3B
° ® ® |‘ take (@, X, p,7)  ® ®
X y z X y Z

Puc. 5.3. CyObekt x Oeper y o0bekTa y mpaBa o C 3 Ha 00BEKT z

2. IlpaBuno «laBare» — grant (a., x, y, z). [lyetb x € S, y, z € O — pa3nu4HbIe BEpIIU-

Hbl rpada G, B < R, o < B. [IpaBuio onpenenser NOpsAAoK moixydeHust HoBoro rpada G' u3
rpada G (puc. 5.4).

G (o4 a
g B g B
—>3—>Q® | 9o ——P® ———>©®

grant (o, X, y,

RY y b4 X y 4
Puc. 5.4. CyOpekT x naeT 00BbeKTy y paBa oL C 3 Ha OOBEKT z

3. IlpaBuno «Co3nare» — create (B, x, y). llyctb x € S, B < R, p # &. [IpaBuio ompe-
JIeIIsieT TOPsAoK mosydeHust HoBoro rpada G' u3 rpada G; y € O — HOBBIH OOBEKT HITH
cyOBexT (puc. 5.5).

G G’

d |_ create (B, x, y) d ®

X X y

Puc. 5.5. CyObekt x co3naet HOBbIH 3 — JOCTYIHBIH 00BEKT ¥



4. MpaBuno «Ygamute» — remove (., X, y). [lyctb x € S, y € O — pa3nuyHple BepIINHBI

rpada G, B < R, o < B. [IpaBmiio omnpenenseT MOPSIOK MOTydeHus HoBoro rpada G' u3
rpada G (puc. 5.6).

G G’
B\a
——> ® I_ remove (cLW'_> ®
X y X y

Puc. 5.6. CyOBexT x yaaiseT npasa J0OCTyIa oL Ha OOBEKT )

[epeuncnennsie nmpaBuna «bpate», «/aBatb», «Co3natb», «YIanuTe» CBEICHHI B TaOII.

5.3.
5.3. IlpaBuua moaenu Take-Grant
IIpaBuna mogenu Take—
Vcenosus PesynpTupyloliee cocTOSHUE CHCTEMbI
Grant

«bparey take (o, x, y, | x € S, (x,y, ) € E, (x,y,B) € E, §$'=850=0E=EU {x,z,
z) x#z, 0 C P a)}

«HaBatb» grant (o, x, | x€S,(x,y,2) € E, (x,z,B) € §’'=80'=0,E'=EU {0,z
»,2) E,y#z,acB o)}
«Cosnarweycereate (B, x, xeS,ye0 O0'=0U {},5=SU {y},ecm y
) — cybwext; E' = E U {(x, 1, B)}
«Y namute» remove (a,| x€S,ye O, (x,z,B)eE,ac | S'=S5,0'=0FE' =E\{(x,y, o)}
X, ) p

B mopnenu Take—Grant OCHOBHOE BHUMAaHHE YJIENSETCSl ONPE/ICIEHUIO YCIOBHA, TIPH KO-
TOPBIX B CHCTEME BO3MOXHO PaclpoCTpaHEHHUE TpaB JI0-CTyIIa ONpeesIeHHbIM criocoboM. Pac-
CMOTPHUM YCIIOBHUS pealM3ally: CIoco0a CaHKIMOHWPOBAHHOTO IIOJyYEHHUs MpaB JOCTyNa H
croco0a MOXHUILEHNS TpaB AOCTYTIA.

5.2.4. MOJAEJIb CUCTEMBI BE3OITACHOCTH BEJIVIA-JTAITAYJIA

Knaccuueckass monens bemna—Jlananyna (BJI) mocTpoeHa juis aHaiM3a CUCTEM 3allUTEHI,
pearM3yIomux MaHaaTHoOe (MIOJTHOMOYHOE) pa3rpaHuueHHe A0CTyTa. BO3MOXKHOCTE €e HCHOIIb-
30BaHUs B KauecTBe (DOPMaJIbHONW MOJIENN TAKUX CUCTEM HENOCPEACTBEHHO OTMEUEHA B KpHTe-
pun TCSEC («OpamxeBas kaura»). Monens bJI 6pu1a ipeamoxkena B 1975 r.

[TycTh onpeneneHsl KOHEUHBIE MHOXKECTBA: S — MHOXECTBO CyOBEKTOB CHCTEMBI (HATIPH-
Mep, TIOTB30BaTEN CHCTEMBI H TIPOTrpaMMbl); O — MHOJKECTBO OOBEKTOB CHCTEMEI (HAIpUMeED,
Bce cucTeMHble Gpaiiinl); R = (read, write, append, execute) — MHOXECTBO BUIOB JOCTyIa CyOb-
eKTOB 13 S K o0bekTaM u3 O, Tae read — IOCTYI Ha YT€HUE, Write — Ha 3alUCh, append — Ha
3aIKch B KOHELl 00BEKTa, execute — Ha BINIOJIHEHHE.

O603Ha4MM:

B =1{bcSx0 xR} —MHOKECTBO BO3MOXHBIX MHOXECTB TEKYIIHUX JOCTYIOB B CHCTEME;

M= ||M SO” — MaTpula pa3pelIeHHbIX AOCTYIOB, rae M, € R — pa3pelleHHbIl JOCTyI
cyOBeKTa § K O0BEKTY 0;

L — mHOXECTBO ypoBHEH cexpeTHOocTH, Hanpumep L = {U, C, S, TS}, tne U< C < S < T§;

(for fos fo) € F = L’ x L°x L° — tpotika GyHKumii (f;, fo, f-), ONPEIEISIONIHX:

fs S > L — ypoBeHb A0mycKa CyObeKTa;
f>: S — L — ypoBeHBb CEKPETHOCTH OOBEKTA;
fe:S — L — Texymmii ypoBeHB JIOIyCKa CyOBeKTa, IIpH 3TOM Vs € Sfu(s) < fi(s);

H — texymuii ypoBeHb nepapxuu 00BEKTOB;

V=BxMxF x H—MHOXKXECTBO COCTOSHHUI CHCTEMEI;

(Q — MHO>KECTBO 3alIpOCOB CUCTEME;

D — MHOECTBO peIIeHHi! 1o 3arpocam, Hapumep {yes, no, error};

We QxD xVxV— MHOKECTBO ISHCTBUN CUCTEMBI, T1Ie YeTBepKa (¢, d, v, vi) € W 03-
HA4aeT, YTO CUCTEMA IO 3aMpPOCy ¢ C OTBETOM d MEPEILIA U3 COCTOSIHUS V| B COCTOSIHUE Vy;

No — MHOXecTBO 3HaueHu Bpemenu {No =0, 1,2, ...};

X — MHOXecTBO (QYHKIMH x: No — (), 3aJlaloliX BCE BO3MOXKHBIE MOCIIEI0BATEIILHOCTH
3aIPOCOB K CHCTEME;

Y — mMHOXecTBO QyHKuuMit y: No — D, 3a1atolix BCe BO3MOXKHBIE [1OCIIEA0BATEIBHOCTH



OTBETOB CUCTEMBbI I10 3aIIPOCaMm;

Z — MHOXecTBO (QYHKUWH z: No — V, 3aJaromunx Bce BO3MOXKHBIE TOCIEOBATEIIEHOCTH
COCTOSTHUY CHCTEMBI.

be30macHOCTh CHCTEMBI ONPEENAETCS C TOMOIIBIO TPEX CBOMCTB:

Sss — CBOICTBA POCTOM Ge3onacHocTH (simple security);

*_— CBOMCTBA 3BE3/IbI;

ds — cBOWCTBa qUCKpeTHOM Oe3omacHocTH (discretionary security).

Omnepupyst STUMH CBOWCTBAMHU U UX COYETAHUSMH BO3MOXHO IOCTPOSHHUE 3aIIUTHI CHCTE-
MBI JTF00O0H CIIOKHOCTH.

5.2.5. MOJAEJIb LOW-WATER-MARK

Monens Low—Water—Mark (LWM) npencrasisier onuskuii kK mogenu bBJI moaxon k onpe-
JICJIEHUIO CBOMCTB CHCTEMBI 0€30IIaCHOCTH, peau3yonieil MaHAaTHYIO (TTIOJIHOMOYHYIO) TOJIH-
TUKy Oe3zomacHocTH. B Mmomermn LWM nipemaraercst Hopsaok 0e30macHoro (yHKIMOHUPOBAHUS
CHCTEMBI B ciIydae, KOrJia Mo 3arpocy cyObekTa eMy Bcerja HeoOXOJMMO HpeloCTaBIsTh J10C-
TYII Ha 3aIKCh B OOBEKT.

[lycTh ompeneneHbl KOHEYHBIE MHOXXECTBA: S — MHOXECTBO CyOBEKTOB cucTeMbl; O —
MHOXECTBO OOBEKTOB CUCTEMBI, R = {read, write} — MHOKECTBO BHJIOB JIOCTyTIa CyOBEKTOB W3
S k oobexram u3 O.

Oo6o3HaumM: B = {b = S x O x R} — MHO)KECTBO BO3MOKHBIX MHOKECTB TEKYIIHX JOCTYIIOB B
cucreMe; L — MHOXECTBO YpoBHeH cekpetHocTy; (fy, f,) € € F'= L' x L° — npoiika ¢pynkuwii (f;, f;),
OTIpEIENSIONNX: f;: S — L — ypOBeHb JOIycKa CyOheKTa; YpOBEHb JIOITycKa cyObekTa u f, = S —
L — ypoBeHb CEKpeTHOCTH 00beKTa; V' = B x F'— MHOXECTBO cOCTOSIHUH cucTeMbl; W < OP x x
V' x V — MHOMECTBO ISWCTBHI CHCTEMBI, T TpoiKa (op, (b, f), (b*, f*)) € W o3Hauaer, 4To cucTe-
Ma B pe3yJibTaTe BBIOJHEHHs orepaiu op € OP nepenuia u3 coctosiaus (b, f) B cOCTOsIHUE
(b*, f).

MHuoxectBo OP comepXuT onepaiu read, write, reset, OIMCaHHBIC B Ta0I. 5.4.

5.4. OcHoBHbIe onepanuu mogeau LWM

VY CII0BUSBBI-
Onepauust PesynbTar BINONIHEHUS ONepaluu
TOJIHCHUS

read (s, 0) 1i(s) = f,(0) T =£b"=bU {(G, o, read)}

write (s, 0) Si(s) = fo(0) o= h Y 0% 0 [)(0) = fo(0), f o(0) = f(5), if (f o(0") <
1:(0)) then o =@, b"=b U {(s, o, read)}

reset (s, 0) fi(s) > f,(0) f=fo Y o'#0 [0 =10, [ (0) = max (L)

B pesynbrare BBINOJIHEHHS ONEPALMU Write YPOBEHb CEKPETHOCTH OOBEKTa CHIKAETCS 110
YPOBHS JlocTyna cy0obekTa. Ecin 3T0 CHIKEHHE pealbHO IPOUCXOIMT, TO BCS MHpOpMauus B
o0bekTe ctupaercs. B pesynbrare BHIOIHEHHUS OIIEPAIUN Fese! YpOBEHb CEKPETHOCTH 00bEKTa
CTaHOBUTCS MakCHMaJIbHO BO3MOXKHBIM B CHCTEME.

Takxum obpazom, paccmorpernbie moaenu HRU, Take—Grant, BJI MoryT OBITH MCIIONB30-
BaHBI [IPU TIOCTPOCHHH ITOJUTHK OS30IIaCHOCTH U aHAIU3E IeTePMUHHPOBAHHBIX CUCTEM 3allld-
TBI, T.€. CHCTEM, KOTOPbIE HEe BKJIIOYAIOT JIEMEHTOB, HMCIOLINX BEPOATHOCTHYIO NpHpoay. [1pu
HCCIICIOBAHUH CHUCTEM, 3aKOHOMEPHOCTH (DYHKIMOHHPOBAHHS KOTODPBIX CJIOXKHBI MJIM IPAKTH-
YeCKH He MOANAIOTCS OIMCAHUIO, IIEIeCO00pa3HO HMCIOJIb30BATh IEMEHTHl TEOPHU BEPOSITHO-
creit. K YHCITYy TaKUX CUCTEM MOXKHO OTHCCTHU r100aIbHbIC BBIYUCIIMTEIbHEIC CCTH, HAIIpUMED
Internet, WK COBPEMCHHBIC MHOT'03aJa4HbI€, MHOTOIIOJIB30BATCIbCKUE CETEBLIC ONCPAllMOHHBIC
CHCTCMBI.

5.2.6. MOJEJIA POJIEBOTI'O PABSTPAHUYEHUSA JOCTYIIA

5.2.6.1. Ba3oBast MoJenb POJIEBOrO Pa3rPaHUUEHUS JOCTYTa

bazoBas mogzens posneBoro pasrpanunuenus noctyna (PPI) ompenenser cambie oOriue
IPUHLMIIEI IocTpoeHus moneneu PP/I.

OcCHOBHBIMU 37IeMeHTamMu 0a30B0# Monenu PPJI sBnsroTCs:

U — MHOX€eCTBO MOJIb30BaTENEH;

R — MHOXeECTBO poJeil;

P — MHO€ECTBO IpaB 10CTyIa Ha 0OBEKTHI CHCTEMBI;

S — MHO’KECTBO CECCHI M0JIb30BaTelICH;

PA: R — 2" — pynxums, onpenensiomas /s Kaxa0il pold MHOKECTBO HpaB JOCTYIIA;
IIPU 3TOM JUIsl K&KAOTo p € P cymiecTByeT r € R Takas, 4to p € PA(r);



UA: U — 28— (hyHKIHA, Onpemensromast Iisi KaXXI0To MOJIh30BATENsI MHOKECTBO POJIEH,
Ha KOTOPBIC OH MOXET OBITh aBTOPH30BaH;

user: S — U — QyHKIUS, ONMpPEeNsIonas il KaKIOH CECCHU TOIh30BaTEIsI, OT UMEHH
KOTOPOTO OHAa aKTHBU3UPOBAHA,

roles: S — 28 — (yHKIHS, OTIpeelsonIast [UTs IOJIb30BaTeNsl MHOXKECTBO POJIeH, Ha KOTO-
pbl€ OH aBTOPU30BAaH B IAHHOM CECCUU; IPU STOM B KaXK/IbIii MOMEHT BPEMEHH JJIS1 KAXKIOIO § €
S BeimonHsiercst ycnosue roles(s) < UA(user(s)). IIpuHIMIMATIBEHO MOTYT CYIIECTBOBAaTh POJIH,
Ha KOTOpbI€ HE aBTOPU30BaH HU OJMH I0JIb30BATEb.

B 6a3oBoit moxern PP/] mpennonaraercs, uro maoxkectBa U, R, P u ¢dyHkuuu PA, UA He
M3MEHSIOTCSI C TEUCHHEM BpeMeHH. MHOXKEeCTBO poJieii, Ha KOTOpBIE aBTOPH3YETCS IOJIb30Ba-
TeNh B TEUCHHWE OJHOU CECCHM, MOAM(DHUIUPYETCS caMHM IONb30BareieM. B 0a3oBoit Monenn
PPJl oTCYTCTBYIOT MEXaHH3MBbl, IIO3BOJISIOIIME OIHOM CECCUM aKTHMBU3UPOBATH IPYIYIO Cec-
cuio. Bee ceccnn akTHBH3HPYIOTCS TIOIH30BATENIEM.

,21.]'151 o6ecnequI/m COOTBETCTBUSA peaﬂbeIM CHUCTCMAaM, Ka)K[l]:lﬁ I10JIb30BAaTCIIb KOTOp])IX
3aHUMACT OMNpPEJEIICHHOE TOJIOKEHUE B CITY)KCOHOH MepapXvu, Ha MHOXKECTBE POJICH peain3y-
eTCs uepapxudeckasi CTpyKTypa.

Hepapxueii poneii B 6a3o0Boii mogenu PPJl Ha3piBaeTcs 3ajaHHOE HA MHOXECTBE poJicii R
OTHOIIICHHE YAaCTUYHOTO TOPSIKa «<» (OTHOIICHHE «<» 00JafacT CBOMCTBAMHU PedICKCHBHO-
CTH, aHTI/lCI/IMMeTpH‘{HOCTl/I u TpaHSI/lTI/IBHOCTl/I). le/I 3TOM BBIIIOJIHACTCA ycnoane IS

ueUecmr,r'eR,re UAw)unr' <r, tor" € UA(u).

Takum 00pa3zom, HapsIy ¢ JTAHHOH POJIBIO MOJB30BATENb JOJDKEH OBITH aBTOPU30BAaH Ha
BCE POJIU, B €€ HU3LINX YPOBHSIX UEpapXUH.

JpyruM BayKHBIM MEXaHU3MOM 0a30Boi Monenu PPJ sBISIFOTCS OrpaHUYCHUsI, HAKIIAIbI-
BaeMbIC Ha MHOXKECTBa POJICH, Ha KOTOPBIE MOXET OBITh aBTOPHU30BaH IOJIH30BATEIb MM Ha
KOTOPBIE OH aBTOPU3YETCS B TCUCHUE OHOI CECCHU.

B 6a3oBoii momenn PP/] 3amaHbl orpaHIYeHAS CTATHYECKOTO B3aMMHOTO HCKITFOUEHUS PO-
JIeH WK TpaB AOCTYIA, €CIIN BBIOIHIIOTCS YCIOBHUS:

R=R, U ..UR,tmeRRNR =0 mal<i<j<nm
|UAw) N R)I<TmsueUiel,2, ... n
P=P U .. URytne,NP=C o1l <i<j<m,
|PA(r) f P1|Sl)lﬂﬂp€ Uiel, 2, ...,m

MHoOXecTBO poJieii M MHOXKECTBO IIPaB JOCTYIA PAa3IeiSIOTCS Ha HENepeCceKaroIIuecs
moaIMHOXKecTBa. [Ipy 5TOM KaKIBId TIOJIH30BATENb MOXKET 00JamaTh He Ooiee, 4eM OJHOU po-
JBI0 U3 KaXIOTO IMTOAMHOKECTBA POJIeH, a KaX1asi poyib — He 0oJiee, YeM OJHUM IPaBOM JOCTY-
I1a U3 KaKIO0TO IMMOAMHOKECTBA IIPaB AOCTYIIA.

B 6a3oBoit monenu PP/ 3amaHo orpaHWdeHHe AMHAMAYECKOTO B3aUMHOTO HCKITIOYCHHUS
poJiel, ecliu BBITIOHSIOTCS YCIOBUS:

R=R;/U..UR,tneRNR =D mal<i<j<nm
|roles(s) NRI<lmaseSiel,?2, .. n

MHoecTBO poJiel pa3JiensieTcss Ha HelepeceKaroluecs noaMHoxxecTsa. [Ipu 3Tom B ka-
JKIOW CECCHU T0JIb30BaTeh MOXKET 00JanaTh He OoJsiee, 4eM OJHOUM POJIBIO W3 KaXKIIOTO MOJ-
MHOKECTBa poJIei.

B 6a3oBoit monenu PP]l 3aganHbl cTaTnveckre KOMHMYSCTBEHHBIC OTPAHUYCHUS HA 00nana-
HUE POJIBIO HIIH ITPABOM JIOCTYTIA, €CIIH ONPEICICHBI B (DYHKIIHH:

o:R— Ny B:P— N,

rae Ny — MHOXECTBO HATYPAJIbHBIX YKCEII C HYJIEM, U BBITIOJIHSIOTCS YCIOBUSI:
lu4™ (r)| <a()mareR;
|PA’l(p)| <B(p)map e P.

s Ka10i posu yCTaHAaBJIMBAETCS MAaKCHMaJIbHOE YMCIIO I10JIB30BATENEM, KOTOPhIE MO-
I'yT OBITh HA HEC aBTOPU30BAHBI, a JJIsI KAXKIOTO MPaBa OCTYIa YCTAHABIMBACTCS MAaKCUMAaJIhb-
HOE YHCJIO POJiei, KOTOPhIC MOTYT UM 00JIa/1aTh.

B 6a3oBoii mogenu PP/l 3agano nuHamMuyeckoe KOJMYECTBCHHOES OrpaHMYCHHE Ha 00Jia-
JTAaHWE POJIBIO, €CITH OTpeieiicHa (hYHKIUS

Y:R—> Ny

U1 BBITIOJIHACTCSA yCIIOBUE



|roles’1(r) | < y()mnar e R.

Jns ponu ycraHaBIMBaeTCs MaKCHUMaJIbHOE YHCIIO CECCUU MOJIb30BaTeNe, KOTOpbIE MO-
ryT O[lHOBpeMeHHO 6]:.IT]) Ha HEE aBTOpI/ISOBaHI)I.

B 6azoBoit Mmonenu PP/ 3amaHbl cTaTHueckue OrpaHuueHHs] HEOOXOIUMOro O0JaJaHMs
POJIBIO HITH MIPABOM JIOCTYIIA, €CIIH OTPEACICHBI BE (DYHKITHH:

OL:R—>2R; B:P—)ZP,

Y BBITIOJTHSIOTCS YCJIOBHSL:

e miuec U ecmur, e R re UdAlw)ur' € a (v), To r' € UA(u);,

e misir € R, ecmup, p'€ P,p e PAr)up' € B (p), 7o p' € PA(r).

Jnst Ka>kHol posi AJIsk TOro 4ToOBl HAa Hee MOT ObITh aBTOPU30BAH I10Jb30BATEb, MOTYT
OBITH OIpeNieNIeHbl POJIM, Ha KOTOpPBIE IOJIb30BAaTEeNb TaKXKe JOJDKEH OBITh aBTOpu3oBaH. Jlis
Ka)XJIOr0 IIpaBa JA0CTyMa, AJsl TOro 4ToObl UM 00Jiajiana posib, MOTYT OBITH ONpeIesieHbl IpaBa
JIOCTYIa, KOTOPBIMH JIAaHHAS POJIb TAKXKE JI0JIKHA 00J1aaTh.

B 6a3oBoii monenu PPJ] 3agano AnHaMu4eckoe orpaHuueHre HeoOXOIUMOro 00JaaHus
POJIBIO, €CIU onpeesieHa (hYHKIHS

y:R—2f
1 BBITIOJTHSIETCSI YCIIOBUE
wiis €S, ecnur, r' € R, r € roles(s) ur' €y (r), To r'e roles(s).
Jiist ka0 posd, st TOro 4ToObl HA Hee MOT OBbITh aBTOPH30BAH MOJIH30BATEb B HEKO-
TOPOM CecCHU, MOTYT OBITh OMPEENICHbI POJIH, Ha KOTOPbIE MOJIb30BATENb TAKKE JOJIKEH ObITh
AaBTOPHU30BAH B JAHHOU CECCHH.

- ~

ITonp3oBaTenu

)

IIpaBa nocryna

(P)

Puc. 5.7. Crpykrypa 3j1eMeHTOB 0a30B0ii mogeau PP/]

OOmast cTpykTypa 37aeMeHTOB 6a30Boii mozaenu PP/] umeer Bua, npecTaBiICHHBIN HAa PUC.
5.7.

5.2.6.2. Monens aiMUHUCTPUPOBAHUS POJIEBOrO Pa3rpaHUUEHUS JOCTyTa

Cmpykmypa mooenu aOMUHUCHMPUPOBAHUSA PONe8020 paszpanuydenus oocmyna. Kax
yKe OTMedanoch, B 0a3oBoit Mmoaenu PP/l npeanonaraercs, uro MHoxxectBa U, R, P 1 QyHKINU
PA u UA He n3aMeHSIOTCS ¢ TeYeHHEeM BPEMEHH WIH CYIIECTBYET CIUHCTBEHHASI POJIb — «O(H-
1ep 0e301macHOCTHY, KOTOPAask MPEIOCTABISIET BOZMOKHOCTh U3MEHSTh 3TH MHOXeCTBa U (PyHK-
un. B peanpHBIX KOMIBIOTEPHBIX CHCTEMaX, B KOTOPHIX OJHOBPEMEHHO MOTYT paboTaTh COTHH
W THICSYM TOJIB30BATENEH, a CTPYKTypa poJiei u MpaB IOCTyma MOXKET OBITh OY€HB CIIOXKHOM,
npo0yieMa aTIMUHUCTPUPOBAHUS SBIICTCS UPE3BBIYANHO Ba)KHOM 3amaueil. J[s pemeHus 3Toi
3a/1a4¥ pacCMaTpPUBAETCs MOCTPOCHHAsE Ha OCHOBE 6a30Boi Moaenu PP/l Mmoaenb aaMUHUACTPH-
posanus PP/I.

B nononnenue k uCmonab3yeMbIM dyieMeHTaM 0a3oBoit mozenu PPJl B Mojenu aqMUHUCT-
pupoBanus PP/ paccMaTpuBaroTcs ciemyromue 3eMeHTsI (puc. 5.8):

AR — MHOX€ECTBO aJIMUHHUCTPATUBHBIX poiieit (AR | R = &),

AP — MHOX€CTBO aJIMMHHCTPATUBHBIX npaB jgoctyna (AP () P = &),

4 N




Puc. 5.8. CTpykTypa 3;71eMeHTOB MO/e U agAMUHUCcTPpUpoBanus PPJ

APA : AR — 2*" — pynkuus, onpenensromas s Kax10H aIMUHUCTPATUBHON POJIH MHO-
KECTBO aIMUHUCTPATHBHBIX IIPaB J0CTYIIA; IIPU 3TOM JUIS KaXJ0ro p € AP cymectByeT r € AR
TaKas, uto p € APA(r);

AUA : U — 2™ — pynxuus, onpenensiomas i KaxI0r0 MONb30BaTeNs MHOXKECTBO all-
MHUHHCTPATUBHBIX POJIEH, HA KOTOPbIE OH MOKET ObITh ABTOPU30BaH.

Kpome Toro, nepeonpenensiercs ciueayromas GpyHKuus:

roles: S — 28 U 2% — pyuxims, onpeaensiomas [uIs 101630BaTENs MHOKECTBO POJIEH, Ha
KOTOPBIC OH aBTOPHU30BaH B [laHHOﬁ ceCCum; Mpu 3TOM B Ka)i(}lblﬁ MOMCHT BPEMCHH JJI KaKI0-
ro s € S BemonHseTcs ycnoBue roles(s) < UA(user(s)) u AUA(user(s)).

Kak u B 6a30B0it mogenu PPJI, B moaenu anmunuctpupoBanus PPJl peanusyroTcs uepap-
XM aIMUHUCTPATHBHBIX POJIEH U MEXaHU3MbI OTPAaHHUCHUI.

HUepapxueil poneil B Mmojenu aamuauctpupoBanus PP/l Ha3piBaeTcs 3ajaHHOE Ha MHOXKe-
CTBE poJieil AR OTHOILLIEHUE YaCTUYHOTO NOpsAAKa «<». [Ipu 3TOM BBIIOIHSETCS YCIOBUE

eswisiuc U ecmar, ' € AR, r € AUA(w)ur' <r, 10 re AUA(u).

AZMUHHCTPATUBHBIE POJIM MOTYT OBITh pa3feieHbl Ha TPU TPYMIIBI IO CBOEMY Ha3Haue-
HUIO:

1) agMuUHHCTPUpPOBaHHE MHOXKECTB aBTOPH30BAHHBIX POJICH MOJIb30BaTENEH;

2) aaIMHHHUCTPHUPOBAHHE MHOXKECTB MPaB JIOCTYIA, KOTOPBIMU 00JIaJaf0T POJIH;

3) agAMUHHCTPUPOBaHWE UEPAPXUN POJICH.

Kak npaBuio, kaxmoil agMHUHHCTPAaTHBHON pPOJIM Ha3HAYalOT MOAMHOMKECTBO HEpPapXuu
poJieli, mapaMeTphl KOTOPHIX JTaHHAs aAMUHHUCTPATHBHAs POJIb MO3BOJISIET U3MEHATh. PaccMoT-
PHUM KXKIYI0 U3 TPYIIT aIMUHUCTPATUBHBIX poJel moxpoOHee.

AOmunucmpuposanue MHOXHCECE A8MOPU308AHNBIX poiell norvsosameney. Ilpu agmu-
HUCTPUPOBAHMH MHOKECTB aBTOPHM30BAHHBIX poJieil Moib30BaTesieii M3MEHSIOTCS 3HaYe-
Husa pynknuu (UA) [as n3meHenns 3HadeHnuii pynkuuu (UA) onpenessiioTesi cnenualib-
HbIe AIMHHUCTPATHBHBIC POJIM U3 MHOXKecTBa AR.

Jist aqmMUHUCTPUPOBAaHUSI MHOXECTB aBTOPH30BAHHBIX pOJieil Mmojb3oBaTeIed Heo0XoIu-
MO ONpPEAETATh:

e Ul K&KAOH aAMUHUCTPATUBHOM POJIM MHOXKECTBO POJIEH, MHOKECTBA aBTOPH30BAaHHBIX
MOJIb30BaTeNeN KOTOPBIX OHA MO3BOJISET U3MEHSTD;

e Uil KaXJOH pOJIM NPEIBAapUTEIHHOE YCJIOBHE, KOTOPOMY JIOJDKHBI COOTBETCTBOBAThH
MOJTb30BATENH, IPEXIE YeM OHU OYAyT BKIIOYEHBI B MHOXKECTBO €€ aBTOPH30BAHHBIX IOJIB30-
BaTelei.

[TycTb 3amana nepapxust posneii (puc. 5.9, a) u nepapxusi aAIMUHUCTPATUBHBIX poJiel (puc.
5.9, 0).

MunHnMaibpHas poib B HepapXuu — cayxamwii (F). Mepapxus poiel pa3padOTINKOB Mpo-
€KTOB MMEEeT MaKCUMANbHYIO poJib — 1upektop (DIR), MUHUMaIbHYIO posib — HHXeHep (ED). B



YIPaBICHUH BBIIOIHAIOTCA pabOThI 10 ABYM MPOEKTaM. B KaxIOM IpOEKTe ONpeaeseHbl MaK-
CUMallbHasl poJib — PyKOBOAUTENb MpoekTa (PL1, PL2 cOOTBETCTBEHHO), MUHUMAJIbHAS POJb —
nmkenep npoekra (E1, E2 cOOTBETCTBEHHO) M HE CpPaBHHMBIE MEXIy COOOH POJIM — HHXKEHEP
o npom3BoACTBY (PE1, PE2 COOTBETCTBEHHO) M WHXKeHep 1o KoHTpoito (QF1, QF2 cooTBer-
CTBEHHO). Mepapxus afIMUHUCTPATUBHBIX POJIEH COCTOUT M3 YEThIpEX pOJieH C MaKCUMAaJIbHOMN
posbio — crapimii opunep 6ezonacuoctu (SSO).



B paccMmarpuBaeMoM mpuMepe aJIMHUHUCTpATHBHAs posib PSOl1 TO3BOJSET BKIIOYATH B
MHO>KECTBAa aBTOPH30BaHHBIX poJsiei monb3oBatens ponu PE1, QF1, E1. Ilpu 3tom, ans Toro
4TOOBI JTF00Aast U3 TIEPSUNCIICHHBIX POJICH MOTJIa ObITh BKJIFOUYEHA B MHOXKECTBO aBTOPH30BAHHBIX
poJieii moJIb30BaTes, OH yXKe TOJDKEH 00J1anath poiibio ED.

st aIMUHUCTPUPOBAaHKsI MHOXKECTB aBTOPU30BAHHBIX POJIEH I0Jb30BaTENIC HA MHOXKE-
CTBE aIMHUHHACTPATHUBHBIX POJICH 3aal0TCS CICITYFOIINE (PYHKIIHH:

e can-assign: AR — CR x 2% — gynxkims, onpenensomas s KaxIoil aiMIHACTPATHBHON
POIM MHOXECTBO POJICH, KOTOPhIE MOTYT OBITh BKJIFOUCHBI B MHOXECTBO aBTOPU30BAHHBIX PO-
JICH TONB30BATENS C MCIOIB30BAHUEM JTAHHOHM aJMUHUCTPATHBHOW POJIA MPU BEHITIOJHEHUH 3a-
JTAHHBIX TPEABAPUTEIHHBIX YCIOBUH;

o can-revoke: AR — 2" — pyuxuus, onpenensomas ans Kaxaoi aIMUHHCTPATHBHON Po-
JIU MHOKECTBO pOJIeH, KOTOpbIE MOTYT OBITh MCKITFOUEHBI M3 MHOJKECTBA aBTOPH30BAHHBIX PO-
Jied TI0JIb30BaTeNIs ¢ UCIIOJIb30BAaHUEM IaHHOM aIMUHUCTPATUBHOM POJIH.

Kak mpaBmiio, MHOKECTBO poJieH, sBIAroIIeecs 3HaueHHeM (YHKUHUU can-assign() Wi
can-revoke(), 3a1aeTCs MHTEPBAIIOM POJIEH OJJHOTO U3 YETHIPEX BUIIOB:

[x,y]={x"e R,tme x < x'ux' < y};

(x,y]={x"eR,tnex <x'mx < y};

[x,y)={x"eR,tnex <x'ux' < y};

(x,y)={x'eR,tnex<x'ux'< y},tne x,y € R.

Hepapxus poseii u nepapxus aIMUHUCTPATUBHBIX POJICH MpeacTaBicHa B Tabl. 5.5 u 5.6.

5.5. 3navenne pynkuuncan-assign() 5.6. 3nauenue gynxyuu

can-revoke()

AnmunHucTpa- Tpensapu- MHOXeCTBO AJIMUHHCT- MHO0X€ECTBO
TEIbHOE o partuBHas o
TUBHAsI POJIb posei poueit
yclioBHe poib
ED [E1, PL1)
PSO1 ED [E2, PL2)
PSO2 EDand | [PL2,PL2] PSOL— | [E], PL1)
PSO2 [E2, PL2)
DSO (not PLI) [PL1, PL1] DSO (ED, DIR)
DSO ED and ’
(not PL2)

Takum 00pa3om, agMUHKUCTpPATUBHASL Poib PSO! 103BOJISIET BKIFOUUTD /IS [10JIb30BATEINs,
yke oOazatoriero poibo £D, B MHOXKECTBO €ro aBTOpHU30BaHHbIX poieid ponu E1, PE1 u QF1.
AnvuHucTpaTHBHas posib DSO 1o3BONISIET BKIIIOYHMTH UIS TTOJIB30BATENs, YK€ 00Jaaromero
poinsto ED, B MHOXKECTBO €r0 aBTOPU30BaHHBIX pojel ponb PL1; npu 3ToM IaHHBII NOIb30Ba-
TeJIb HE I0JDKEH 00J1a1aTh poiisio PL2.

Crnemyer OTMETHTb, YTO B OOIIEM cirydae 3HaueHus GyHKumd can-assign() u can-revoke()
OTIPENEISIFOTCS] HE3aBUCHMO JPYT OT JPYTa, T.C. yIAJICHWE POJIM M3 MHOXECTBA aBTOPHU30BAH-
HBIX POJIEH MOJIb30BATENIsI MOXKET OBITh BBIIIOJIHEHO HE3aBHCHUMO OT TOTO, KaKMM 00pa3oM 3Ta
pouib ObUIa BKIIIOYEHA B 9TO MHOXKECTBO, M HA000POT.

Aomunucmpuposanue MmHodcecme npas oocmyna poneti. IIpm aAMHHMCTPUPOBAHMH
MHOKeCTB NIPaB JA0CTYINA poJieil u3MeHsI0Tcs 3HaYeHus1 pynkuuu PA(), 1js yero onpene-
JISIIOTCS ClienMaIbHbIe AIMUHUCTPATHBHBIE POJIH U3 MHOKecTBa AR.

ITonxon x ompeneneHuro Mopsiaka aIMUHUCTPUPOBAHUS MHOXKECTB IIPaB JOCTYIa poJiei
AQHAJIOTUYEH MOJXOXYy, UCIONb30BAaHHOMY JUI aAMHUHUCTPHUPOBAHUS MHOXECTB aBTOPU30BaH-
HBIX POJIEH MOIB30BATEN .

IIpu sTOM npeaBapuTENbHbIE YCIOBHS ONPEAEIAIOTCS IS PaB AOCTyIA.

J1s anMUHHCTPUPOBAHUSA MHOKECTB IIPaB JIOCTYIA, KOTOPBIMU OOafaloT posin, Ha MHO-
KECTBE aJIMUHUCTPATUBHBIX POJIEH 3a1at0TCs:

e can-assign,: AR - CR x 2R (hyHKIHA, OmpeneNsiomas s KaKIoH aJMHUHUCTPATHB-
HOH POJI MHOXKECTBO POJIEH, [Tl KOTOPBIX PAa3pelIeHO BKIIIOYATh MpaBa AOCTYNa B MHOXKECTBA
IpaB J0CTyIIa C UCIIOJIb30BAHUEM JAHHOW aAMHUHHUCTPATUBHON POJM NPW BBHIIOJIHEHUH 3alaH-
HBIX IIPEIBAPUTEIIBHBIX YCIOBHIA;

e can-revoke,: AR — 2% — pynkums, onpenensiomas s Kax/a0# aIMHHHCTPATHBHOM Po-
T MHOXKECTBO POJICH, JUII KOTOPBIX Pa3pelieHo yNaJIeHWe IpaB AOCTYIa U3 MHOXKECTB IIPaB
JIOCTYTIA C UCTIOJIb30BAHUEM JIaHHOW aIMUHUCTPATHBHON POIIH.

Hepapxus poneid 1 uepapxus aIMUHUCTPATUBHBIX POJICH MpeacTaBieHa B Ta0m. 5.7 u 5.8.

Takum o0pazoMm, agMHUHHCTpaTHBHAA poiib DSO mO3BONSET BKJIIOYWTH IpaBa IOCTYIIA,
BXO/JISIIIIME B MHOKECTBO MpaB AocTyma ponu DIR, B MHOXECTBa IpaB focTyna poiueit PL1, PL2.
[Tpuuem naHHBIE MMpaBa JAOCTyNa MOTYT OBITh BKJIIOYEHBI B MHOXKECTBA IPaB JIOCTYIA POJIEH,
Haxopaumxcs Hwke PL1, PL2 mno wepapxuu. AQMHUHUCTpaTuBHas poib PSO1 mo3BonseT



BKJIIOYHTH TpaBa JOCTYIa, BXOASAIINE B MHOXKECTBO IpaB gocTtyma poinu PL1, B MHOXeCTBa
npaB goctyna poneid PE1 u QF1, HO TOTBKO B KaXIYIO0 MO OTACTBHOCTH. AIMUHHUCTPATHBHAS
pons DSO no3BoJsieT yAalsTh paBa JOCTyNa U3 MHOXKECTB MpaB JOCTyHa poJieil, Hax O sIuX-
cs B uepapxuu Mexxay poisimu ED u DIR, a agmuHUCcTpaTUBHAS posib PSO1 mo3BosisieT yaansiTh
IIpaBa JOCTyIa U3 MHOXECTB IpaB AocTyna pojiei PE1 u QF1.

5.7. 3nauenne pyHkuuucan-assign() 5.8. 3nauenune pyHk-
umu can-revoke()

AnMuHMCT- IIpensapu- MHOKECTEO AnmunucT- | MHOXe-
paTuBHas TEeJBbHOE . paTuBHAas CTBO
poib yCl0BUE pornedt poib poueit
DIR [PL1, PL1] DSO (ED,
DIR [PL2, PL2] PSO1 DIR)
DSO PLI and [PE1, PE1] PSO1 [OET,
DSO (not QE1) [QETL, QF1] PSO2 QF1]
PSO1 PLI and [PE2, PE2] PSO2 [PE1,
PSO1 (not PE1) [QE2, QF2 PET]
PSO2 PL2 and [OE2,
PSO2 (not QE2) OFE2]
PL2 and [PE2,
(not PE2) PE2]

B obmem cirydae 3HaueHUsT QYHKIUH can-revoke,() OmMpenenstorcs 6e3 ydera uepapxun
poneii. B cBs3m ¢ 3THM HEOOXOOMMO pemaTh MpobdiieMy yAaJIeHHUs MpaB JOCTyIa poieii, aHaio-
THYHYIO PacCCMOTPEHHOW paHee IpobieMe yaaieHus pojieil 3 MHOKECTB aBTOPU30BaHHBIX POJIei
10JIb30BaTENEH.

Aomunucmpuposanue uepapxuu poneii. OnpeneneHne NpaBHJ aIMHHHCTPHPOBAHUS,
MO3BOJIAIIOIINX U3MEHATh HEPAPXUIO POJIei, SIBJISeTCH CaMOi CJIOXKHOI 3aJa4eii, paccmar-
puBaeMoii B mojaean aamuHucTpupoBanus PP/l [lnsa pemieHusi 1aHHOM 321244 UCHOJIb-
3yI0TCSl MOAXO0/AbI, peaii30BaHHbIE NP ONpeAe eHHU NPABWI AIMUHUCTPUPOBAHUS MHO-
JKeCTB aBTOPHM30BAHHBIX poJieil MoJib30BaTelieil M MpaB AocTyna poJeil. 3aaawTes TpH
HePapXHH, 3JIEMEHTAMH KOTOPHIX COOTBETCTBEHHO SIBJISIOTCS:

© BO3MOXHOCTH — MHOYKECTBA MIPaB IOCTYIA U APYTUX BO3MOKHOCTEN;

® IPYIIITBI — MHOXECTBA TIOJIH30BATEIICH U APYTUX TPYIIIL;

® O0BETUHEHNSI — MHOXKECTBA MOJB30BATENEH, MpaB JOCTYIA, TPYII, BO3MOXKHOCTEH W
IpyTuX 00BeTMHEHUH.

Hepapxus 00beAMHEHNN SBIIAETCS HanOoJiee o0IIel 1 MOYKET BKIIIOUATh B ce0s1 HepapXuH
BO3MOXKHOCTeH u rpynm. OmnpeneneHne BO3MOXKHOCTEH W Ipymi TpeOyercs s obecredeHus
COOTBETCTBHUS MPAaBIJI aIMHHHUCTPUPOBAHUS POJEH B MOJETH M HCIIOJIB3YEMBIX Ha TPAKTHKE
TEXHOJIOTHUI 00pabOTKU HH(DOPMAIMK U CO3TaHUSI AIMUHUCTPATUBHBIX CTPYKTYP OpPTraHU3aIHA.
Hanpumep, /171 BBINOTHEHHs CBOMX (DYHKIMIT TOJIb30BATENIO MOXKET OBITH HEOOXOJUM HEKOTO-
pbIit HAOOP MpaB JOCTYINa, IPUYEM OTCYTCTBHE B 3TOM HaOOpe HEKOTOPOTO MpaBa JOCTyIa MO-
JKET clieNlaTh OECCMBICIIEHHBIM 00J1a/laHie NMEIOIIMMUCS ITPaBaMH.

Ha ocHoBe nepapxuii BO3MOXKHOCTEH, TPpyIMIl 1 OOBEJUHEHNH 3a/1aeTCsl MEPapXHs POJIeH,
aJIeMeHTaMu KoTopo# siBistorces (UP-ponn):

® POJIM-BO3MOXKHOCTH — POJIM, KOTOpPbIE 00J1aJaf0T TOJIBKO OIPEAEIeHHBIMU B COOTBETCT-
BYIOIlIEN BO3MOXKHOCTHU TIpaBaMM JOCTYIA;

® POJIU-TPYIIIBI — POJIU, HA KOTOPBIE MOTYT OBITH aBTOPH30BAHBI OJHOBPEMEHHO TOJBHKO
BCE MOJIB30BAaTENN COOTBETCTBYIOIIEH IPYIIIbI;

® PONU-O00BEAMHEHHSI — POJIH, KOTOPBIe 00JIaal0T BO3MOXKHOCTSMH, MIPaBaMU JOCTyIa H
Ha KOTOPBIE MOTYT OBITH aBTOPHU30BAHBI TPYIIIEI IIOJIE30BATENICH U OTACIHHEIEC ITOTB30BATEIIH.

Ponm-o0benuHeHNs SBISTIOTCS OOIIMM CIIyYaeM poJiei, pacCMaTpUBAEMBIX B MOJCTH af-
MuHucTpupoBanust PPJI.

JUtis agMUHUCTPUPOBAHUS BO3MOXKHOCTEH M TPYMII MOJB30BaTENel HA MHOXKECTBE aIMU-
HUCTPATHBHBIX POJIEH 3a1al0TCs:

e can-assign,: AR — CR x 29" — {ynkuus, onpenensiomas s Kaxa0i aIMHHHCTpA-
THBHOW POJIM MHOKECTBO poJieii-o0benHeHNH, B MHOXKECTBO IIPaB JOCTYIa KOTOPHIX pa3pe-
II€HO BKJIKOYATh BO3MOXKHOCTU C HCIIOJIb30BAHUCM )laHHOﬁ a}lMHHHCTpaTHBHOﬁ POJiK IpU BbI-
TOJTHEHUHU 3aJIaHHBIX TPEABAPUTCIBHBIX yCHOBHﬁ;

e can-revoke,: AR — 2U"* — dynkuums, onpenensromas 1 Kaxa0i aIMHHHCTPATHBHOM
POJIM MHOKECTBO POJIeH-00beAMHEH I, U3 MHOXECTBA MIPaB JOCTYIA KOTOPBIX pa3pelieHo yia-
JIEHHE BO3MOXHOCTE! C HCIOIb30BAHUEM JJAHHOH aJMUHUCTPATUBHOI poiy;

e can-assign,: AR — CR x QUPR _ (hyHKIHS, OTpeASISIIOmas Uil KaKIOH aIMAHUCTPaA-
TUBHOH POJIM MHOXKECTBO POJIeH-00BbEJMHEHNH, KOTOPhIE Pa3pelIeH0 BKII0YaTh B MHOXKECTBO
AaBTOPHU30BAHHBIX POJIEH TPYII MOJIB30BATENEH C UCIIOIB30BAHUEM JJTAHHOW aIMUHUCTPATUBHOMN



POIH TIPH BEITIOTHEHUH 33JaHHBIX TIPEABAPUTEIBHBIX YCIOBUH;

e can-revoke,: AR — QUPR _ (hyHKIHA, ompeneNsomas s KaXI0H aIMUHHCTPaTUBHON
POIH MHOXKECTBO POJIEH-00bEIMHEHHI, KOTOPBIE Pa3pelIeHO YIASATh N3 MHOXKECTBA aBTOPH30-
BAHHBIX POJIEH IPYII II0Jb30BaTENEH C UCIIOIb30BAHUEM IaHHOM aIMUHUCTPATUBHOM POJIH.

HeoOxoauMocTh onpejenieHnsi uepapxuii BO3MOXKHOCTEH M rpymi o0yCIIOBIIEHa TaKXe
TEM, YTO TOCTPOCHHBIC Ha WX OCHOBE IMpaBIIa aMHUHHACTPUPOBAHUS OTIUYHBI APYT OT JIPYyTa.
[IpenBapuTensHBIE YCIOBHA, ONPEACICHHBIC B QYHKIUHN can-assign,(), UCTIONB3YIOTCS aHaIo-
TUYHO TIPEABAPHUTENBHBIM YCIOBHAM, ONPENENCHHBIM B OYHKIMU can-assigng(), a mpeaBapu-
TeJIbHbIE YCIIOBHS, ONpeJieTIeHHbIe B QYHKIUU can-assighy(), UCTOB3YIOTCS aHAIOTHYHO MpPeJ-
BapHUTEIBHBIM YCIOBHUSAM, ONpPENeIeHHbIM B pyHKIMH can-assign,(). Hampumep, mis Toro gro-
OBl B MHO)XECTBO IIPaB JIOCTYyIa PONH-O0BEIMHEHUs Oblla BKIIOUYEHA BO3MOXKHOCTB, JaHHAS
BO3MOHOCTh JIOJDKHA BXOJMTH B MHOXECTBA IMpaB JIOCTyNa poJiel, yKa3aHHBIX B MpeaBapu-
TEJIFHOM YCIIOBUM (QYHKIMH can-assign,(), a IJisi TOro 4ToObl posb-00beIMHEHHE Oblila BKIIIO-
YeHa B MHOXKECTBO aBTOPH3OBAHHBIX POJICH TPYIIIBI MOJIB30BATEJICH, MOJIB30BATENH TaHHOMN
TPyl TOJDKHBL YKe 00J1a1aTh POJISIME B COOTBETCTBUH C IPEABAPUTEIBHBIM YCIOBHEM (DYHK-
MU can-assigng().

BrurroueHre BO3MOKHOCTH B MHOXKECTBO TIPAB JTOCTYTIA POIH-00BETUHEHUS 03HAYAET, UTO
COOTBETCTBYIOIIAS] POJB-BO3MOXKHOCTh B HEPAPXUH POJICH CTaHET HETOCPEACTBEHHO «HIDKE)
poi-o0beuHeHuss. Hao60poT, BKIIOUEHUE POIM-OO0BESIMHEHUS B MHOXXECTBO aBTOPH30BaH-
HBIX POJIEH TPYIIBI OJIB30BaTENEH 03HAYAET, YTO COOTBETCTBYIOIIAS POJIb-TPYIIIA B HEPAPXUT
pOJIEH CTaHET HETIOCPEICTBEHHO «BBIIIEY POIN-00bEANHEHHS.

Jlis aiMUHUCTPUPOBAHUS MEPAPXUU POJicH (0OABICHUS W yIAICHUS POJICH, BKIFOUCHHUS
WJIM YJJaJIeHUs] OTHOLIEHHUM uepapXuu) Ha MHOXKECTBE a]MUHUCTPATUBHBIX POJIeH 3aiaercs can-
modify: AR — 2Y® — pymxims, onpenensomas s KaXI0# aIMHHHCTPATHBHOM POJNM HHTEp-
BaJ posielt (MCKIIouasi IpaHULbl HHTEpBaa), HA KOTOPOM BO3MOXKHO U3MEHEHUE HEpapXuH po-
JIEH ¢ UCTIOJIb30BaHUEM JTaHHOW aJIMUHHCTPATUBHON POIIH.

5.2.6.3. Mopens MaHAAaTHOTO POJIEBOTO pa3rpaHHUYEHHS JOCTyIa

3awuma om yeposvl konpuoenyuarbnocmu ungopmayuu. PosieBoe pasrpanndyenne goc-
Tyna siBJsieTcsl pa3BUTHEM AUCKPEHMOHHOI0 pasrpaHnyeHus 1octyna. B To se BpeMs oHO
SIBJISIETCS AOCTATOYHO THOKMM, W, MCHOJIB3YSl MEXaHH3M poJiel, BO3MOKHA pean3anus
MAHAATHOW MOJIMTUKH 0€e30MacCHOCTH, OPMEHTHPOBAHHON Ha 3aIUTY OT YIrpo3bl KOH(pu-
AeHINAJbHOCTH HHOpMamH.

PaccMoTpuM monxon, peaau3yromii MaHaTHOE pa3rpaHUueHre JIOCTyNa Ha OCHOBE Oa-
30Bo# monenu PP/I.

Hcnonesyem cnenyromye 0003HaYeHHS:

U — MHOXecTBO T0sIb30BaTenei (cyObeKkToB);

O — MHOKECTBO OOBEKTOB;

(L, £) — pewieTka ypoBHel KOH(HUICHINATIHLHOCTH;

¢: U— L — dyHKUMS ypoBHS TOCTYyIIa M1OJIb30BATENS;

¢: O— L — dyHKIMS YpOBHSI KOH(QUASHINAILHOCTH 00BEKTa;

A = {read, write) — BUIBI HOCTYyTIA.

Bynem pazmudaTh nBa BHIa MaHAATHOTO pa3rpaHUUYEHHS IOCTYIA: JHOEpaTbHBIA U CTPO-
ruii (bemma—Jlallamyna).

Hoctym (u, o, r) sBusgeTcss 6€30MaCHBIM IS THOEPATBHOTO MAaHIATHOTO Pa3rpaHUYCHUS
JIOCTYTIA, €CITH BBIIIOIHSACTCS OTHO U3 yCIOBUIL:

r=read u c(u) > c(0) (ss — CBOWCTBO);

r = write ¥, €CIIN CYIIECTBYET AoCTy (u, 0, read), To c(0) = c(o') (MubepanpHOE *— CBOH-
CTBO).

Hoctym (u, o, r) sBiseTcst 6€30MaCHBIM JUISI CTPOTOT0 MaHIATHOTO Pa3TpaHUYEHUs JOCTY-
T1a, €CJIM BBINIOJHSETCS. OZHO U3 YCIIOBHI:

r=read u c(u) > c(0) (ss — CBOMCTBO);

r = write 1, €CIIH CYIIECTBYET A0CTYI (U, o', read), To c(0) = c(0") (cTporoe *— cBOICTBO).

IToctpoum cucremy PPJI. [lyctb

R = {x_read | xe L} U {x write | x e L} — MHOXeECTBO poJIeH;

P = {(o, read) | 0 € 0} U {(o, write) lo e O} — MHOXECTBO IPaB JOCTYyTIA.

3agaquM Ha MHOXKECTBE pojiell R MepapXuio; MpU 3TOM MEpapXHuy pojied Ha MHOXKECTBaX
{x_read | x € L} u {x_write | x € L} GymyT He3aBHCHMBL

Wepapxueit Ha MHOXKECTBE poJieil R B COOTBETCTBHHU C TPEOOBAHHUSMH JIHOEpaIbHOTO MaH-
JIAaTHOTO pa3rpaHUyYeHHMs JOCTYIIA Ha3bIBAETCS OTHOIIEHHE YACTUYHOIO TOPSAIKA «<», IJIe JUIA 7,
r' € R cIipaBe/UINBO HEPABEHCTBO # < 7, €CIIM BBINOJIHACTCS OJTHO U3 YCIOBHIL:

r=x_read, r'=x" readux <x'



r=x_write, r'=x _writeux'<x.

Uepapxueit Ha MHOXKecTBe polieii R B COOTBETCTBHH C TPEOOBAHHMSIMH CTPOTOTO MaHAAT-
HOTO pa3rpaHUYEHHsI JOCTyIa HAa3bIBAETCSl OTHOIIECHHE YaCTHYHOTO MOpsAIKa «<», Tne i 7, 7'
€ R cpaBenmBO HEPABEHCTBO 7 < 7', €CITU BBHITIOIHSIETCS OAHO U3 YCIOBHM:

r=x read, r' =x' read n x < x';

r = x_write, r' = x"_write u x = x' (kaxznas pojb BUAa X Wwrite CpaBHUMA TOJIBKO caMa C

co0Ootit).

Mogens PP/l coorBercTBYyeT TpeOOBaHMSIM JIMOEPAIBHOIO MaHAATHOTO pa3rpaHUYeHHs
JIOCTYTIA ¥ BEITIOHSAIOTCS] OTPAaHHYCHHUS

e orpanmdeHne QyHKunu UA() — mis Kaxmoro nomnp3oBatenst u € U ponb x_read = @
(UA(u) N {y read | y € L}) € UA{u) 3uech x = c(u)) u x_write = ® {y write | y € L} €
UA(u) 3necb x = @ L),

e orpanmicHHe (QYHKOUU roles() — IJIsI KaXKIOOW ceccHd s € S MHOXeCTBO roles(s) =
{x_read, x_write},

e orpanmdycHUEe QYHKIUH PA() — TOIKHO BBIOTHSITHCS:

— g kaxnaoro x € L pocryn (o, read) € PA(x_read) Torma v TOIBKO TOTAA, KOTZIA TOC-
ty1 (o, write) € PA(x_write),

— ISl Kakaoro pocryna (o, read) cyllecTBYeT eIUHCTBEHHast poib x_read. (o, read) €
PA(x_read) (3neck x = c(0)).

Monens PPJ] cooTBeTCTBYET TpeOOBAHUSM CTPOTOr0 MaHAATHOTO pa3rpaHUYCHHS JTOCTY-
T2 U BBITIOJIHSIOTCS OTPaHUYEHHMS:

o orpanunueHue pynkipmmn UA() — ans kaxaoro mois3oBareist u € U ponb x_read = @
(UA() N {y read | y € L}) € UA(u) Buecs x = c(u)) u UA(u) = {yjwrite| y € L};

e orpanuuenue ¢GyHkuuu roles() — md Kaxkuoi ceccun s € S MHOXKeCTBO roles(s) =
{x_read, x_write};

e orpannueHne GpyHKuun PA() — DOMKHO BEITOIHATHCS:

— g kaxaoro x € L pocryn (o, read) € PA(x_read) Torna u ToJbKO TOT/AA, KOTJA 10C-
Ty1 (o, write) € PA(x_write),

— Juist Kaxaoro pocryna (o, read) cyllecTByeT eIUHCTBEHHast poib x_read. (o, read) €
PA(x_read) (3mece x = c(0)).

Takum 0Opa3om, TpeOOBaHMSI COOTBETCTBHSA JIHOEPAILHOMY M CTPOTOMY MaHIAaTHOMY pas-
IpaHUYCHHIO TocTyma it Moneneii PPJl coBmamaroT Bo BceM, KpoMe TpeOOBaHU K COOTBETCT-
BYIOIIEH HepapXuu poJieil u orpaHUYeHIsIM Ha QyHKIHo UA.

KonTpoJbHBIE BOIPOCHI

1. Yro moHMMaeTcs MO MOJIUTHKON Oe30macHocT?

2. JlaiiTe ompenerneHUs KOMIIOHEHTaM, CBS3aHHBIM C MOHSATHEM «IIOJNUTHKA OE30IacHoO-
cTu»?

3. Kakue Mozienm OCHOBHBIX THIIOB IOJIMTHK 0€301aCHOCTH BbI 3HAeTE?

4. OxapakrepusyiiTe TUCKpEIMOHHBIC, MAHIATHBIE W POJIEBBIE MOJCIH IOJNUTHK 0e30-
[MACHOCTH.

6. KPUIITOITPA®OUYECKASA 3AINUTA UHOPOPMALIUU

C pacnpocTpaHeHHeM NUCEMEHHOCTH B 4eJIOBEUYECKOM OOLIECTBE MOSABUIACH TOTPEOHOCTh
B OOMEHE MHCbMaMU M COOOMICHUSIMH, YTO BBI3BAJI0O HEOOXOAMMOCTb COKPBITHS COIOEPKUMOTO
ITUCBMEHHBIX COOOLICHUH OT MOCTOPOHHMX. METOIBI COKPBITHSI COAEPKMMOTO ITHCHMEHHBIX
co00IIeHNH MOXKHO Pa3[eNuTh Ha TpU rpymmsl. K mepBoil rpyrimne oTHOCATCS METOIbl MacKu-
POBKH HIIH CMe2aHoepaduu, KOTOpbe OCYILECTBILIOT COKPBITHE CaMoro (akTa HalIu4us co00-
IIEHUS; BTOPYIO TPYIITY COCTABIIAIOT Pa3IMYHbIE METOABI TAHHOIUCH W Kpunmozpaguu (0T
TPEYECKHX CIOB kfyptos — TalHBIA W grapho — NHILYy); METOJBI TPEThel TPYIIEI OPUEHTHPOBAHBI
Ha CO3/IaHHE CIIENUAIBbHBIX TEXHUYECKHX YCTPOICTB, 3aceKpeUnBaHNs HHPOPMALIH.

[IpakTHueckn OZHOBPEMEHHO C KpumnTorpadueil cram pa3BUBaThCS W KPUNTOAHAIHN3 —
HayKa O pacKpbITHU MH(POB (KIrouei) o muppreKcry.

Bropas MupoBast BoifHa jaia HOBBIM TOJTYOK Pa3BUTHIO KpUNTOTpaduK U KPUIITOAHAIIHM3A,
YTO OBUIO BBI3BAHO NMPUMEHEHHWEM TEXHHYECKHX CPEACTB CBSI3M M 0oeBoro ympasieHus. s
pa3paboTKK HOBBIX MIK(POB U pabOTHI B KAYECTBE KPUITOAHAIUTUKOB IPHUBJIEKAINCH BEIyIIIHE
yuenble. B rogsr Bropoit MupoBoii BoiiHbI ObUT pa3paboTaH psii MEXaHHYECKUX YCTPOMCTB ISt



mupPOBaHUs COOOIICHUH.

B 1949 r. 6012 omy6nmkoBaHa crathst Kimoma [llenHona «Teopus CBA3M B CEKPETHBIX CHC-
TeMax», KOTopas IMoJBelia Hay4yHyro 0a3y mox kpunrorpaduro u kpunroananu3. C 3Toro Bpe-
menn ctanu ropoputs 0 KPUIITOJIOI' MU (ot rpedeckoro kryptos — TaitHbIA U logos — coo0-
IIeHne) — HayKe O mpeoOpa3oBaHuM HHGOpMAIHU 111 00SCIIEYCHUS €€ CEKPETHOCTH. JTaIl pas-
BUTHS KpunTorpaduu U KpunroaHaiausa 10 1949 r. cranu Ha3eIBaTh JOHAYYHOH KPUIITOJIOTHEH.

Kpunrorpadus sBisercss oAHUM W3 HanOoJee MOIIHBIX CPEACTB oOecTieueHus] KoH(UIeH-
LUATBHOCTH M KOHTPOJIS LEJIOCTHOCTH MH(pOpMannuy. Bo MHOTMX OTHOIIEHHSX OHA 3aHUMAaeT
LEHTPAIBHOE MECTO CPEAN MPOrPaMMHO-TEXHUYECKHX PerynsiTopos OezonacHocT. Hampumep,
JUIl TIOPTAaTHBHBIX KOMITBIOTEPOB, (PU3MYECKH 3alIUTUTHh KOTOpBIE KpailHe TPYIHO, TOJBKO
Kpunrorpadus Mo3BoJIAET TapaHTHPOBATh KOHMHICHIMAIBHOCTh HHPOPMALIUK JaKe B cilydae
KpaKH.

6.1. OCHOBHBIE OIIPEJEJIEHUSA KPUIITOJOTUNA

3amuTa JaHHBIX C TOMOIIBIO MK(POBAHUS — OAHO M3 BO3MOXKHBIX PELICHUH ITPOoOIeMBbI
0e3omacHOCTH. 3anu(poBaHHbIC JaHHBIC CTAHOBSATCS JOCTYITHBIMH TOJILKO TEM, KTO 3HAET, KaK
X pacmudpoBath, U MO3TOMY HOXWIICHHE 3aIM(pPOBaHHBIX JAaHHBIX aOCOIOTHO OeccMBIC-
JICHHO JUUIsl HECAaHKIIMOHUPOBAHHBIX MOJIb30BATEIICH.

Kombl 1 mudpsl UCIONB30BANTKCH 3a10JT0 10 NosiBiacHus DBM. C TeopeTHUeCKOW TOUKH
3pEHUs] HE CYIECTBYET YETKOI0 pa3jinyius MeXIy KoaaMu U mudpamu. OHAKO B COBPEMEHHOM
MPAKTHKE pa3IM4yie MEXAYy HUMH SBISIETCS JTOCTaTOYHO YETKUM. K0Obl OTIEPHUPYIOT JUH2BUC-
MUYecKumMy dieMenmamu, pasenss MuppyeMblii TEKCT Ha TaKUE CMBICIOBBIE JIEMEHTHI, KaKk
clioBa U cioru. B wughpe Beerna paznuyaroT 1Ba SIEMEHTA: AI2OPUMM U KIIOY.

ANTOPUTM TIO3BOJIAET WCIONB30BAaTh CPABHUTEIHHO KOPOTKUH KIIOY U MIH(POBAHUS
CKOJIb YTOJTHO OOJIBIIIOTO TEKCTA.

Onpenennm psii TEPMHUHOB, HCIIOTIB3YEMBIX B KPUIITOJIOTHH.

Hox wugpom mMoOHUMAETCS COBOKYITHOCTH OOpPATHMBIX MPeoOpa3oBaHUT MHOMKECTBA OT-
KPBITHIX JIaHHBIX Ha MHOKECTBO 3aIlIM(POBAHHBIX JAHHBIX, 3aJaHHBIX AITOPUTMOM KPHIITO-
rpaduyeckoro npeodpa3oBaHusl.

Kniou — KOHKpeTHOE CEeKpPEeTHOE COCTOSHHE HEKOTOPHIX MapaMEeTPOB alTOpPUTMa KPHIITO-
rpaduyeckoro npeodpa3oBaHus JaHHBIX, 00ECIIeYHBalollee BEIOOP OJJHOTO BapHaHTa U3 COBO-
KYITHOCTH BCCBO3MOXKHBIX JI1 JAHHOT'O aJIrOprUTMa.

Tammuposanue — miporiecc HaJOKEHUS IO ONPEICICHHOMY 3aKOHY TaMMBbI Imudpa Ha OT-
KPBITHIC TaHHBIE.

Tamma wugpa — niceBocinyyaiiHas IBOMYHAs OCJIEI0BATENILHOCTD, BbIpabaThiBacMasi 1o
3aJ]aHHOMY QJITOPUTMY, JUIS 3alIM(ppPOBaHKs OTKPHITHIX JAHHBIX W pacudpoBanus 3amudpo-
BAaHHbIX JAHHBIX.

3awughposanuem naHHBIX Ha3bIBACTCS Npoliecc MPeoOpa3oBaHUsl OTKPBITHIX JaHHBIX B
3amm(poBaHHbIe ¢ MOMoLIbI0 MHdpPa, a pacuugposanuem NTAHHBIX — Ipolecc Mpeodpa3oBa-
HUSI 3aKPBITHIX JTAHHBIX B OTKPBITHIE C IOMOIIBIO MU dpa.

HIugposanuem Ha3pIBaeTCS NpoLECcC 3aIIUPPOBAHHS WIN PacIn(pPOBAHUS JaHHBIX.

Jlewugposanuem HazpIBaeTCS MPOIECC MPeoOpa3oBaHUs 3aKPHITHIX JAHHBIX B OTKPBITHIE
MIPU HEM3BECTHOM KITIOYE U, BO3MOKHO, HEU3BECTHOM aJITOPHUTME.

Kpunmocmotixocmvio Ha3bIBaeTCA XapaKTepUCTHKa IMH(pa, OMPENeNsIomas ero CToi-
KocTh K pemmdpoBannio. OOBIMHO 3Ta XapaKTEPUCTHKA OINpPENessIeTCsl MEePUOJIOM BPEMEHH,
HEOOXOAMMBIM ISl IEIIU(PPOBAHHSI.

Hmumosawuma — 3aniiTa OT HaBSA3BIBAHMS JIOKHBIX JaHHBIX. [[ns obecriedueHMss HMUTO-
3alUThl K 3amr(pPOBAHHBIM JaHHBIM J00ABISCTCS MMHTOBCTABKA, MPEACTABISIONIAs COOOi
MOCJICIOBATEIBHOCTh JaHHBIX (PMKCUPOBAHHOM JIJIMHBI, MOJYYCHHYIO 1O ONPEACICHHOMY Ipa-
BUJIY U3 OTKPBITBIX JAHHBIX U KJIIOYa.

Kpunmozcpaguueckas 3auwyuma — 3T0 3alINTa JAHHBIX C MOMOLIBIO KPHUIITOTPa(hUIECKOro
peoOpa3oBaHums, 110J] KOTOPHIM MTOHUMAETCsl Mpeo0pa3oBaHKe JTaHHBIX MU(POBaHUEM H (WIIN)
BBIPa0OTKOH MMHUTOBCTABKH.

Cunxponocuvlika — WUCXOIHBIE OTKPBHITHIE ITApaMeTPHl alTOpUTMa KPUNTOTPapUIecKOro
mpeoOpa3oBaHUs.

VYpaenenue sawupposanua (pacuugposanus) — COOTHOIIEHUE, OMMCHIBAIOIIEE IPOIECC
oOpazoBaHus 3aMPPOBAHHBIX (OTKPBITHIX) NaHHBIX M3 OTKPHITHIX (3alTU(pPOBAHHBIX) TaHHBIX
B pe3ylbTaTe NpeoOpa3oBaHWM, 3aJaHHBIX AITOPHUTMOM KpPHIITOrpadUdecKkoro mpeodpas3oBa-
HUSL.

COBpeMeHHble METOAbI IJlI/l(l)pOBaHI/ISI JOJKHBI OTBE€YATH CJICAYIOIIUM TpeGOBaHI/IHMI

1. CrolikocTh mH(pa MPOTHBOCTOATh KPUITOAHAIU3Y MOJDKHA OBITh TAaKOH, YTOOBI
BCKpPBITHE €r0 MOTIJIO OBITh OCYILECTBIEHO TOJBKO IIyTE€M pEILeHHs 3aJayd HOJHOro repedopa
KIIIOu€eH.

2. KpunrocroiikocTs oOecnieunBaeTcss HE CEKPETHOCTHIO JITOPUTMA, & CEKPETHOCTBHIO



KITIOYa.

3. IlIudpTekct HEe NOMKEH CYIIECTBEHHO MPEBOCXOIUTH MO 00BeMy MCXOIHYI0 HH(DOpP-
MaIHIo.

4. OumOKy, BOHUKAMOIIKME MPH MH(PPOBAHUHU, HE JOJDKHBI IPUBOIUTH K UCKAKEHUSM U
MOTEPSIM HH(POPMALIHH.

5. Bpewms mudpoBaHus He TOHKHO OBITH OOJIBIINM.

6. CroumocTh mudppoBaHHs J0DKHA OBITH COTIACOBAHA CO CTOMMOCTBIO 3aKpPhIBAEMOM
nHpopmanum.

6.2. KIACCUDPUKAIIUS METOJ0OB KPUIITOTPA®UYECKOI'O 3AKPBITUSA
NH®OPMALIUU

B Hacrosiiee BpeMsi H3BECTHO OOJIBILIOE YHCIO METOI0B KPUIITOIPa(hUUECKOro 3aKpBITHS
nHdopmanunu. Kinaccupukanus meronos mmmdpoBanus (KPUIITOAUITOPUTMOB) MOXKET OBITh OCY-
IIECTBIICHA I10 CIISTYIOIMM IIPU3HAKAM:

® 110 TUILY KJTIOUEH: CUMMETPUYHBIC U aCUMMETPHUYHBIC KPUIITOAITOPHUTMBI;

® 110 pa3Mepy 0i1oka HH(POPMAIHUHU: TIOTOKOBBIC U OJIOYHBIE N PEI;

® [10 XapakTepy BO3JEHCTBUI, MPOM3BOAMMBIX Haj JaHHBIMM: METOJ 3aMeHHb! (Tepecra-
HOBKH), METOZ MOJCTAaHOBKHU; QaHAJIUTUYECKUE METOABI, aAAUTHBHBIE METOIbI (TaMMHPOBAHUE),
KOMOMHUPOBAHHBIE METO/IBI.

KoaupoBanue MoxkeT ObITh CMBICIIOBOE, CUMBOJILHOE, KOMOMHUPOBAHHOE.

3akpbiTie HHQOPMALUK APYTUMHU CIIOCOOAMH MOXKET HOCTHIaThCs C MOMOIIBIO CTEraHo-
rpaduu, CKATUA/PACIIUPEHUS, PACCEUCHUS/Pa3HECCHUS

Knaccudukanus MeTonoB KpUnTorpaguyeckoro 3akpbiThs MHGOpPManUu NpUBEICHA Ha
puc. 6.1.

6.3. OCHOBbI TEOPHUH K. HIEHHOHA

Knox llenHoH paccmoTpen Moaenb (cM. puc. 6.2), B KOTOPOH UCTOYHUK COOOIIEHHH I10-
POXKIAET OTKPBITHIN TeKkcT X. ICTOUHUK KIItOUEd TeHepUpyeT KoY Z.

[udpaTtop npeodpazoBbIBAET OTKPBITHIN TEKCT X ¢ TOMOIIBIO Kito4a Z B mudpTekcet V: ¥
= TzX.

Jeumdparop, mosryuus 3ammppoBaHHOe cooOlIeHHe Y, BBINOIHIET 00paTHYIO ONEpaIfio:
X=T1"Y.

3agadell KpUNITOAHAINTHKA IPOTUBHHKA SIBIISETCS MOTYYEHHE OTKPHITOTO TEKCTa M KIF0Ya
Ha OCHOBE aHayu3a mudpreKcra.

[llenHOH paccMOTpesN BOMPOCHI TEOPETHUECKON U MPAKTUYECKON cekpeTHoCTH. st onpe-
JIeTIeHns TeopeTrnueckoii cexpeTHoctH LllenHoH copMmynnpoBan ciemyromnue BOIpocCk:

1. Hackonpko ycToifumBa cucrema, €Ciy KPHINTOAHAJIWTHK IPOTUBHHKA HE OrpaHWYeH
BpeMeHEM U 00J1a71aeT BceMU HEOOXOJUMBIMU CPEICTBAMHU JIJISl aHAJIM3a KPUTITOTpaMm?

2. lmeet nmu kpunrorpaMma eIUHCTBEHHOE perreHue?

3. Kakoit o6beM mmprexcra HEOOXOJUMO IEPEXBATUTh KPUNTOAHAIUTHKY, YTOOBI pe-
IIEHHE CTAJIO EANHCTBEHHBIM?

st orBeTa Ha 3TH Bonpock! LIIeHHOH BBEN MOHATHE COBEPIIEHHON CEKPETHOCTH € IOMO-
IIBIO CIIEYIOIIETr0 YCIOBHSL: IS BCeX Y arocTepHOpHBIE BEPOSITHOCTH PaBHbI allpHOPHBIM Be-
POSITHOCTSIM, T.€. TepeXBaT 3auIM(poBaHHOTO COOOLIEHUS HE IaeT KPUNTOAHAIUTHKY MPOTHB-
HHKa HUKaKOH HH(POPMAaLUH.

VA
Hcrounuk o | 3aiuIeHHbIi
KITrouei KaHal
VA
X v Y Y A 4 X
I/ICTO‘IHPIKV Ly 1Tugpparop > Jenmodpa- N HpI/IeMHI/IIi
COOOMEeHNH TOp COOOMeHMH
A 4

Kpunroana- |y 27’
JUTHUK TIPO-
THBHHKA [P X

Puc. 6.2. O6mas cxema nepeaayu mu(ppPoBaHHBIX COOOIIEHMIT

ITo Teopeme baiieca



P\(X) = P(X)P(Y)/P(Y),

rae P(X) — anpuopHas BeposiTHOCTh cooOmeHust X; P(Y) — ycioBHas BEpOATHOCTh KPUMITO-
rpaMMBI Y IIpH YCIIOBHUH, YTO BEIOpaHO cOOOMIeHHe X, T.€. CyMMa BEpOATHOCTEH BCEX TeX KITIO-
4el, KOTOphIe IepeBosIT coobmienne X B kpunrorpammy Y; P(Y) — BEpOSTHOCTD IOTyYEHHS
KkpunrorpaMmmsl Y; P(X) — anocTepuopHas BEPOSITHOCTh COOOIIEHUs X TP YCIIOBUH, YTO IIEpe-
XBaueHa kpunrorpamma Y. Jlns cosepuieHHOH cekpeTHOCTH 3HaueHus P(X) n P(X) noiKHbI
OBbITH paBHBI 115l BceX X U Y.

Jns npoTUBOAEHCTBUS METOJAaM CTaTUCTUYECKOTO aHain3a kpunrtorpamm llleHHoH npen-
JIOXKWJI UCTIOJNIb30BAaTh JIBa METOJIA: PACCEUBAHUE U TIEPEMEIIUBAHUE.

6.4. OCHOBHBIE KPUIITOI'PAOUYECKHUE MOJIEJIN U AJITOPUTMbI HINDPO-
BAHMA

6.4.1. CAHAMMETPUYHBIE METO/bI IN®POBAHUSA

B JaHHBIX METOJax OAMH M TOT K€ KIIOY (XPaHSIIMHACS B CEKPETE) UCIOJIb3YETCS U JUIs
mpoBKH, U A pacmuppoBKu coodmennit. CymecTByIoT BecbMa 3()(EKTUBHBIC METOMIBI
cumMeTpryHoro mudposanus. CylecTByeT U cTaHaapt Ha noao0Hbie Metoabl — [OCT 28147-
89 «Cucrtembl 00paboTku uH(pOpMaIK. 3ammra Kpunrorpadguyeckas. AJrOPUTM KPUIITOrpa-
(udeckoro mpeodpa3oBaHuUs.

WiumrocTpanyst MCIOJIB30BaHUsl CAMMETPHYHOTO MM(ppOBaHusl oKazaHa Ha puc. 6.3. s
OIIPEJEeNIEHHOCTH OyJIeM BECTH pPeyb O 3alllUTe COOOLICHUH, XOTs1 COOBITHS MOTYT Pa3BUBATHCS
HE TOJBKO B IIPOCTPAaHCTBE, HO M BO BPEMEHH, KOrja MuQpyroTcs U pacuin@poBbIBAIOTCS HU-
KyJia He repeMeniatomuecs haiisl.

Coobuenne Coobuienue
3ammdppoBaHHOE
3ammdpoBanue > op »  Pacmmdposanue
coo0rieHme
Koy [« OOmMii CEKPETHBIN KITFIOY »  Kirou

*

I'eneparop kmroueit

Puc. 6.3. Ucnosib30BaHHE CHMMETPUYHOIO MeTO4a IU(POBaHUSs

OCHOBHBIM HEJIOCTaTKOM CHMMETPHUYHOTO MIM(POBAaHMS SBISETCS TO, YTO CEKPETHBIN
KJIIOY JIOJDKEH OBITh M3BECTEH M OTMPABUTENIO, M Hosydarento. C 0JHOM CTOPOHBI, 3TO CTaBUT
HOBYIO TPO0OJIeMy pacchlIKH Kitoueil. C Apyroi CTOPOHSBI, MOTy4aTeIh HA OCHOBAHMH HAJIMIHUS
mr(pPOBAHHOTO U paclIM(POBAHHOTO COOOIIEHHUS HE MOXKET J0Ka3aTh, YTO OH IOIYYHI 3TO
co00IIeHNEe OT KOHKPETHOTO OTIIPABUTENS, MIOCKOJIBKY TaKOE XK€ COOOILIEHHE OH MOT CTeHEpU-
pOBaTh U caM.

6.4.1.1. MeToabl 3aMeHBI

[Iudporanre MeTOIOM 3aMEHBI (ITOJICTAHOBKH) OCHOBAHO Ha aJireOpanvecKoil onepanu,
Ha3bIBAEMOW MOJCTAaHOBKOW. [1o0cmanoeKoll Ha3bIBAeTCsl B3aMMHOOIHO3HAYHOE OTOOpaXKeHHUE
HEKOTOPOT0 KOHEYHOro MHOXKecTBa M Ha ceOst. Uncno N 371eMEeHTOB 3TOr0 MHOKECTBa Ha3bIBa-
€TCs CTENEHbIO MOACTaHOBKU. IIpupona MHOXkecTBa M poiaM HE UrPaeT, HOITOMY MOXKHO CUU-
Tath, uto M = {1, 2, ..., N}.

Ecnu nipu maHHOM MOICTaHOBKE S YMCIIO j IEPEXOAUT B [j, TO TIOACTAHOBKA 0003HAYACTCS
CHMBOJIOM S:

1 2 n
S =
L I,
B aroit 3anmcu yucna 1, 2, ..., n MOXHO MPOU3BOIBHBIM 00pa30M IIEPeCTaBIsATh, COOTBET-
CTBEHHO TepecTaBisisi uucna [y, I, ..., I, Pe3ynbraT mociienoBaTeIbHOTO BBITONHEHUS IBYX

MOJICTAHOBOK S| U S; OHOM U TOH ke CTENEHU TAaKXKe SBJISIETCS MOJCTAHOBKOM, KOTOpasi Ha3bl-
BaeTCs MPOU3BEACHNEM ITOACTAaHOBOK S U Sp 1 0003Hauaercs S1.5;.

Iycte S — npounsBosbHas NOJCTaHOBKA cTeneHu n. Ecnu s HexkoToporo j yucio I; or-
JIMYHO OT j, TO TOBOPSIT, YTO MOJCTAHOBKA S AEHCTBUTEIHHO MEPEMEIIACT YHCIIO j; B IPOTHBHOM
Cllyyae — MOZCTaHOBKA S OCTABIISIET YUCIIO j HA MECTE.



KonuuectBo m uncen, JeHCTBUTENBHO IIEPEMEIIAEMBIX [TOJCTAHOBKOM S, Ha3bIBAETCS O1u4-
HOU YUKIIA NOOCMAHOBKU.

IToncranoBka S Ha3bIBaeTCS mpaHcnosuyuel, eCli CylecTByeT napa (jj, j,) pa3aIuuHbIX
JIEMEHTOB U3 M, yIOBIETBOPSIOMIUX YCIOBUAM:!

Ijy = jo, Ijh = jo, I[j = j st kaxporo j € {M\{j, j}}. JltoGas moxcTaHoBKa paznaraercs B
IIPOU3BEACHUE TPAHCIIO3ULIUI.

B xpunrorpaduu paccMaTpuBalOTCs YETHIPE THUIA TOACTAHOBKH (3aMEHbI): MOHOAI(ABHUT-
Hasi, ToMooHIYecKasi, moraa(aBUTHas U MOJIUTPaMMHasl.

Hanee Bcrony B mpuMepax, rae HeoOXoIuMo, OyleM HCIOJIb30BaTh KOAWPOBAaHUE OYKB
pycckoro andasura, NpuBeIcHHOE B Tabm. 6.1. 3Hak « » B Tabx. 6.1. 1 nanee o3HayaeT MpoOelr.

6.1. Koasl 0ykB pycckoro andasura

Byksa |A [B |B [T |X |[E |XK |3 [ | [K |71 M [H |0 [T |P |[C |T |V |[® |X | |4 |UI|0]|B |BI [b |3 [tO |4 |-

Kox 01 {02 [03 [04 05 [06 [07 (08 (09 |10 |11 |12 |13 |14 |15 |16 [17 [18 [19 |20 |21 |22 |23 |24 |25 |26 |27 |28 |29 [30 (31 |32 |33

[Ipu mMoHoan(aBUTHOI 3aMeHe KaxJ0H OykBe aidaBuTa OTKPHITOIO TEKCTa CTABHUTCS B
COOTBETCTBHE O/1HA OyKBa MHUPPTEKCTa U3 ATOTO XKe aipaBHTa.

Ilpumep. OtxpoiTeiii TekeT: «IIMPPOBAHUME 3AMEHOWM». IloacraHoBka 3amaHa
Tabn. 6.2.

6.2. IToncTanoBka

AT (A B (B T | |E |K |3 (M [A|K |01 [M [H|O|O|P]|C|T |V |0 [X |O|4 (U |U [b |BI |Bb |2 |0 (g |-

wr |- [0 |2 |b [bl | | | |4 | |X [@ [V |T |[C [P|O|O|H M [T |K|A[K |3 [K|E |[A|C|B [B |A

UT — andasut ucxonnoro tekcra; LT — andasut mumdprexcra.

Mudprexcet: «MIIMPTIO VIIIBIAIL ®bIYTU».

OCHOBHBIM HEJJOCTATKOM PACCMOTPEHHOTO METO/IA SIBIISIETCS] COXPAHEHUE CTATUCTUUECKUX
CBOWCTB OTKPBITOrO TEKCTa (4acTOTa MOBTOPEHHUS OYKB) B LIM(PTEKCTE.

O6mast popmyiia MOHOAI()ABUTHOM 3aMEHBI BBITJISITUT B BUIC

Y= kX, + ko(mod N),
rze Y; — i-if cuMBon andaBuTa; ki U k, — KOHCTAHTBI; X; — i-i CUMBOJI OTKPBITOTO TeKcTa (HOMep
OykBbI B andasute); N — IIMHA HCTIOJIB3yeMOro ajdaBuTa.
udp, 3anaBaemsblii hopmynon

Y;=X;+ k(mod N),

rae k; — i-ast OykBa KJtoua, B KaueCTBE KOTOPOI'O MCIIOJIBb3YIOTCS CJIOBO WiK (hpasa, Ha3bIBAETCS
wughpom Buoicunepa.
Ilpumep. OtxpoIThiid TekeT: «3AMEHAY. Kitou: «KJIFOUY».

OtxkpseiTeiid TekeT | Kirou [IpeobpazoBanue Mudp
3 K y1 =8+ 11(mod 33) =19 T
A JI v, =1+12(mod 33) =13 M
M 1O y3=13+31(mod 33) =11 K
E 4 Y4 =6+ 24(mod 33) =30 €]
H K ys=14+11(mod 33) =25 I
A J y6=1+12(mod 33) =13 M

Mudprexer: « TMKIIIM».

Hugpvr bBoghopma ncnonp3yoT GOpMyITbI
yi=ki—x(modn) u y;=x;—k(mod n).

I'omodoHMYeckas 3aMeHa OJHOMY CHUMBOJIY OTKPBITOTO TEKCTa CTABUT B COOTBETCTBHE
HECKOJIBKO CUMBOJIOB HIM(PTEKCTA. DTOT METO]] IPUMEHSETCS JJIsl HCKKEHHS CTaTHCTHYECKNX
CBOHCTB mIM(pTEKCTA.

ITpumep. OtxpriThiii TekeT: «3AMEHA®. [loacranoBka 3aana tab. 6.3.

6.3. 'omodoHuyecKast MOACTAHOBKA



Andasut OTKpBITOro | A b .. E XK 3 .. M H
TEKCTa

Andasut nmpprexcra 17 23 97 47 76 32 55
31 44 51 67 19 28 84
48 63 15 33 59 61 34

Mudpreket: «76 17 32 97 55 31».

Takum oGpa3om, Ipy roMO(GOHNYECKON 3aMeHe Kakaasi OyKBa OTKPBITOTO TEKCTa 3aMeHs-
eTcsl 1o ouepeny nudpaMu COOTBETCTBYIOIIETO CTOIOIA.

[MommanaBuTHAS TOACTAaHOBKA HCIIONB3YET HECKOIBKO anaBuTOB mudppTekcTa. I1ycTh
ucnoins3yercs k andasutos. Torga OTKPHITHIA TEKCT

X=XX ... XiXir1 ... XuXoper...
3aMeHseTCs MU(PPTEKCTOM
Y = Fi(X)Fo(Xo)... FX) F o1 (Xi 1) Fo(Xo) Foer 1 (X 1),

rae F(X)) — cumBon mudpTekcra andaBuTa i Ag CUMBOJIA OTKPBITOrO TEKCTA X;.

IHonuepammnasn 3amena GOpMUpPYETCS W3 OAHOTO al(aBUTa C MOMOIIBIO CIIEIHAIBHBIX
mpaBwi. B xadecTBe mpumepa paccmotpuM wugdp Ilnsiigpepa. B sTom mmdpe andasur pacmo-
nmaraetcs B Marpune. OTKpPHITEI TEKCT pa3OMBaeTcs Ha Mapel cUMBONOB X.X;, . Kaxmas mapa
CHMBOJIOB OTKPBITOTO TEKCTa 3aMEHSETCSl Ha Mapy CHMBOJIOB M3 MaTpPHIBI CIEAYIOIUM 00pa-
30M:

— €CJIM CUMBOJIBI HAXOJSTCSL B OMHON CTPOKE, TO KKIBIH U3 CUMBOJIOB Mapbl 3aMEHSAETCA
Ha CTOSIIUI paBee ero (3a MOCIeAHUM CHMBOJIOM B CTPOKE CIIEIyeT MEpPBBIN);

— €CJIM CUMBOJIbI HAXOJATCSA B OAHOM CTOH6L{C, TO Ka)K[lblﬁ CHUMBOJI ITapbl 3aMCHACTCS Ha
CHUMBOJI, PACHOJIOKEHHBIH HU)KE €ro B CTOJOLE (32 MOCIEAHUM HIDKHUM CHUMBOJIOM CIIEIyeT
BEPXHUIN);

— €CIIM CHUMBOJIBI Mapbl HAXOASATCS B Pa3HBIX CTPOKaX M CTOJOIAX, TO OHU CUUTAIOTCS
IIPOTHBOIIOJIOKHBIMH YIIaMH TIPSIMOYToJibHUKa. CHUMBOJI, HaXOASIINICS B JIEBOM YTy, 3amMe-
HSIETCSI Ha CUMBOJI, CTOSIIIIMH B JIpyTOM JIEBOM YTIIy; 3aMEHa CHMBOJIa, HAXO/ISIIETOCS B IIPABOM
YTy, OCYIIECTBIISICTCS. aHAIOTHYHO;

— €CJIM B OTKPHITOM TEKCTE BCTPEYAIOTCS [[BAa OAMHAKOBBIX CHMBOJIA TOAPS, TO TEPex
mr(ppPOBaHUEM MEXTy HUIMHU BCTaBIIICTCS CIICIUANIBHBIA CHUMBOJI (HalpuMep, THPE).

Ipumep. OtxpoiThiii TekeT: «LIADP TIISVDEPAY. Matpuna anpasuta npejcTaBieHa
B Tabm1. 6.4.

6.4. Marpuna ajndasura

A X B M I B
q r H 111 hi 0
E 111 , K y I
3 b p "u 7|
C b K c) T I
0 A 3 bl @ -

udprekct: «PAbIN,-CT-U.JKIOb».

[Tpu paccMOTpeHHH 3THUX BUIOB MIKM(POB CTAHOBUTCS OYEBUIAHBIM, YTO YeM OOJIbIIE JJTH-
Ha KIto4a, TeM Jryunie mudp. CymecTBEeHHOTO YIIYYIIeHUs CBOHCTB MIH(PTEKCTa MOXKHO JOC-
TUTHYTb [IPH UCIIOJIB30BaHUH MIH(PPOB C AaBTOKIFOYOM.

[Tudp, B KOTOPOM caM OTKPBITHIN TEKCT WM MOTYYAIOIIAsCs KPUITOTPaMMa UCIIONB3Y-
IOTCSI B KAYECTBE «KIII0Yay», Ha3biBaeTCs mudpom ¢ agmoroyom. lllndppoBanue B 3TOM ciryudae
HAYUHAETCS C KIIF0Ya, HA3bIBAEMOTO MEPBUYHBIM, U MPOAOIDKAETCS C MTOMOIIBIO OTKPBITOIO TEK-
CTa WM KPUIITOTPAMMbI, CMEILIEHHOW Ha JJIMHY HEPBHUYHOTO KIIFOYa.

Ipumep. Otxpuitoiii  Texcr: «IUMOPOBAHUE 3AMEHOWM». Ilepsuunslii Kimrou:
«KJTHOY».

IudpoBaHue ¢ aBTOKIOYOM IPH KCIIOJIL30BAHUH OTKPBITOIO TEKCTa IMPEICTABICHO B
Tab. 6.5.

6.5. llludpoBanue ¢ ABTOKJIIOYOM NPH UCIOJIb30BAHMHN OTKPBITOI0 TEKCTA

uTr (1 [ |p |0 B |A|H |U|E 3 |A|M|E |H|O A




Kn |K |[JI (OY |IO|U [® |P |O|B |A|H | |E 3 A M

Kox|03|21(19(08]|07{12{22|31(24|09|01(22]|10|19(06|22|16|23

mT|B |[© (T (3 |XK|J |X |[IOU |1 |A X | |T |E |X|II|LO

UT — andasut ucxomnoro texcra; K — kirou; 1T — andasur mudprexcra.

H_[I/I(I)pOBaHI/Ie C aBTOKJIFOYOM MPH HUCHOJBb30BAHUN KPUIITOIPAMMBI MIPEACTABICHO B TabII.
6.6.

6.6. IlIudpoBanne ¢ aBTOKIIOYOM NPHU UCNOIB30BAHUH KPUITOrPAMMBI

UT |01 (& (P |O |B |A|H |U |E 3 |AM|E |H|O

n
Kt |[K [JI |[IO[9 |B @[T |3 |C |4 |Y|X|B|D|V |D |BI|}

Kom|03(21|19|08|18(24(20|22|27(30|20|{30({28|10{26|11{10|20

LT |B |®|T |3 |C|Y |V |X|B|D|V|D|bl|{|L|K |UA|V

UT — andasut ucxomnoro texcra; K — kirou; 1T — andasur mudprexcra.

6.4.1.2. MeTobl TIEPECTAHOBKH

[Ipu ucnonp3oBaHNy I MWHGPOBAHUS WHPOPMALUN METOJIOB MEPECTAHOBKH CHMBOJIBI
OTKPBITOTO TEKCTA MEPECTABIIIIOTCS B COOTBETCTBUN C HEKOTOPHIMU IIPAaBUIIAMH.

Hpumep. Orxpoiteii texer: «ILIMOPOBAHUE ITEPECTAHOBKOM». Kirou (mpaBuio
MIEPECTaHOBKM): TPYIIHI U3 8 OyKB ¢ MOPSAKOBEIMH HOMepamH 1, 2, ..., 8 mepecTaBUTh B OpPS-
Jok 3-8-1-5-2-7-6-4.

Hludprexct: «PHILIOUABP CUEEEPITHHTBAOKOY.

MO’HO MCIOJIB30BaTh M YCIIOKHEHHYIO TIEPEeCTaHOBKY. [l 7TOr0 OTKPBITHIA TEKCT 3aIu-
CBIBAETCSl B MATPHILy 110 oIpeaeieHHoMy Kitouy k. [lludprexcr oOpasyercst npu CUNTHIBAHUH
U3 3TOM MATPHIIBI IO KITFOUY k.

IIpumep. OTKPBITBINA TEKCT: «H_II/ICDPOBAHHE_HEPECTAHOBKOﬁ)). Martpuia u3 4eThl-
pex crombuoB. Kiroun: ki {5-3-1-2-4-6}; k, {4-2-3-1}. 3anmck mo cTpokaM MPOU3BOIUTCS B
COOTBETCTBUH C KJIFOUOM k. UTeHHE 1O CTONOIAM B COOTBETCTBHH C KIIFOUOM k; (Tabm. 6.7.).

6.7. lludpoBanue nepecTaHOBKOM

1 u E 3 I
2 E P E C
3 0 B A H
4 T A H 0
5 111 u 0 p
6 B K 0 71
kil 1 2 3 4

udprekcr: «[ICHOPUEPBAUK EAH®OUEOTIIIB».

HaI/I60nee CJIOXKHBIC MEPECTAHOBKHU OCYUICCTBJIAIOTCA IO I'aMWUJIBTOHOBBIM NYTSAM, KOTO-
pBIX B rpade MOXKeT ObITh HECKOJIBKO.

IIpumep. OTKPBITHIA TEKCT: «HH/ICDPOBAHI/IE_HEPECTAHOBKOﬁ)). Kitou: ramunbro-
HOB ITyTh Ha rpade.

HIudprexct: «IHAOHUPO®BUEECEIT PTOBUAOHK>

Heo6xoauMo 0TMETHTB, YTO AJIs JaHHOTO rpada 13 BOCBMH BEPIIMH MOXHO IPEIUIOKHUTh
HECKOJIPKO MapIIPyTOB 3allUCH OTKPBITOTO TEKCTAa M HECKOJIBKO T'AMHJIBTOHOBBIX IyTEH IS
YTEHUS KPUNTOTpaMM (puc. 6.4).

B 1991 r. B.M. Ky3pMu4 IpeayoxuI cXeMy IepecTaHOBKH, OCHOBAHHOW Ha KyOmke Py-
6mka. CorsacHO 3TOW CXeMe OTKPBITBHIN TEKCT 3allUCBIBACTCS B SYCHKH IpaHe KyOa Imo cTpo-
kam. [locne ocymecTBiIeHNs 3a1aHHOTO



OO0mmit BuI MaprpyT 1 MappyT 2
Puc. 6.4. FaMHIbTOHOBBI MyTH Ha rpade

YyClia 33JJaHHBIX [TOBOPOTOB CJIOEB Ky0a CYMTBHIBAaHHME INMU(PPTEKCTa OCYIIECTBISAETCS MO CTOJI-
6rkam. CIo)XHOCTh pacuI(poBaHUs B 3TOM CIlIydae OIpeAesieTCsl KOJINYECTBOM STYeeK Ha rpa-
HSIX Ky0a M CI0KHOCTBIO BBITIOJIHEHHBIX TIOBOPOTOB ciloeB. [lepecTaHoBKa, OCHOBaHHAs HA Ky-
Ouke PyOuka, nosy4unia Ha3BaHHe 00bEMHON (MHOTOMEPHOIT) IepecTaHOBKH.

B 1992-1994 r.r. unes npuMeHeHHss 00bEMHOI MEPECTAHOBKH JUIsl IIH(DPOBAHUS OTKPBI-
TOTO TEKCTa MOJy4niIa AalNbHEeHIIee pa3BUTHE. Y COBEPIICHCTBOBAHHAS CXeMa IEPECTAHOBOK I10
npuHOUIy Kyouka PyOuka, B KOTOpOH Hapsiay ¢ OTKPBITHIM TEKCTOM IIE€PECTaHOBKE MOJBEpTra-
10TCsI ¥ (DYHKIIMOHAJBHBIE 3JIEMEHTBI CAMOTO aIrOPUTMa MK(POBAHUSL, JIETia B OCHOBY CEKpET-
HoH cucteMbl «PyOukoH». B kadecTBe mpooOpa3oB MpOCTPaHCTBEHHBIX MHOTOMEPHBIX CTPYK-
Typ, Ha OCHOBAaHMH OOBEMHBIX MPE0Opa30BaHWH KOTOPBIX OCYILIECTBIAIOTCS IEPECTAaHOBKHU, B
cucreMe «PyOHMKOH» HCIONB3YIOTCA TPEeXMEpHbIe KyO U T3Tpasap. pyroir 0coOEHHOCTHIO CH-
cTeMbl «PyOHKOH» sIBIISIeTCS] TeHEepalysl YHUKaJIbHOW BEPCHH allrOPUTMa U KIII04a KPUITOrpa-
¢udeckux mpeodpa3zoBaHUIl HA OCHOBAHUH HEKOTOPOT'O CEKPETHOTO IMapamerpa (mapois). JTo
obecrieunBaeT KaK JOMOJHUTEIbHbBIE TPYAHOCTH JUI KPUNTOAHAIN3A IIEPEXBAYEHHBIX cO0OIIe-
HUl HapymmTeneM (HeonpeaeIeHHOCTh IPUMEHEHHOT0 allTOpUTMa), TaK ¥ BO3MOXKHOCTh amlpu-
OpHOTO 3a/aHus TpedyeMoi KpunTocToikocTH. KprnTocToOWKOCTh TaHHOM CHCTEMBI OMpeIelis-
eTcs JUIMHOM KIIFo4a, KPUITOCTOMKOCTBIO OTAENbHBIX (PYHKIMOHAIBHBIX 3JIEMEHTOB aJll'OpPUTMa
KpunTorpagueckux npeodpa3oBaHuii, a TakKe KOJINYECTBOM TaKHX ITPeoOpa30BaHHM.

Hcnonp30Banne YHUKAJIBHBIX alTOPUTMAa M KITIoYa MU(PPOBAaHUS JJIsI KKIOTO MOJIb30Ba-
TEJsI CHCTEMBI COOTBETCTBYET mosiokeHnio Teopun K. IllerHOHa 0 TOM, 9TO aOCOIIOTHO CTOM-
KU mudp MoXKeT OBITh IOMY4eH TONBKO IPH HCIIONB30BAaHUH "NEHTHI OJHOKPATHOTO HMpHMe-
HeHus1", T.e. YHUKAIbHBIX apaMeTPOB MPU KaXKAOM OCYLIECTBICHUN MH(QPOBaHUSI.

6.4.1.3. MeToapl aHATUTHYECKUX TIPeoOpa30BaHMA

TudpoBanue MeToaMn aHAIUTHYECKUX NMPeoOpa3oBaHU OCHOBAHO HA MOHSITHUH OIHO-
cTopoHHe# QyHkmu. Bynem roBoputs, uto GyHKIMA ¥ = f () SABILETCA OJHOCTOPOHHEH, eciu
OHa 32 CPaBHUTEIHEHO HEOOJIBIIOE YHUCIIO ONepalnii MpeoOpas3yeT JIEMEHT OTKPBHITOro TeKcTa X
B 3JeMeHT mudpTekcTa Y aist Bcex 3HaueHni X u3 o0nacTu ompeneneHus, a oOpaTHas orepa-
uus (Berancienne X = F'(Y) npu u3BecTHOM mH(PTEKCTE) SBILETCS BHIUMCIHTENHHO TPY/IO-
€MKOH.

B xauectBe omHOCTOpOHHEW (PyHKIMH MOXKHO HCIIOJB30BaTh CIEIyIOIIMe Ipeodpa3oBa-
HUSI: YMHOXKEHUE MaTpHIL; PelIeHHe 331a4i 00 YKJIaJKe paHIa; BHIYMCICHHE 3HAUEHHs TOJIHU-
HOMa 110 MOAYJIIO; SKCIIOHEHIIMAIbHBIE IIPe0Opa3oBaHus H JIp.

Merton yMHOMKEHHSI MaTpHILl HCTIONB3YeT npeodpazoBanue Bupa ¥ = CX, tae ¥ = |1, V2, ...,
WllTs €= 1Cl; X = [ty %2y o

Ilpumep. OtxpoiThiii TekeT: « [ TPUKA3» («16 17 09 11 01 08» cormacHo Tadm. 6.1).

132 132 |16 132] 11
Marpuna C: [215); [215 [17|=[859491|; [215] [01|=[30 63 43].
321 B21f 09 321] 08

HIudpreket: «85 94 91 30 63 43».

3amada 00 yxiIaake paHia GopMyIHUpPyeTCs CICIYOINIM 00pa3oM.

3aman Bektop C = ¢y, Ca, ..., C;|, KOTOPBIH HCIIONB3YETCS Ui MIM(POBAHUS COOOIICHUS,
KBl CUMBOJ §; KOTOPOTO MPEICTABIIEH MOCIEOBATEIIFHOCTRIO U3 1 OUT §; = X1, X, ..., x,,|T s
X c {0, 1}. Hludprexct noxyyaercst kKak ckaysipHoe npoussenenue Cs;.

IIpumep. OtkporThiii TekeT: «[TPUKA3» («16 17 09 11 01 08» cornacHo Tabm. 6.1). Bek-
Top C = {1, 3,5, 7, 11}. 3anumem CHMBOJBI OTKPBITOTO TEKCTA MATHPA3PSAAHBIM JTBOMIHBIM
KOJIOM.

I P 41 K A 3
10000 10001 01001 01011 00001 01000



[IpousBeneM COOTBETCTBYIOIUE ONEPALUH:
n=1*x1=1;

yp=1=*1+1=*11=12;
y3=1%x3+1=11=14;
y=1%3+1%T7+1*11=2I,
ys=1=11=11;

Ve=1%3=3.

Mudpreket: «01 12 14 21 11 03».

MeTox IOTMHOMOB OCHOBAaH Ha IIPeoOpa3oBaHuN

yi=x"+ax"+ .+ a,xx(mod p),

TIe 1, ay, ay, ..., 4, — UeJble HeOTPHULATENbHbIE YNCIIa, He peBocxosmue p, 1 <x;, y; < p; p —
00JIBIIIOE TIPOCTOE YHCIIO.
Ilpumep. OTxpbIThIi TeKCT: «ITPTKA3». («16 17 09 11 01 08» cornacHo tabdu. 6.1.)
IomuHoM:

yi=x; + 2x7 + 3xi + 4(mod 991);

y1= 16"+ 2%16%+ 316 + 4(mod 991) = 696;
o= 17>+ 2%17%+ 3%16 + 4(mod 991) = 591;
3=9>+2%9?+ 3%9 + 4(mod 991) = 922;
y4= 117+ 2%117+ 3*11 + 4(mod 991) = 619;
ys= 1>+ 2%17+ 3%1 + 4(mod 991) = 10;

Y6 =8>+ 2%8>+ 3%8 + 4(mod 991) = 668.

HTudprexet: «96 591 922 619 010 668».
OKCHOHEHIMANBHBIN K(p KCIIONB3yeT MpeodpazoBaHe BUIA

yi = a"" (mod p),

rae x; — nenoe, 1 <x; < p — 1; p — 6oapIIoe mpocToe 9ucio; a — nenoe, 1 <a < p.
IIpumep. Otxpoithiii Teket: «[TPUKA3» («16 17 09 11 01 08» cornacuHo tabdm. 6.1); a = 3;
p=991.

y1=3"(mod 991) = 43046721 (mod 991) = 654;
y,=3"(mod 991) = 129140163 (mod 991) = 971;
y3=23%(mod 991) = 19683 (mod 991) = 854;
ys=3"(mod 991) = 177147 (mod 991) = 749;
ys=3"' (mod 991) = 3;

v6=13%(mod 991) = 6561 (mod 991) = 615.

Mudpreker: «654 971 854 749 003 615».

6.4.1.4. l'ammupoBanue (ImuppoBaHKUE C IMOMOIIBIO JaTYHKA IICEBIOCTYYaHBIX YHACEI)

Pasznmuuaror nBa ciaydas: MeTon KOHEYHOH raMMBI U MeTOJl OECKOHEYHOH raMMbl. B kaue-
CTBE KOHEYHOM raMMBbl MOXKET UCIIOJIb30BaThCsl (Ppas3a, a B KauecTBE OECKOHEUHOW — IOCiIe/0-
BaTEIBHOCTh, BEIPA0AThIBAEMas! TaTYMKOM IICEBOCTyYalHBIX YHCEI.

[puHUMnN 3amMdpoBaHus 3aKIFOYAETCS B TeHEPAMK FAMMBbI IIKU(pa C TOMOIIBIO TaTYHKa
nceBpocmydaifaeix gucen ([ICY) n HanoXeHUH MOTYYCHHON TaMMBI Ha OTKPBITHIE TaHHEBIE 00-
parumbIM 00pa3oM (HanmpuMmep, IPH HCIIOJIB30BAHMH JIOTHUECKOI ONEpaliy «HCKII0YaIoNiee
NIIN»).

[pouecc pacimppoBaHus TaHHBIX CBOJIUTCS K TIOBTOPHON IeHEpalK raMMbl Iudpa npu
M3BECTHOM KIIIOYE W HAJOKEHHWIO TaKOH raMMbl Ha 3amu@poBaHHbIE NaHHbIE. [lomydYeHHbIH
3au11/1(prBaHan71 TEKCT ABJIACTCA AOCTATOYHO TPYAHBIM JId PACKpPbITHA B TOM Cliy4dae, KOoraa
ramMma mmdpa He COIEPKUT MOBTOPSIOUIMXCS OUTOBBIX rocienoBarensHocTed. [1o cytn nena
ramMma mmdpa JODKHA M3MEHATHCS CIIydailHbIM 00pa3oM Uil KaXIoro mHuQpyemMoro ciiosa.
DaKTUYECKH eCIIM MEePUOJ] raMMBbl TIPEBHINIAET JUIMHY BCEro 3ami(poBaHHOIO TEKCTa U HEU3-
BECTHA HUKAKas 4acTh HCXOJHOTO TEKCTA, TO IHU(P MOXKHO PACKPBITH TOJIBKO MIPSIMBIM I1epedo-
pom (rogbopom Kiroua). B aTom ciygae KpHNTOCTOWKOCTB OMPENENAeTCs pa3MEPOM KIToUa.

UroOBl MONXYYUTH JIMHEHHBIE MOCIEAOBATEIFHOCTH 3JIEMEHTOB T'aMMBbI, UIMHA KOTOPBIX
IPEBbIIIAeT pa3Mep MUPPYEMBIX NaHHBIX, Hcroib3yroTcest narunku [ICY. Ha ocHoBe Teopun
rpymn ObUIO pa3paboTaHO HECKOJIBKO THUIOB TAKMX JaTYMKOB. B HacTosimiee Bpemst HanbOosee
JIOCTYIHBIMHU U 3 ()EKTUBHBIMU SBISIIOTCS KOHepYoHmHuble cenepamoput [ICH.

Onu BbIpabaTHIBACT MOCIIECIOBATEIBHOCTH ICEBAOCTYYalHbIX uucen 7(7), onucriBaeMble
COOTHOIIIEHUEM

TG +1) = (A*T() + C) mod M,

rne A u C — xoncrantsl; 7(0) — ucxonHas BeMTMUMHA, BEIOpaHHAS B KaYECTBE MOPOXKIAIOIIETO



qHCIa.

Jnst mudpoBanmst 1aHHBIX ¢ ToMonIbio gatuuka [ICY MoxkeT ObITh BRIOpaH KO JH000T0
pa3Mmepa. Hampumep, mycTh KITIF0Y COCTOUT U3 Habopa uucen X(j) pasmMepHocThio b, tae j = 1, 2,
...., N. Torna coznaBaemyto rammy mudpa G MOXKHO MpEICTaBUTh Kak 00beIMHEHUE Herepece-
Karommxcst MHOXKeCTB H(j):

G=H(1)U H2)U ... U HW),

rae H(j) — MHOXKECTBO COOTBETCTBYIOIIMX j-MY CErMEHTY JaHHBIX WM IOJYYEHHBIX Ha OCHOBE
nopoxxaaroniero yncna Y(j), onpenesnennoro kak ¢pyHkms ot X(j) (nanpumep, I[1CY, nomyyen-
HOe Ha ocHOBE X())).

Pa3ymeeTcsi, BO3MOXHEI U ApyrHe, 0ojee H30LPEHHbIe BApHAaHThI BEIOOpA MOPOKAAOLIHX
gricen st ramMmel mrdpa. bonee Toro, rammy mmdpa HeoO3aTeNBHO paccMaTPUBATh Kak 00b-
¢IMHCHHE HEeIepeceKarommxcss MHOXKecTB. Hanpumep, raMmma mmdpa MOXeT OBITh NPEICTaB-
JIeHa B BHIE

G =H(1) (1) HQ2) (+) ... (+) HWN),

rae cuMBo (+) o0o3Hauaet onepanuio «Mckirouatoree M.

udpoanue ¢ nomoupto naryuka [1ICY siBiseTcs AOBONBHO paclpoCTpaHEHHBIM KpHII-
TorpayecKuM METOJI0OM, a Ka4eCTBO IIU(pa ONpeIENsIeTCs HE TOJIBKO U HE CTOJIBKO XapakKTe-
PUCTUKAMU JaT4yMKa, CKOJIBKO AaIrOPUTMOM HOIY4YEHHUs raMMbl. XOpOIIUE pPEe3yabTaThl JaeT
METOJl TaMMHUPOBAHUsI ¢ 0OPAaTHOM CBS3bI0, KOTOPBI 3aKJIIOYAETCSI B TOM, YTO JUIS TTOJIyYEHUS
CerMeHTa T'aMMbI HCIIOJNIb3YeTCs KOHTPOJIbHAs CyMMa OINPEeNICHHOIO ydacTKa HIH(PYyeMbIX
JIaHHBIX.

6.4.1.5. KoMOMHHMpOBaHHBIE METO/BI

TudpoBanne KOMOMHHMPOBAHHBIMH METOZAMH OCHOBBIBAETCSI HA PE3YJIbTaTax, MOIyUYCH-
Heix K. [llernonomM. Hambomnee 4acTto mpuMEHSIOTCS Takue KOMOWHAIMH, KaK MOJCTaHOBKA U
raMma, epecTaHoBKa U TaMMa, IIOACTAHOBKA M NEPecTaHOBKa, raMMa u ramma. Ilpu cocrasie-
HUM KOMOMHHMPOBAHHBIX IIU(PPOB HEOOXOJUMO MPOSBISATH OCTOPOKHOCTD, TAK KaK HETIPABUIIb-
HBIN BBIOOP COCTABISBILMX IH(PPOB MOXKET NPUBECTH K UCXOJHOMY OTKPBITOMY TEKCTY.

B kadecTBe mpumepa MOXXHO NpuBecTH IUQp, npemioxenHsiit [[. dpenndeprom, koro-
pBIii KOMOMHUPYET MHOTOAN(aBUTHYIO MOJCTaHOBKY ¢ reHeparopoM [ICU. OcobeHHOCTh J1aH-
HOT'O JITOPUTMAa COCTOUT B TOM, YTO IIPU OOJBLIOM 00beMe IU(PTEKCTa YaCTOTHBIE XapaKTe-
PHCTHKH CHMBOJIOB INU(pTEKCcTa ONM3KM K PaBHOMEPHOMY paclpe/eIeHHI0 HE3aBHCUMO OT
COJICpPKaHUs OTKPBITOTO TEKCTA.

KoMmOuHa1mst MeToI0B IMOJICTAHOBKU U TIEPECTaHOBKH ObLIa mprMeHeHa B 1974 r. dpupmoit
IBM npu pazpabotke cuctems! JIIOIIUDEP.

Cucrema JIFOLIM®EP ctpoutcs Ha 6a3e OIIOKOB MTOICTAHOBKH (S-0I0KOB) U OIIOKOB Tiepe-
cTtaHoBKHU (P-0110k0B). BIOK MOJACTAaHOBKHM BKIIOYAET JIMHEHHBIE W HETMHEHHBIE TTPeoOpa3oBa-
HUSL.

[TepBblit npeoOpa3oBarenpb S-0JI0Ka OCYILECTBISIET Pa3BEPTKY JIBOMYHOTO YKCIIA U3 11 Pa3-
PSLIOB B YKCIIO IO OCHOBaHuUI0 2". BTOpoii mpeobpa3oBareb 0CYIIECTBISET CBEPTKY ITOTO YHC-
na.

Bnok mepecTaHOBKM OCYIIECTBISIET PeoOpa3oBaHKUE 7 Pa3psAHOIO BXOIHOTO YHCIA B 7
PpaspsAHOE YUCIIO.

Bxonuble 1aHHBIE (OTKPBITHIA TEKCT) IOCIIEOBATEIHHO POXOIST Yepe3 Yepe Iy OInecs! CIION
32-pa3psamHBIX P-OII0KOB 1 8-pa3psTHbIX S-0I0KOB.

Peammzanus mmdposanus ganaeix B cucreme JIFOIIM®EP mporpaMMHBIME CpeacTBaMu
MI0Ka3ana HU3KYI0 IPOU3BOJUTEILHOCTD, IT03TOMY P 1 S-0110KHM OBUIN peai30BaHbl alllapaTHo,
YTO MO3BOJIMIIO JOCTHYb CKOpocTH HimdpoBanus no 100 Koaiit/c. OnbiT, noiay4eHHbIH TpU
pa3paboTKe M IKCILTyaTallid CHCTEMBI, aJ BO3MOXKHOCTD CO3aTh CTaHAAPT MIH(PPOBAHUS JaH-
HBIX DES.

DES (Data Encryption Standard) sBiseTCs OIHUM U3 HanOOJee PacIpPOCTPAaHCHHBIX
Kpuntorpaguiyeckiux craHgapToB Ha mMppoBaHUe AaHHBIX, npuMmensieMbix B CILIA. TlepBona-
YajbHO METOJI, JISKAIlMil B OCHOBE AAaHHOTO CTaHaapra, Obul paspaboran ¢upmoit /BM nis
cBoux nenerd. OH ObLT IpoBepeH ArentcTBoM Harmonansnoii besonacnoctu CIIA, xoTtopoe He
0OHapyXMWJI0O B HEM CTaTHCTHYECKUX HMJIM MAaTEeMaTHYECKUX M3bSHOB. JTO O3HAayao, 4To Je-
muppoBaHUE AAHHBIX, 3AIUIICHHBIX C TTOMOIIbI0 DES, He MOTJIO OBITH BHIIOJHEHO CTAaTHUCTH-
YeCKUMH (HarpuMep, ¢ TOMOIIBI0 YaCTOTHOTO CJIOBAPS) WIIM MaTeMaTH4eCKHUMHU («IPOKPYIH-
BaHUEM» B 0OpaTHOM HAIPaBICHUH ) METOIAMHU.

IMocne sToro meron ¢upmbl /BM ObIT NMPHHAT B KadecTBe (elepabHOTO CTaHIApTa.
Crangapt DES ucnons3yercsi penepaibHbIMU AeTIapTaMEHTAaMH M areHTCTBAMH ISl 3aIlUTHI
BCE€X AOCTATOYHO BAXHBIX HAHHBIX B KOMIIBIOTEpAX (I/ICKJ'IIO'-Ia}I HEKOTOPLIC JaHHBIC, METObI
3aIIUTBHl KOTOPBIX OIPEAEISIOTCS CIELUAIbHBIMU aKTaMHu). Ero mpuMeHSIoT MHOTHE HErocy-



JApCTBEHHbIE MHCTUTYTHI, B TOM 4YHCJI€ OONBIIMHCTBO OaHKOB M CIIyxO oOparieHus [eHer.
OroBOpeHHBIN B CTaHAAPTE ATOPUTM KPUNTOTPadUUECKOM 3alIUThl JAHHBIX OITyOINKOBaH IS
TOr0, 4TOOBI OOJIBIIMHCTBO IMOJIb30BATEICH MOTIIM HCIOJIh30BaTh MIPOBEPEHHBINA U ampoOHpo-
BaHHBIH AJITOPUTM C XOPOIIEH KPUNTOCTOMKOCThIO. OIHAKO, C OJHOW CTOPOHBI, TyOJHKAIHS
ITOPUTMa HEXENaTeIbHa, TIOCKOJIBKY MOXKET ITPUBECTH K MOIBITKaM ACMIN(POBAHUS 3aKPBITOH
nHdopmanum, HO, ¢ IPYrod CTOPOHBI, 3TO HE CTOJb CYLIECTBEHHO ITOCKOJIBKY CTaHAApTHBIH
aNropuT™M MHU(POBaHUS JAHHBIX NODKEH 007aJaTh TaKMMH XapaKTEPUCTUKaMHU, 4TOOBI €ro
oIy OJINKOBaHME HE CKa3aJloCh HA €r0 KPUIITOCTOHKOCTH.

DES umeert 6s10ku 110 64 OUT M OCHOBaH Ha 16 KpaTHOH NepecTaHOBKE JaHHBIX, TAKKE IS
mr(ppOBaHUS UCIIONB3YET K04 B 56 0uT. CylecTByeT HECKONbKO pexuMoB DES: Electronic
Code Book (ECB) u Cipher Block Chaining (CBC).

56 6ut — 310 8 cemuoOuTOBBIX ASCII CHMBOJIOB, T.€. TAPOJIE HE MOXKET OBITH OOJIBIIIE YeM
8 OykB. Ecni B10OaBOK HCMOJIB30BATh TOJNBKO OYKBBI U IU(PHI, TO KOJMYECTBO BO3MOXKHBIX
BapHAHTOB GyJIET CYIIECTBEHHO MEHBIIIE MAKCHMATEHO BOSMOXKHBIX 2°°,

CyTb JaHHOTO AITOPUTMA COCTOUT B cieayromieM (puc. 6.5).

BxomHol 0JIOK JaHHBIX JeauTCs morojiaM Ha jeByro (L) u mpaByio (Ry) wactu. Iocre
3TOro GOpMHUpYETCsi BHIXOJHOM MAcCUB Tak, 4TO €ro JieBas 4acTh L mpejicTaBieHa npaBoi va-
cThio Ry BXomHOTO, a ipaBas R, popmupyercs kak cymma Ly u Ry oneparnmit XOR. [lanee, BbI-
XO/HOH MaccuB MIM(PYETCsl NEPECTAaHOBKOM ¢ 3aMeHOW. MOXKHO yOeIuThCs, YTO BCe IpOBe-
JICHHBIE OIIEPaLM¥ MOTYT ObITH OOpamieHbl U pacmn(pPOBBIBAHUE OCYLIECTBISETCSA 3@ YHCIO
orepanui, JWHEHHO 3aBHUCHIIee OT pa3mepa O1oka. [locine HeCKOMBPKUX TaKUX B3OMBAHUN MOXK-
HO CUHTaTh, YTO KAXJIBI OUT BBIXOIHOTO OJ0Ka MIN(POBKH MOKET 3aBUCETh OT KaXJIOro OuTa
cOO0OIIeHHSI.

T'OCT 28147-89 — omeuecmeennvii cmandapm Ha wugposanue oanuvix. B Hatielr ctpane
YCTAQHOBJIEH €IUHBIH alropuTM KpUNTOrpaduyeckoro npeoOpa3oBaHUs JAHHBIX ISl CHCTEM
00pabotku uHPOpMaIMK B ceTax DBM, OTAeIbHBIX BBIYMCIUTEIBHBIX KOMIUIEKCax U DBM,
KOTOpBIi onpenersiercs ykazanHsIM ' OCTowm.

HayvanbHas nepecra-
HoBKa [P

R;=L® f(Ro,K})

Rig=Li5® f(R15,K16) Lis=Rys

v

BeixozHas nocienoBatenbHOCTb O1- (| o | Koneunas nmepectanos-

TOB ka [P




Puc. 6.5. Cxema aaropurma mudposanust DES



DTOT ArOpUTM KpHUIITOrpaduueckoro npeodpa3zoBaHus JaHHBIX MPEJHA3HAUESH JUIS arla-
paTHOW WM NPOTPaMMHOMN peai3alid, YIAOBIETBOPSET KPUNTOrpapuyecKuM TpeOOBaHUSIM U
HE HaKJIaIbIBACT OTPaHUYCHHS HA CTENICHh CEKPETHOCTH 3alUINaeMON HH()OPMAIIHH.

W3-3a CIOKHOCTH aNropuT™Ma MPHUBEIEM TOJIBKO OCHOBHEIE €ro miew. UToOBI MOIydYUTh
MOJIPOOHBIC CHCIU(BHUKAIIMN aITOPUTMa KPUIITOrpaduueckoro mpeodpasoBaHusi, ClieayeT oopa-
TUTHCS K OPUTHHAITY.

[Ipu onmcanuy anropuTMa MCHOIB3YIOTCS ciienytomue obo3Hauernus. Ecm L u R — 3o
mociuenoBaTenbHOCTH OUT, To LR Oyzer o60o3HauaTh KOHKaTEHALMIO MTOCTeI0BaTeNbHOCTEH L 1
R. TTox xonkareHaiueil mocinemnoBarenabHocTedl L 1 R moHMMaeTcst MociieoBaTeIbHOCTh OUT,
pa3MepHOCTh KOTOPOW paBHa cymMMe pa3mepHoctedt L u R. B 3T0it mocinenoBarenbHOCTH OUTHI
mocienoBaTenbHOCTH R cienyror 3a Outamu nocienoBatenbHocTH L. KoHkateHanms OUTOBBIX
CTPOK SIBJISIETCSl aCCOLMATHBHOM, T.e. 3anuch ABCDE o6o3Havaet, uro 3a Outamu 1ocienosa-
TENBHOCTU A CJIEIYIOT OHUTHI MocienoBarenbHocTy B, 3arem C u T.11.

CumBoinoMm (+) OymeT 0603HAYaTHCS OTMEpPAIisl IOOUTOBOTO CIIOKEHHS IT0 MOAYIIO 2, CUM-
BOJIOM [+] — omeparusi CI0XKEHHS 10 MOIYIIO 2% IBYX 32-pa3psaHBIX YHCell, CHMBOIOM {+} —
oneparys CI0XEeHUs 110 MOAYJIIO 271 IBYX 32 pa3psIHbIX YUCe.

Anroput™m Kpuntorpaduieckoro mpeoOpa3oBaHUs MPEoyCMAaTPHBAECT HECKOJIBKO PEKH-
MOB paboTsl. Ho B mobom cirydae ams mupoBKH JaHHBIX WCHOIB3YETCS K04, KOTOPHIA HMe-
€T pa3psAAHOCTh 256 OUT U MPEICTABISICTCA B BUAE BOChMHU 32-paspsimHbix umcen X(i). Eciu
0003HaunTh K104 yepe3 W, To

W = X(7)X(6)X(5)X(4)X(3)X(2)X(1)X(0).

PacimdpoBanue BBINONHIETCS IO TOMY K€ KIIFOUY, YTO M 3alIM(pPOBAHKE, HO 3TOT MPOLIECC
SIBJISIETCS. MHBEPCHUEH MpoIiecca 3an(ppoBaHNs JaHHbIX.

Oo6mas crpykrypras cxema ['OCT 28147—89 npuBeneHa Ha puc. 6.6.

CraHgapToM oINpeneNeHsl CIeAyIOIUe aIrOpuTMBl Kpunrorpadudeckoro npeoOpazoBa-
HUSL MHQOPMALIVN: 3aMena, 2aMMUuposanue, 2aMMUposanie ¢ 0opamuol césa3vio, 8blpabomka
UMUMOBCMABKU.

[lepBeIii 1 camblif pocTol pexxuM — 3aMeHa. OTKPBITHIE TaHHBIE, MTOUISKAIIUE 3alH(Po-
BaHUIO, pa30HUBalOT Ha OJIOKH 110 64 OHUT B KaXKIOM, KOTOPBIE MOKHO 0003HAUUTH 1(j).

OuepenHas mocienoarensHOCTh OUT 7(f) pazaensercs Ha ABe mocnenoBatensHocTH B(0)
(nieBbie wiu crapiine 6uthl) u A(0) (paBble WM MIIaANIAE OUTHI), KaXKasi U3 KOTOPBIX COJiep-
KHUT 32 OuTa. 3aTeM BBHIITOJIHACTCS MUTEPATUBHBIN Ipoliece MHM(POBaHMUS, KOTOPHIH OIMHMCHIBACT-
Csl CIEAYIOIUMH (GOPMYIIaMu:

i1
T¢ )m

T (T%)

Xs K [ Ky [ Ke | Ks | Ky [ K3 [ Ky | K




Puc. 6.6. O6mas crpykrypHas cxema ajaropurma 'OCT 28147-89



A() = fAG-D[+]X(G)(+)B(E-1);
B(i)=A(i-1), ecmn i=1, 2, .., 24, j=(i—1) mod$;

A() = fAG-DHIXGEBE-1);
B(i)=A(i-1), ecnn i=25, 26, ..., 31, j=32-1i;

A(32) = A(31);
B(32) = fAGD[+]X(0)(+)B(31), ecmm i =232.

3nmeck i o6o3HawaeT HOMep utepamuu (i = 1, 2, ..., 32). ®ynkuus f HazpBaeTcs GyHKUMEH mud-
poBanus. Ee aprymeHToMm sBIseTCS CyMMa MO MOJYJIIO 2% qncma A(), MOJIyYeHHOTO Ha Tpe-
JBIOYIIEM IIare uTepanud, u grcia X(j) kiroda (pa3MepHOCTh KaXI0T0 U3 3TUX YHCENT paBHA 32
3HaKaM).

Oyukuust mudpoBaHus BKIIOYAET JBE ONEpAlMU HaJ IMOJY4YEHHOH 32-pa3psiiHOd cyM-
Mmoii. IlepBast onepanus Ha3bBaeTcsa noacraHoBkoi K. biok nmoacranoBku K cocrout u3 Bock-
mu y3510B 3amensl K(1)...K(8) ¢ nmamsateio 64 6ut kaxapri. [TocTynatommii Ha GJI0K 1MOJICTaHOB-
Ki 32-pa3psiAHBIA BEKTOp pa30MBaeTCsi Ha BOCEMb IOCIIENIOBATENHLHO HIYHIHUX 4-pa3psaHbIX
BEKTOPOB, KKABIH M3 KOTOPHIX MpeolOpasyercs B 4-pa3psiHBIA BEKTOP COOTBETCTBYIOLINM Y3-
JIOM 3aMEHBI, TPEJICTABISIONNM cO00# TabIMIly M3 MIECTHAALATH LENBIX YUCET B Hara3oHe
0...15.

BxomHOH BEeKTOp OompenersieT axpec CTPOKH B TaONHUIlE, YUCIO M3 KOTOPOU SIBIAETCS BEI-
XOJTHBIM BEKTOPOM. 3aTeM 4-pa3psiIHbIe BEIXOIHBIE BEKTOPHI IOCIEOBATENFHO O0bEIHHSIOTCS
B 32-paspsaHblii BekTop. Tabmuipl Oi0ka moacTaHOBKH K comepikaT KITIOUYEBBIE JIEMEHTHI,
obmue nns cetn 9BM 1 peiko U3MEHseMEbIE.

Bropas omeparusi — MUKINYECKAN CIBUT BIEBO 32-pa3psIHOTO BEKTOpa, MOJYYSHHOTO B
pe3yabTare nojcTaHoBkH K. 64-pa3psmHblii 070K 3 pOBaHHBIX TaHHBIX Ty, IpeacTaBiseTcs
B BUJIC

T = A(32)B(32).

OcrasbHble OJIOKM OTKPBITHIX JIAHHBIX B PEXHMME IPOCTOM 3aMEHbI 3alIM(pOBBIBAIOTCS
AHAJIOTUYHO.

Crnenyer MMeTh B BHIY, YTO PEXHM IPOCTOH 3aMEHbI JOIYCTUMO HCIIOJIB30BAThH IS
mr(ppPOBaHUS AAHHBIX TOJBKO B OTPAaHMUYCHHBIX ciay4dasx. K 3THM ciydasm OTHOCHTCS BBIpa-
0oTKa KJTo4a M 3amupoBaHre ero ¢ o0ecredeHneM UMHUTO3AIIUTHI IS TIepeady 1Mo KaHajaam
CBSI3U MJIU XpaHeHUs B mamsitTu DBM.

Crenyromuii pexxuM mu(ppoBaHUs HA3BIBACTCS PEKUMOM raMMHUpoBanysi. OTpBITbIE JaHHBIE,
pazoutsie Ha 64-pazpsaable O610ku T(1) (1 =1, 2, ..., m, Tae m onpenensercss 0o0beMoM mHd-
PYEMBIX JaHHBIX), 3aIIM(PPOBLIBAIOTCS B PEKUME FAMMHUPOBAHHUS ITyTEM HOPa3psIIHOTO CIIOXKE-
HUSI IO MOALYJIIO 2 ¢ TamMMoii mmdpa Iy, koTopas BeipabarbeiBaeTcs 610kamu 1o 64 OuT, T.€.

I'w=01),IQ2),....I0,...,T{m)).

UYuciio nBOMYHBIX paspsinoB B O10ke T(m) MoxeT ObITh MeHbIle 64, TPU 3TOM HEUCIIOJIb-
30BaHHas IS H(POBAHUS YacTh raMMbI u3 00ka I'(m) oTOpackiBaeTcs.

YpaBHeHue 3ammppoBaHusl JaHHBIX B PE)KUME TaMMHUPOBAHHUSI MOXKET OBITh IPEICTABICHO
B CIIC/IyIOIIEM BHE:

@) =AY G- D [+] €2, Z(i - 1) {+} C(1) () T() =T () T@D.

B stom ypaBuenuu 11(i) o6o3Hayaer 64-pa3psaublii 010K 3amudpoBaHHOrO TeKkcTa, A —
(yHKIMIO MUPPOBAHUA B peKUME MPOCTOH 3aMEHBI (apryMeHTaMH STOH (DYHKIMU SIBISIOTCS
nBa 32-paspsaanbix uncia), C1 u C2 — xoncrantsl, 3aganusie B [OCT 28147-89. Bennuunsl
Y (i) u Z(i) onpenensroTcss UTEPAlMOHHO TI0 Mepe (GOPMHPOBAHUS TaMMBI, CIEAYIOMINM 00pa-
30M:

(Y(0), Z(0)) = A(S),

roe S — 64—pa3pﬂI1Ha;1 JABOHWYHAaA I1OCJICA0BATCIBHOCTD (CI/IHXpOHOCBIJ'IKa);
(Y@, Z@0) = (YA- D[] C2, ZG - 1) {+} C() g i=1,2, ..., m.

PacnmdpoBanue JaHHBIX BO3MOXKHO TOJNBKO NPH HAJMYHH CHHXPOIOCBUIKH, KOTOpas He
SIBIISIETCSI CEKPETHBIM 3JIEMEHTOM HIM(pa U MOXKET XpaHUThCs B mamsaTi DBM win nepenaBaThb-
Cs1 110 KaHaJlaM CBS3M BMECTE C 3alM()POBAaHHBIMH JAHHBIMH.

Pexxum raMmupoBaHMsl ¢ 0OpaTHOM CBSI3bI0 OUEHD ITOXOXK Ha PEXHUM ramMmmupoBaHus. Kak
1 B PeKUME TaMMHUPOBAHUs, OTPHIThIC TaHHBIE, pa3ouThie Ha 64-paspsaabie O1oku T(1) (I=1,
2, ..., m, IJIe M onpeesiercss 00beMOM IU(PPYEMbIX AaHHBIX), 3aIH(POBBIBAIOTCS TyTEM IO~
Pa3psIIHOTO CIOXKEHUS 110 MOAYIIO 2 ¢ ramMMoii mudpa ['m, koTopas BelpadbaTeiBaeTCs OJI0KaMu
o 64 our:

[w=(T(1), TQ), ..., T(), ..., [(m)).

Uwmcno nBoWYHBIX pa3psaaoB B O1oke T(m) MokeT OBITh MEHbIIE 64, TIPH STOM HEUCIIOJNb-



30BaHHast Jyisl uQpoBaHus yacTh raMMel U3 Oioka I'(m) orOpackiBaeTcs.
YpaBHeHHUe 3aIM(pPOBAHUS JaHHBIX B PEXKUME TaMMHUPOBAHUS ¢ 00PAaTHOH CBS3BI0 MOXKET
OBITh IIPEJICTABIIEHO B CIIEAYIOIIEM BHUE:

HI(1) = A(S) (+) T(1) =I'(1) (+) T(1),
I1(i) = A(LLIG — 1)) () T() =TG) (D) TO ami=2, 3, ..., m.

3necs 11(i) o6o3HauyaeT 64-pa3psiaHblii OJI0K 3amU(pPOBAHHOTO TeKCTa, A — QyHKIHIO MHUpPO-
BaHMS B PEKHUME MPOCTOH 3aMeHbl. APryMeHTOM (PyHKIMH Ha IIEPBOM Iare UTEPAaTHBHOTO aJl-
ropurMa sBiserca 64-paspsagHas CHHXPOIOCBUIKA, @ Ha BCEX MOCIEIYIOIUX — MPEeAbLIyIIi
6ok 3ammudpoBanHbx gaHHBX (1 — 1).

B I'OCT 28147-89 ompenensercs mpoiecc BHIpaOOTKH UMHUTOBCTABKH, KOTOPBIN €IMHO-
o0paseH y1s1 JII000ro U3 PeKUMOB K(pOBaHKs JaHHBIX. IMUTOBCTaBKa — 3TO OJIOK U3 p OUT
(umuroBcraBka Up), KOTOphIi BeIpabaTeiBaeTcs 100 nepen Mn(poBaHUEM BCEro COOOIIEHHS,
100 mapajuieNnbHo ¢ IudpoBaHueM 1o Ojokam. IlepBble OJIOKH OTKPBITHIX JAaHHBIX, KOTOPbIE
Y4acTBYIOT B BEIpa0OTKE HMHUTOBCTABKH, MOTYT COJIEPXKATh CIIYKEeOHYI0 HH()OPMALUIO (HaIpH-
Mep, aJIpeCHYIO 4acThb, BPEMsl, CHHXPOIIOCBUIKY) M HE 3aIlIU(pOBHIBAThCS. 3HAUCHHE ITapaMeTpa
p (4UCI0 ABOMYHBIX Pa3pslioB B MMHUTOBCTABKE) ONpeNessieTcsl KpunTorpaduueckuMu Tpedo-
BaHUSMH C YIETOM TOTO, YTO BEPOSITHOCTh HABSI3bIBAHHS JIOXKHBIX IIOMEX paBHa 1/27.

Jn1s mosTydeHns IMUTOBCTaBKH OTPBITHIC JaHHbIE MPEACTABIAIOTCS B BUE 64-pa3psiiHbIX
6mokoB T(i) (i =1, 2, ..., m, rae m ompenenseTcss 00beMOoM MHIPPYEeMBIX TaHHBIX). [lepBorii
610K OTKPHITHIX AaHHBIX T(1) moaBepraeTcst mpeobpa3oBaHMIO, COOTBETCTBYIOMIEMY MTEPBBIM 16
LUKJIaM aJrOpUTMa 3amu(pOBaHUs B PEKMME MPOCTON 3aMeHbl. [IpudeM B KauecTBe Kiroua
Ul BBIPAaOOTKH MIMHUTOBCTABKU MCIOJIB3YETCs KITF0Y, 10 KOTOPOMY MIN(PYIOTCS JaHHBIE.

[Monyuyennoe nocie 16 MUKIOB pabOThl 64-pa3psiAHOE YHUCIO CYMMHPYETCS [0 MOIYIO 2
CO BTOPBIM OJIOKOM OTKPBITHIX AaHHBIX T(2). Pe3ynbrar cyMMHpOBaHHs CHOBa MOIBEPraeTcs
peoOpa3oBaHMIO, COOTBETCTBYIOLIEMY MEPBbIM 16 IMKIaM ajiroputMa 3amudpoBaHus B pe-
HMME ITPOCTON 3aMEHHBI.

[Nonmy4enHoe 64-pa3psaHOE YHCIO CyMMHUPYETCS 10 MOJYIIO 2 ¢ TPETHUM OJIOKOM OTKpBI-
ThIX gaHHBIX T(3) u T.14. [locneaanii 6ok T(m), mpu HEOOXOAUMOCTH JTOTIOTHEHHEIH IO MTOJTHO-
ro 64-paspsgHOro 0J0Ka HYISIMH, CYMMHPYETCS TI0 MOIYJIIO 2 C pe3ylIbTaToOM padOTHI Ha Iare
m — 1, mocsie gero 3amm@poBHIBAETCS B PEXKUME MIPOCTON 3aMEHBI 110 NTEpBBIM 16 1uKiIam pado-
THI aropuT™Ma. V3 moiryueHHoro 64-pa3psaHoro gyucia Beioupaercs orpe3ok Up anunoit p our.

NmuToBcTaBka Up mepemaercs o kaHamy CBsi3W WK B mamsaTe DBM mocine 3ammdpoBan-
HBIX AaHHBIX. [locTynuBIMe 3amm@poBaHHble JaHHbIE PACIIM(POBBIBAIOTCS U U3 TTOIYYEHHBIX
0710K0B OTKpHITHIX aHHBIX T(i) BeIpabarbiBaeTCs UMUTOBCTaBKa Mp, KoTOpas 3aTeM cpaBHHBa-
€Tcs C UMUTOBCTaBKOH Mp, momydeHHON U3 KaHana cBsi3u WM u3 namsatd OBM. B ciyuae He-
COBIIaACHUS UMHUTOBCTABOK BCE paCIJlI/I(l)pOBaHH])le JAaHHBIC CHUTAIOT JIOKHBIMHU.

6.4.2. ACUMMETPUYHBIE METOAbI IIU®POBAHUSA

HawnGornee nepcreKTHBHBIME CUCTEMaMU KPUIITOTpa(UueCcKOl 3aIUThI JAaHHBIX SIBJISTFOTCS
CUCTEMBbI, OCHOBaHHbIE Ha aCHMMETPUYHBIX METOAaX IudpoBaHus. B Takux cucremax s 3a-
muppoBaHUs AAHHBIX WCIOJIB3YETCS OIHMH KIIIOY, a Ui pacmudpoBaHus apyroid. Ilepswrit

Coobuienue Coobuienue
3amudpoBaHHOE
3ammgposanue cooqgl)ueﬂne » Pacmdposanne
OTKpBITHII CexpeTHblil
< >
KITFOY A KITIOY

T'enepatop kiroueit

Puc. 6.7. Ucnosib30BaHUe ACHMMETPUYHOI0 MeTO1a M (POBAHUSA

KIIFOY HE SIBISIETCSI CEKPETHBIM M MOXKET OBITh OIMyOJIMKOBAH JUIS MCIIOIb30BaHUS BCEMH I1OJIb-
30BaTEISIMI CHCTEMBI, KOTOpBIEe 3aIIN(pOBHIBAIOT JaHHbIE. PacmmpoBaHne JaHHBIX ¢ HOMO-
IIBI0 U3BECTHOTO KIIOYa HEBO3MOXHO. [ paciundpoBaHus JaHHBIX IOMydaTenb 3amudgpo-
BaHHOW MH(OPMAIIUN HCIOIB3yeT BTOPOH KIIFOY, KOTOPHIN SBISIETCS CEKpeTHBIM. Pazymeercs,
KJII0Y pacin@poBaHusi HE MOKET OBITH ONPE/IENICH U3 KiIroYa 3ainppoBaHusL.

[Mpumenenne takux mu@poB crano Bo3MoxHbIM Onaroxaps K. llleHHOHyY, mpeioxuB-



IEMy CTPOMTH IIM(P TaKUM CIIOCOOOM, YTOOBI €r0 PACKPHITHE OBLIO SKBHBAJICHTHO PELICHHIO
MaTeMaTH4eCKOH 3aiaud, TpeOyloleld BBIIOJHEHHS OObEeMOB BBIYHCICHHH, MPEBOCXOIAIINX
BO3MOXKHOCTH COBpeMeHHbIX DBM (Hanpumep, onepauuu ¢ OOJIBUIMMHU MPOCTBIMH YHUCIAMH H
UX MPOU3BEACHUSIMH).

[IpuHIMI TPUMEHEHUS] aCHMMETPUYHOTO MK(pPOBaHUs 1MoKa3aH Ha puc. 6.7. PaccmoTpum
HanOosee pacrpocTpaHEHHbIE alTOPUTMbI ACHMMETPUYHOTO IH(PPOBAHMS.

6.4.2.1. Anroput™m RSA

B Hacrosee Bpems HanOoJiee pa3BUTHIM METOAOM KpHITOrpaduueckor 3amuTsl HHGOp-
Malli¥ C U3BECTHBIM KIIIOYOM sIBIIsieTCs] RSA, Ha3BaHHBIN Tak 10 Ha4YajIbHBIM OyKBaM (haMuIuii
ee u3obperareneii (Rivest, Shamir u Adleman). Tlepen TeM Kak MPUCTYIHUTh K U3JI0KCHHUIO KOH-
uenuuu Merona RSA, HE00X0IMMO ONPENEUTh HEKOTOPbIE TEPMHUHBI.

Hon npocmeim yucnrom GyneM NOHMMATh TaKOE YUCIIO, KOTOPOE JEIUTCS TOJbKO Ha | 1 Ha
camo ce0s1. B3auMHO mpocTeiMu unciiaMu OyZieM Has3bIBaTh TaKHe YHCIIa, KOTOphIe He UMEIOT HU
OJTHOTO 00I1Iero enuTess, Kpome 1.

Hon pesynomamom onepayuu i mod j OyaeM cHUTaTh OCTATOK OT LIETOYMCICHHOTO Jelie-
HUS | Ha j. YTOOBI WCIIONB30BAaTh anropuT™M RSA, HaJo cHadana CreHePHpPOBATH OTKPBHITHIA H
CEKPETHBIN KJIFOUH, BBITOJIHNUB CJICAYOLIHE IIIary.

Bri6epem aBa oueHb OOJBIINX MPOCTHIX YACTA P U ¢,

Omnpenennm n Kak pe3yabTaT YMHOXKEHHS p Ha g (1 = pq).

Bribepem Oombioe citydaiiHOE 4HCII0, KOTOPOE Ha30BeM d. DTO YHCIIO JIOJDKHO OBITh B3a-
MMHO IPOCTBIM C /1 pe3yJbTaToM yMHOXeHus (p — 1) (¢ — 1).

OmnpenenumM Takoe YUCIIO e, IJIsl KOTOPOTo SIBJISIETCS UCTUHHBIM CIIeTyIollee COOTHOILIEHNE
(e d) mod (m) =1 wm e = (1 mod (m))/d.

OTKpPBITBHIM KIIFOUOM OyIIyT YHCia € U 11, @ CEKPETHBIM KIIIOUYOM — 4ncia d u n.

Temnepp, uToObI 3amK(poBaTh JaHHBIE 10 U3BECTHOMY KIItouy {e, n}, HEOOXOIUMO cle-
JaTh cIeayolee:

— pa3outh mudpyeMbIii TEKCT Ha OJOKH, KaXKIBIH M3 KOTOPHIX MOKET OBITh MTPEICTaBICH
B Buae uncna M(i) =0, 1, ..., n—1;

— 3ammudpoBaTh TEKCT, paccMaTPHBAEMBI KakK IIOCIENOBATEIbHOCTh umcen M(i) 1o
dopmye C(i) = (M(i)°) mod n.

Yt008b1 pacimgpoBaTh JaHHbIE, HCIOIB3YS CEKPETHBIH K04 {d, n}, HEOOX0AUMO BBINIOJN-
HUTH crexytouue Bhranciaenus: M(i) = (C(i)*) mod n. B pesysnbTaTe momyumTcs MHOKECTBO
yucen M(i), KoTopble PEACTABISIOT COO0M NCXOAHBINA TEKCT.

IlIpumep. Tlpumennm meton RSA mis mmdpoBanus coodmienns «['A3». s mpocTOTHI
OyzeM HCIoIbp30BaTh OUSHb MaJICHbKUE Yncia (Ha MPaKTHKE MCIOJb3YIOTCS HAMHOTO OOJIbIINe
qrcia).

Breibepemp =3 ug=11.

Onpenenum n =3 - 11 =33.

Haiinem (p — 1) (¢ — 1) = 20. CiregoBaTensHO, B KauecTBe d BEIOepeM J1r000€e 9rciio, KOTo-
poe sBiIsgeTcs B3aUMHO TPOCThIM ¢ 20, Hampumep d = 3.

Bribepem uncio e. B xagecTBe Takoro 4mcia MOXKET OBITH B3SATO JIFOOOE YHCIIO, TS KOTO-
poro yzoBieTBopsieTcs cooTHomeHue (e x 3) mod 20 = 1, Hanpumep 7.

[pencraBum mudpyemoe coobLIeHHE KaK IOCIEI0BATEIBHOCTD LEIbIX YHCENT B IHaIa3o-
He 0...32. [Tycts O6ykBa A nzobpaxkaercs unciom 1, Oyksa I — uuciom 4, a Oykxsa 3 — unciom 9.
Toraa cooOliieHre MOXKHO TPEICTaBUTh B BUE MocieaoBarenbHocTy yncen 4 1 9. Samudpyem
COO0O0IIeHHE, UCTTIONB3YsI KITtod {7, 33}:

C, = (4") mod 33 = 16384 mod 33 = 16,

C;=(1")mod 33 =1mod 33 =1,

C; = (9") mod 33 = 4782969 mod 33 = 15.

Mudprexer: «16 1 15».

[omeiTaemest pacmmdposath coodimenne {16, 1, 15}, momydenHoe B pe3yibraTe 3amud-
POBaHUS 110 H3BECTHOMY KIIFOUY, HA OCHOBE CEKpPEeTHOTO Kifoua {3, 33}:

M, = (16’) mod 33 = 4096 mod 33 = 4,

M,=(1*)mod33=1mod33=1,

M; = (15*) mod 33 = 3375 mod 33 = 9.

Taxum obpasom, B pe3ysbTaTe paciindpoBaHHs COOOMIEHHS IMOJTYYEHO HCXOTHOE CO00-
nieHue «['A3».

Kpunrocroiikocts anroputma RSA OCHOBBIBAaeTCS Ha MPEMON0KEHHUH, YTO HCKIIOYH-
TEJILHO TPYAHO OIPEEIUTh CEKPETHBIH KJIFOY 110 W3BECTHOMY, IIOCKOJIBKY JUISl 3TOrO HE00XO-
MO DEIIUTh 3aJady O CYIIECTBOBAHMH JAeNuTeNel nesnoro yucia. JlaHHas 3ajgada sBISETCS
NP-10JTHOH M, KaK CIIEICTBHE 3TOro (hakTa, HE JIOIyCKaeT B Hacrosuiee BpeMs 3¢ddexTuBHOrO
(monmmHOMHMANBHOTO) perieHus. boiee Toro, cam Borpoc cymiecTBoBaHUs 3()(HEKTUBHBIX anro-
PUTMOB pemieHust NP-TIOMHBIX 337ad SBJISETCS JO HACTOSIIET0 BPEMEHH OTKPBITHIM. B cBsi3u
THM s gmcen, coctosammx u3 200 mudp (a IMEHHO TakWe YUCIa PEKOMEHAYETCs MCIIONB30-



BaTh), TPAIUIIMOHHBIE METOBI TPEOYIOT BRITOJHEHNS OTPOMHOIO YHCIIa Oepanuii (0KoJo 10%

).

6.4.2.2. Anroput™ Onb-I"amans

Cucrema Dnb-I'amarst — 370 KPUNTOCHCTEMA C OTKPBITHIM KJIFOUOM, OCHOBAaHHAs Ha IMpPO-
OnemMe BbluMciieHus Jioraprdma. JJaHHbBIH anropuT™ UCTIONB3yeTCs Kak sl IU(POBaHuUs, TaK U
JUTsE TA(POBON TOIIIHCH.

MHOX€ECTBO MapaMEeTPOB CHCTEMBI BKITIOYAET MPOCTOE YHCIIO p U EN0e g, CTEIIEHU KOTO-
pOro 1o MOIYJIO p HOPOKAAIOT OOJIBLIOE YHCIIO 3IEMEHTOB Z,. Y monk3oBarens A ecTb cek-
PETHBIH KIII0Y @ U OTKPBITBIN KITIOU ), BEIYUCIISEMBII

y =g" mod p.

[IpennonoxumM, 4TO MOIB30BaTENh B jKelaeT MOoCiaTh COOOIIEHHE /M TMOJIB30BATENi0 A.

CHavasa 1moyib30BaTesb B BEIOMpAeT CirydaifHoe YnCIIo k, MEHBIIIEe p. 3aTeM OH BBIYUCIISCT

yi =g mod p 1y, = m(+)(¥(mod p)),

rae (+) o6o3HayaeT nodbutoBoe «uckitouatomee MJIN». [Tonp3oBarens B MOChUIAeT MOJIB30Ba-
tento A mapy (1, y»). [locie momydeHust MM pPOBAHHOTO TEKCTA MOJIb30BATENb A BHIYUCIISCT

m = (y1” mod p)(+)y».

I/IHOF,Ha onepanunga IMOOUTOBOTO «HMCKJIIOYAoIiero WNJIN» moxkeT OBITH 3aMEHEHA Ha YMHO-
JKCHHE 110 MOAYJIIO p. ypaBHeHI/IC pacnm(prBaHHs{ B 3TOM CJIy4dac MIPUHUMACT BUJ

m = y,/y,* mod p.

CyH.IGCTBeHHBIM HEOOCTATKOM ACUMMETPHUYHBIX METOJOB SABJISICTCSA WX HHU3KOEC 6BICTpO-

CuMmMmeTpudHOe 3ammdposanHOE
CooOmenne >
3ammdpoBaHue cooOmeHne
A 'y
AcuMmeTpuyHOE 3ammppoBaHHbII
Kirou »>
3amugppoBaHue KITFOY

I'enepatop xiroueit
Juist kaxkoro cooOueHus OTKpBITHII KITFOY TTOJTydaTess
TEHEPUPYETCS CBOM KIIOY

Puc. 6.8. dpdexTuBHOE IN(PpOBaHUE COOOIIEHUS

JEeHCTBHUE, TI03TOMY HX NMPUXOJMUTCS COYETaTh ¢ CHMMETPHYHBIMU (aCUMMETPHYHBIE METO/BI Ha
3—4 nopsiaka MeJJIeHHee CUMMETPHYHBIX). Tak, Ui pelleHns 3a1a4un pacChUIKH KIII0Yel CHa-
Yaja COOOILEHNE CUMMETPUYHO MIM(PYIOT CIyYalHBIM KIIOYOM, 3aT€M 3TOT KIIIOY HIH(PYIOT
OTKPBITHIM aCHMMETPUYHBIM KJIFOUOM IOJIy4aTelisi, HOCJie Yero cooOIIeHHe U KoY OTHpaBIIs-
I0TCA 110 CETH.

D¢ dexTrBHOE mH(pOBaHKE, PEATN30BAHHOE IYyTEM COYETaHHsS CUMMETPHYHOIO M acHM-
METPHYHOTO METOIOB, MILTFOCTpUpYeT puc. 6.8, a puc. 6.9 — pacumdpposanue >dpdexTrBHO 3a-
I pOBAHHOTO COOOIICHUSI.

3ammudpoBanHoe CHMMETPHUYHOE
bp » P > CooOmenue
cooOmeHne pacmmdpoBanue
SamugppoBaHHbIH AcuMMeTpUYHOE
» >
KITIOT pacumdpoBanue Kitrou

?

CeKpeTHbIH KoY [OJIy4aTesst

Puc. 6.9. PacungpoBanne 3ppeKTHBHO 321U (PPOBAHHOIO COOOIIEHUS



[IpuMeHeHre aCMMMETPUYHBIX METOJIOB [TO3BOJIMIIO PEIIUTh BaXKHYIO 33124y COBMECTHOU
BBIPAOOTKU CEKPETHBIX KIIOYeH, 00CITy)KUBAIOLIMX CEaHC B3aMMOJCHCTBHS, MPH W3HAYATHLHOM
OTCYTCTBUU 00IIUX cekpeToB. J[yst aTOro ucnonb3yercs aroputm Juddu-Xenmana.

OmnpeneneHHOE PacHpoOCTpaHEHHE IMOJy4YHiIa pPa3HOBUIHOCTh CUMMETPUYHOTO MM(ppoBa-
HHWA, OCHOBAHHAaA Ha UCIIOJIb30BAHUU COCTAaBHBIX KJIIO‘Iei/‘I. I/I}Ieﬂ COCTOUT B TOM, YTO CereTHbel
KITIOY JICTUTCS Ha JIBE YacTH, XPaHsIIHecs OTaenbHo. Kaxaas yactk cama 1o cebe He Mo3BOJIs-
€T BBINIOJHUTH pacimudpoBanue. Eciu y mpaBoOXpaHUTEIBHBIX OPTaHOB MOSIBIISTFOTCS MOI03pe-
HUS OTHOCUTEIBHO JIMIA, MCIIOJB3YIOIIEr0 HEKOTOPBIA KJIFOY, OHH MOTYT B yCTAHOBJICHHOM
MOPSIIKE TOJNYYUTh TOJOBUHKU KIIIOYA U JANbIIC ACHCTBOBATh OOBIYHBIM JUII CHMMETPHYHOM
pacmugpoBKH 00pa3oM.

CocraBHbIe KIIOYM — OTIUYHBIA MPUMEp CIICAOBAHUS MPUHIIUIY Pa3JeiIcHUs] 00s3aHHO-
creif. OHU MO3BOJIAIOT COYETATH MPABO IPAXKAaH HAa TaillHYy ¢ BO3MOXKHOCTBIO 3(h(ekTuBHO ciie-
JIITh 33 HAPYLIMTENSIMHA 3aKOHA, XOTs, 3/IeCh OYEHb MHOTO TOHKOCTEH M TEXHHUYECKOT0, U I0pH-
JINYECKOTO TUIaHA.

Kpunrorpaduueckue MeToJpl MO3BOJISIOT HAIEKHO KOHTPOJIMPOBATH LENOCTHOCTh WH-
dopmMarnuu, onpeaeNsaTh ee HOAIMHHOCTD, FAPAHTHPOBATh HEBO3MOXKHOCTh OTKA3aThCsS OT CO-
BEpPUICHHBIX NEUCTBUH. B oTiM4Me OT TPaJUIIMOHHBIX METOIOB KOHTPOJIBHOTO CYMMHPOBAHHS,
CHOCOOHBIX TPOTHBOCTOSATH TOJILKO CIy4aiiHBIM OmIMOKaM, KpunTorpaduieckas KOHTPOJIbHAs
cyMMa (MMHTOBCTaBKa), BHIYHCIICHHAsI C MMPHUMEHEHHEM CEKPETHOTO KJIoua, MPAKTUYECKH HC-
KJIFOYaeT BCe BO3MOXKHOCTH HE3aMETHBIM 00pa30oM M3MEHHTH JIaHHBIE.

6.4.2.3. DnexTpoHHas (poBast MONUCH

B ocHoBe KkpunTOrpaMueckoro KOHTPOJS LEJOCTHOCTH JIeKAT [Ba TOHSATHSA: XdUi-
@yHuryus; snexkmponnas yu@posas noonucs (DLII).

Xowi-¢pynxyus — 310 TpYAHOOOpATHMOE NPeoOpa3oBaHue JaHHBIX (OZHOCTOPOHHSS (DyHK-
IUs), pearu3yeMoe, KaK MpaBuiIo, CPEACTBAMU CUMMETPHIHOTO MIH(POBAaHUS CO CBSI3BIBAHHUEM
OmokoB. Pesynbrar mmmdpoBaHus MmociemHEro OJioka (3aBUCSIIUN OT BCEX MPEOBIAYIIAX) U
CITY>KUT Pe3yJIbTATOM X3II-(PYHKIIH.

[IycTh UMerOTCs JaHHBIE, IIETOCTHOCTh KOTOPBIX JOJDKHA OBITH IPOBEPEHA, XII-(DYyHKITHS
W paHee BBIUMCIICHHBIN pe3ynbTaT ee MPUMEHEHHS K WCXOIHBIM JaHHBIM (maimxect). Xormi-
(hyHKIIMIO 0003HAYNM Yepe3 /1, ICXOJHbBIe TaHHbIe — yepe3 7, MpoBepseMbIe JaHHBIEe — yepes 7.
KOoHTpOoIbh 1IET0CTHOCTH TaHHBIX CBOAUTCS K mpoBepke paBeHctsa A(7T) = h(T'). Ecnu oHO BBI-
noJHseTcs, cantaercs, uro 7 = 7. CoBnaneHune MailyKecToB AJIs Pa3IUYHBIX JaHHBIX Ha3bIBa-
eTcsl Koanu3uel. B IPUHIUIIE KOJJITM3UH BO3MOXKHBI (TaK KaK MOIIHOCTh MHOXKECTBa Janipke-
CTOB MEHBIIIE MHOXKECTBAa XJIIMPYEMBIX JAHHBIX), OJHAKO, WMCXOMAS W3 ONPEACTCHHS XdII-
(yHKIMH, CIIEIMAIBFHO OPraHU30BaTh KOJLTM3HUIO 32 IIPUEMIIEMOE BPEMs HEBO3MOIKHO.

ACHMMETpHYHBIE METO/bI TIO3BOJISIIOT PEalM30BaTh TaK HA3bIBAEMYIO 3I€KMPOHHYIO Yug-
POBYIO NOONUCH, WK JJIEKTPOHHOE 3aBepeHHe cooluieHus. Vnes cocTout B TOM, YTO OTIPaBU-
TeNb TMOCBUIAET J[BA AK3EMIUIIpa COOOMICHUS — OTKPHITOE M ACHIN(PPOBAHHOE €Tr0 CEKPETHBHIM
KJIFOUOM (ECTECTBEHHO, Jemr(poBka He3amn(ppoBaHHOTO COOOIIEHHS HAa caMOM Jejle eCTb
dhopma mmdpoanus). IlomyuaTens MOXeET 3anmM(POBaTh C MOMOIIBIO OTKPHITOrO KIFOYa OT-
npaBuTens JAeur(poBaHHBIN 3K3EMIULIP U CPABHUTH C OTKPBITHIM. Eciu oHM cOBHamyT, Jny-
HOCTB ¥ ITOJITUCH OTIIPABUTENS MOXKHO CUUTATh YCTAaHOBJICHHBIMU.

[ycts E(T) 0603Ha4yaeT pe3ynbrar MuppoBaHus TEKCTa 7 ¢ TOMOIIBIO OTKPHITOTO KIIloYa,
a D(T) — pesyibrar aemnppoBKr Tekcta I’ ¢ HOMOIIBIO CEKPETHOTO Kitoda. YToObl acuMMeT-
PUYHBIA METOJ MOT NIPUMEHSTHCSA IS Pealn3alidd AJIEKTPOHHON IMOMMUCH, HEOOXOAUMO BBI-
MIOJTHEHHE TOXKAECTBA

E(D(T)) = D(E(T)) = T.

[poummoctpupyem puc. 6.10 npouenypy 3pdexkTHBHOM reHepay JIeKTPOHHOH TOAIIH-
CH, COCTOSILIYIO B IM(poBaHnK TpeodpazoBanuem D naiimpkecta h(7), a npoBepka 3¢ dekTHBHO
CTeHEPUPOBAHHOH AIEKTPOHHOM MOMAIICH MOXKET OBITh pealn30BaHa CIIOcOO0M, H300paKEHHBIM
Ha puc. 6.11.

W3 pasenctsa E(S") = h(T) cnenyer, S" = D(h(T")). CnenoBarensro, DLII 3ammurmaer me-
JIOCTHOCTh COOOIIECHUSI, yOCTOBEPSIET JINYHOCTh OTIIPABUTENS U CIYKHT OCHOBOH HEOTKa3ye-
MOCTH.

JBa poccuiickux crangapta, «IIporenypbl BBIpaOOTKH ¥ MPOBEPKH 3JIEKTPOHHOM 1UppPO-
BOW MOJMMCH Ha 0a3e aCHMMETPHUYHOTO KPUNTOrpadIecKoro anroputMa» u «PyHKIHS X3MIH1-
pOBaHMs», 0OBEIMHEHHBIE 00mMM 3aronoBkoM «MHpopMannonHas TexHonorus. Kpumnrorpa-
¢dugeckas 3ammra HHGOPMAIMM», PErIaMEHTHPYIOT BBIYHCICHHE Nal/UKecTa M PeaH3aluio
3EKTPOHHOW NOJIHUCH.
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Puc. 6.11. [IpoBepka 3/1eKTpOHHOIi G POBOIi MOAMHCH

B centabpe 2001 r. yrBepxaeH, a ¢ 1 mtomns 2002 1. BCTYNHJI B CHIy HOBBIH CTaHIapT
SUIT-TOCT P 34.10-2001.

Jnst KOHTPOJIS LEJIOCTHOCTHU IOCIIEA0BATEIBHOCTH COOOLICHUH (T.€. 3alUThl OT KPaXH,
IyOMMpOBaHMS 1 MEPEYNOPSAOUEHHs COOOIIEHNH) MPUMEHAIOT BPEMEHHBIC INTAMIIBI U HyMe-
panuio 3IEMEHTOB MOCIIE0BATENLHOCTH, IIPH 3TOM IITaMIIbl 1 HOMEPA BKIIIOYAIOT B IOJMHCHI-
BaeMbII TEKCT.

OO6paTtuM BHUMaHHUE Ha TO, YTO IIPU MCIIOIb30BAHNM aCHMMETPUYHBIX METOIOB IU(pPOBa-
Hus (B yactHocTH JLIIT) HE0OX0AMMO MMETh IapaHTHIO MOJIMHHOCTH Napbl (MMs, OTKPBITHIHA
KII09) aapecara. Jlis perienus 3Toi 3agauu B cnenudukanusax X.509 BBOAATCS MOHATHSA 1U}-
poBoro ceprudukara u cepTrudurkannoHHOro 1eHTpa. CepTUhUKAIIMOHHBIA IEHTP — 3TO KOM-
MOHEHT TJI00ATBHON CITy>KOBI KaTaJloroB, OTBEYAIONIMH 32 yIpaBJeHUE KPUNTOrpadHIeCKUMH
KJIFOYaMH T10JIb30BaTesIel, 3aBEPSIOMINI MOJIMHHOCTD Hapbl UM, OTKPBITHIH KIIIOY ajpecara
CBOEH MOMUCHIO.

Hudpossie ceprudukatsl B popmare X.509 cranu HEe TONBKO (opManbHEIM, HO U (HaKTH-
YECKUM CTaHJapTOM, TTOAICPKUBAEMBIM MHOTOUNCIICHHBIMH CEPTH()UKAIIMOHHBIMH LIEHTPAMH.

OTMeTHM, 4TO YCIIyTH, XapakTEepHbIE Ul aCHMMETPHUYHOTO MN(POBAHUS, MOKHO pEan-
30BaTh U C IOMOIIBIO CHMMETPUYHBIX METOAOB, €CIIM HMMEETCS HaJeXHas TPeTbs CTOPOHA,
3HAIOIIAs] CEKPETHBIE KIIFOYM CBOMX KIIMEHTOB. DTa HJes IMOJIOKEHA, HAIPpUMEp, B OCHOBY Cep-
Bepa ayreHTuukauuu Kerberos.

6.4.3. CPCABHEHUE KPUIITOI'PAOUYECKHUX METOJ0B

Meton mmppoBanus ¢ ncnoip3oBanueM gatunka [ICY Hambosee 4a-CTO HCIOIB3YETCS B
MPOrpaMMHON pealii3aluyi CUCTEMbl KPUNTOrpaguyeckol 3aluThl JaHHBIX. DTO OOBSCHSIETCS
COYETaHHWEM B HEM: MPOCTOTHI MPOTPAMMHUPOBAHUS M BBICOKYIO KpUNTOCTOHKOCTH. [Ipn sTOM
CHCTEMBbI, OCHOBaHHbIE Ha MeTo/ie MU(pPOBaHUsI C HCIOIb30BaHueM naryrka [1CY, no3Bosnsior
3amm(poBaTh B CEKYHIy OT HECKOJBKHX JECATKOB 10 coTeH Kb manubix (s [I9BM).

OnHaKo 3TOT aNTrOPUTM MH(POBaHUS JAHHBIX YYBCTBUTEIEH K IIPOCTHIM BO3JIEHCTBHAM U
nepest ero NpUMEHEHNEM JIOJDKEH OBITh IIOABEPTHYT BCECTOPOHHEMY MaTeMaTHUECKOMY, CTaTH-
CTHYECKOMY W KpUNTOTrpaduueckoMy aHanm3aM. MHade, pe3yabTaThl MOTYT OBITh KaTacTpoQu-
YECKUMH.

OCHOBHBIMH TIpeHMYyIECTBaMUA MeTona DES SBITIOTCS, IO YTBepxkaAeHUsAM HarmoHaims-
Horo bropo Crannapros CIIIA:

— BBICOKHH YpOBEHb 3aIUThI JAHHBIX [TPOTUB ACIN(POBAHUSI U BO3ZMOXKHOU Mo DUKa-
UM JaHHBIX;

— IPOCTOTa B MOHUMaHHU;

— BBICOKas CTENEHb CI0XKHOCTH, KOTOpas JAelaeT €ro PacKpbhITHE JOpOXKe MOIydaeMoi
IIPU 3TOM NPHOBUIH;

— METOJ 3allUThl OCHOBBLIBAETCS HA KJIIOYE M HE 3aBUCHT HH OT KaKOH «CEKPETHOCTHY
aNTOPUTMA;

— DSKOHOMHYCH B peann3alnui u 3PPEeKTHBEH B OBICTPOICHCTBHUM.

DES o6nazaet ¥ psiioM HEAOCTAaTKOB.

CaMbIM CylIeCTBEHHBIM HelocTatkoM DES mpu3HaeTcs pa3Mep Kioya, KOTOPbIA cuuTa-
eTcst CIUmKOM ManbiM. CTaHIapT B HACTOAIIEM BHUJE HE SBISICTCS HEYSI3BUMBIM, XOTS U OYCHb
TPYACH Ans packpbitus. s nemmdpoanns HHGOpPMAIIIE METOIOM IT0A00pa KITFOYEH JT0cTa-
TOYHO BEITIOIHUTG 27 OTlepannii pacimpoBaHus U XOTS B HACTOAIICE BPpeMsI HET almapaTrypsl,
KOTOpas Morjia OBl BHIIOIHUTG B 0003PHMBIN IIEPHO BPEeMEHH HOJ00HbIe BBEIYNCICHHS, HUKTO
HE TapaHTHpyeT ee MosABIeHHEe B OynyiieM. HexoTopble crenuanucThl MpeaiaraloT IpoCTyIo
Monudukammio (TpoitHoit DES) mist yCTpaHEHHS 3TOTO HEIOCTAaTKa: MCXOMHBIA TeKCT P 3a-
mnpoBbIBaeTCs cHavaa no kimovy K1, 3atem mo kimody K2 u, HakoHell, o kitody K3. B pe-
3yJbTaTe BpeMs, Tpedyromieecs i nemudpoBaHus, BO3pacTaeT 10 2128 onepanuii (mpudIU3u-
tenbHO, 10 10 omeparit).



Meton DES MoxeT OBITh peann30BaH M MPOTPaMMHO. B 3aBHCHMOCTH OT OBICTpOJEHCT-
BHS W THIIA TIPOIIECCOpa MEePCOHATBFHOTO KOMITBIOTEpa MPOorpaMMHasi CHCTeMa, mudpyem maH-
HBIE C MCIOJb30BaHKeM Mmeroaa DES, MokeT 00pabarsiBaTh OT HECKOJIBKHX KHJIOOAUT 10 me-
caTKoB Kb maHHBIX B cekyHIy. B To jke BpemMs HE0OXOIUMO OTMETUTh, OA30BBIN aJTOPUTM BCE
K€ PacCUNTaH Ha PeaTH3alny 3JIEKTPOHHBIX YCTPOWCTBAX CIEHHUAIFHOTO HA3HAUCHHS.

ANTOpUTMBI KpUNTOrpahUUECKOro mpeoOpa3oBaHusl, BISIOIIMECS OTCYCCTBEHHBIM CTaH-
nmaptom u onpenensemsiii 'OCT 28147-89, cBobozeH oT HenocTaTka cranaapta DES U B TO ke
BpeMsi 00JIaJIaeT BCEMHU €ro npeumyiiectBamu. Kpome Toro, B cTaHIapT y)Ke 3aJI05)KeH METOJI, C
IIOMOIIBI0 KOTOPOT'O MOXKHO 3a()MKCHPOBAaTh HEOOHAPYKEHHYIO CITyYalHYIO WM YMBIIUICHHYTO
Mo puKamio 3amuppoBaHHON HHGOpMaLUH.

OnHako y anropuTMa €cTh O4YeHb CYIIECTBEHHBIH HEIOCTaTOK, KOTOPBIA 3aKJII0YaeTcsl B
TOM, YTO €ro MpOTrpaMMHas pealn3ais OUYeHb CIOXKHA U MPAKTHYECKH JINIICHA BCIKOTO CMEIC-
Ja W3-3a KpaifHe HU3Koro ObIcTpozeiicTBus. [1o omeHKkaM, 3a OfHY CEeKyHIy Ha IEePCOHATHFHOM
KOMIBIOTEPE MOXKET OBITh 00pabOTaHO BCETO JIHIITh HECKOIBKO AECATKOB (MaKCHMAIFHO COTEH)
0alT JaHHBIX, a TIOZOOHAS MIPOU3BOIUTEIFHOCTE BPS JTH YAOBIETBOPUT KOTO-THOO U3 MOJIB30-
Batesiell. XoTs ceiyac yxe pa3paboTaHHBIE MPOTPaMMHBIE CPENCTBA, PEaN3yIOIINe TaHHbIHA
aNTOPUTM KpUNTOrpapuyeckoro npeodpa3oBaHus IaHHBIX, KOTOPbIE JEMOHCTPHPYIOT MpHEM-
JIEMYIO MTPOU3BOAUTEIBHOCTb.

Tenepsr octaHoBuMcs Ha MeTofie RSA. OH fABIsSeTCA O4YEHb NMEPCHEKTUBHBIM, MOCKOJIBKY
Uit 3amudpoBanus HHGOPMAIMKA HE TPEeOyeT Hepeaadyn KiIoya JPYTHM IMOJIb30BATEIsIM. DTO
BBITOZIHO OTJIMYAET €0 OT BCEX BBIIICONMCAHHBIX METOJIOB KPUNTOrpadMuecKoil 3almnThl JaH-
HbIX. Ho B Hacrosiiee BpeMst 110 3TOMY METOAY OTHOCSTCS C TI0/I03PUTENBHOCTHIO, IOCKOJIBKY B
XO/ie TAJIbHEHIIIEro Pa3sBUTH MOXKET OBITh HalizieH 3((EKTUBHBIA aITOPUTM OIpEACIECHHS Jie-
JUTETICH MEeJBIX YHCENl, B PEe3yJbTaTe 4ero MeToj] Mu(pOBaHUs CTaHET aOCOJIOTHO HE 3allH-
meHHBIM. Kpome Toro, He cyujecmayem cmpozo 0okaszamenbcmed, 9To He CyIMECTBYET IPYTOro
crocoba ompeneNeHns CEKPETHOTO KITF0Ya 110 U3BECTHOMY, KPOME KaK OMpeleNICHHUs AeTUTENs
LIEJTBIX YHCEIL.

B ocrameHOoM Meton RSA oOmamaer TOMBKO AOCTOMHCTBaMH. K 9HCIy 3THX JOCTOWHCTB
CJIeyeT OTHECTH OYEeHb BBICOKYIO KPHIITOCTOWKOCTB, TOBOJBHO MPOCTYIO MIPOTPAMMHYIO U all-
napatHywoo peanuzauud. [IpaBaa, ciemyer 3aMeTUTh YTO HCIIOJIb30BAHUE 3TOr0 METOJA IS
KpunTorpaguyeckoi 3alnThl JaHHBIX HEPAa3PHIBHO CBSI3aHO C OYEHb BBHICOKHM YPOBHEM Pa3BHU-
TS TEXHHUKH.

6.4.4. METOAbI KOAUPOBAHUAA

Kak yxe oTmedanoch, 1moJi KOAMPOBAaHHWEM ITOHUMAETCS 3aMEHa JJIEMEHTOB OTKPHITOTO
TekcTa (OyKB, cI0B, (hpa3 U T.11.) KogaMH. Pa3niuuaroT CHMBOJIBHOE U CMBICIIOBOE KOJIMPOBaHHE.

IIpu cumsorvrom xoouposanuu Kaxnelii 3HAK ad(aBUTa OTKPHITOIO TEKCTA 3aMEHSETCS
COOTBETCTBYIOIINM CHMBOJIOM. [IprMepoM CHMBOJIFHOTO KOJAMPOBAHMS CIIYXHT az0yka Mopse,
a Tarke MeToIsl MH(ppPOBaHUS 3aMEHON M IMEepecTaHOBKOH. PaccMOTpHM MeTOJ CHMBOJIBHOTO
KOZIMPOBAHUSI, KOTOPBIH HCIOIB3YET MPEIbIAYIIIE CUMBOJIBI OTKPHITOTO TEKCTa. DTOT METON,
Ha3bIBAEMBI METOIOM CTOTIKH KHUT, ObUT ipezsioxker b.51. Psaoxo.

[IpennonoxumM, 94TO HY)XHO Iepeaars coobmenne X u3 andasura 4, B KOTOPOM OYKBBI
andaBuTa OTOXKICCTBICHBI ¢ yuciami 1, 2, ..., L, tae L — yucio sneMeHToB andasura 4. Kax-
Joii OykBe andaBuTa COOTBETCTBYET Ko k;, 1 = 1...L. Ilpu nosiBneHun B cooOUIcHUU X oue-
penHoil OyKBHI X; ee KOJ MpeICTaBiIseTcs KOJAOM HOMepa MO3HIMH j, 3aHUMAeMOH B JaHHBIH
MOMEHT OYKBOH X; B CIiCKe. DTO JaeT BO3MOXKHOCTb Ha IPUEMHOM KOHIIE IO KOy HOMEpa I0-
3ULIUHK j ONpefenuTh OykBY X;. Ilocne koaupoBaHus OYKBBI X; OJJHOBPEMEHHO HA NPUEMHOM M
HepelalouX KOHLAX MepeMellaloT OyKBy X; B HAayajlo CIMCKA, yBEJIMYMBAs TEM CaMbIM Ha
eIMHHIYy HOMepa OyKB, CTOSBIIMX Ha mo3uusix ot 1 mo j — 1. Homepa Oyks, cTosBIINX Ha MO-
3unusax ot j + 1 no L, ocrarorcst 6e3 n3MeHeHn. B pesynbrate KoAUpOBaHUSI OTKPBITOTO TEKCTa
B HayaJle CIMCKa OyIyT HaXxOAUTHCS OYKBBI, KOTOpBIE HanOoJee YacTo BCTPEUYAINCHh B OTKPBI-
TOM TEKCTE.

WuTepecusrit metox xomupoBanus B 1992 r. npemnoxun C.I1. CaBuyk. B omimmane ot me-
TOJa CTONKY KHUT IIEPEMELIEHHUIO TTo/IBepraeTcs ciucok konos. Ilycts andasur 4 = {ay, a,, ...,
a,}. JlaHHOMY TIOpSIIKY PAacCIIONIOKEHUs] OYKB COOTBETCTBYET HAYaJIbHBIN CIHCOK KOJOB K =
{ki, ks, ..., k,}. Ilpy IOSIBIIEHUH B KOJUPYEMOM COOOIIEHUH OYKBHI g; B Ka4eCTBE KOJa BEIOMpa-
€TCsl COOTBETCTBYIOILUI €€ MECTOIOJIOKEHHIO KoJ k;. Ilocie 3Toro ocyiecTBiseTcs CABUT CIU-
CKa KOJIOB:

{kl, kz, veey kl', ooy kn} —> {kz, k3, ooy kn, kl}

Takum 06pa3oMm, CIIMCOK KOJJOB 00pa3yeT 3aMKHYTOE KOJIBIIO.

Cmvicnogoe koOuposaHue — 3T0 KOJUPOBAHHUE, B KOTOPOM B Kau€CTBE UCXOAHOro andaBu-
Ta MCIOJIB3YIOTCS HE TOJIBKO OTAEIbHBIE CUMBOJIBI (OYKBBI), HO U CJIOBA U 1aXKe HanboJiee 4acTo
BeTpevaronecs (Qpassl.

PaccmoTpum mpuMmep onHOan(aBUTHOrO M MHOTOAI()ABHTHOTO CMBICIIOBOTO KOAMPOBA-
HUAL



Ilpumep. OTKpBITHIHA TEKCT: «19.9.1992 TOHA».

6.8. Tadiimua KogupoBaHus

DneMEHTBI OTKPBITOTO TEKCTA Konpr

1 089 146 214 417

2 187 226 045 361

9 289 023 194 635

rog 031 155217473
786 432 319 157

3akoupoBaHHOE COOOIIEHHE TIPH 0THOANI(ABUTHOM KOJNPOBAHUH:

«089 289 786 289 786 089 289 289 187 031».

3aKkoAnpoBaHHOE cOOOIIEHE TP MHOTOAJI()aBUTHOM KOJIUPOBAHHH:

«089 289 786 023 432 146 194 635 187 031» (mpu MHOroan(aBUTHOM KOJUPOBAHHUHU
OJIMHAKOBHIE CHMBOJIBI 3aMEHSFOTCS] KOJAaMH U3 CIIEYIOIIEro CTono1a).

Cpenu pasnu4HBIX KOAOB, IPUMEHSEMBIX Ul KOIUPOBAHHS €CTECTBEHHBIX SI3BIKOB, OCO-
OBIit MHTEpEC BBI3BIBAET Ko Xad@meHa, KOTOPHIHA MO3BOJISET CKUMATD OTKPHITHIN TeKcT. CyTh
€ro COCTOWUT B NPHCBaMBAaHUHM HauOOJee YacTO BCTpeyaromuMmcs OykBaM Hamboliee KOPOTKHX
KOJIOB.

Crpoka JIBOMYHBIX CUMBOJIOB KOJIOB XadMeHa eIMHCTBEHHBIM 00pa3oM pasiaraercsi Ha
KOJIbI CHMBOJIOB (TaKHe KOJbl Ha3bIBAIOTCS NPEPHUKCHBIMH).

Ilpumep.  3axkogupoBanHoe  KojoM — XaddmeHa  COOOLIEHWE  HMMEET  BHI:
«011010001000000101011110001000005.

Ionb3ysicy aepeBOM Il aHIJIMHCKOTO s13bIKa, moayyaem 0110 = S.

Hanee cHoBa HaunHaeM ABroKeHHe U3 BepumHEL: 100 = £; 01000 = C;

00010=U; 1011 =R; 1010 =17; 001 = 7; 00000 = Y.

OTtkpeIThIi TekeT: «SSECURITY ».

6.4.5. IPYT'ME METO/JbI

Mupoxoe npumeHeHue nepcoranbHas IBM (II9BM) cxenano aktyansHOH 3aqady 3aiiu-
THI XPaHALINXCS JaHHBIX (¢aitno). s 3amurthel (aitiioB MOTYT OBITH MMPUMEHEHBI PaccMOT-
pEHHBIE METOABI MN(POBAHUS U KOAUPOBAHUSI.

Cnemu¢uxa npumerenns [19BM no3Boisier peann3oBaTh JOMOIHUTENBHBIE METOABI KO-
JMPOBAHMS VISl HAJISKHOTO 3aKPBITUS COAEpKUMOro (aitnos. [Ipumepom Takoro KoaupoBaHUS
SIBJISIETCSI METOJ pacCceueHHs-pa3HECeHHs, B COOTBETCTBHU C KOTOPBIM COAEPIKHMOE OJIHOTO
¢aiina pa3ouBaeTcs Ha OJOKH, KOTOPBIC PA3HOCITCS MO HECKOJbKUM (aitmam. Kaxaplidi Takoit
¢aiin He HeceT HUKaKOM MH(OpMaIUK, a cOOp AaHHBIX B €IMHOE IEJI0€ OCYIIECTBISIETCS IIPO-
CTOM IPOrpaMMOH.

Ilpumep. bBrox (daitm  OTKpHITOrO  TeKkcTa) HauumHaercs  cioBamu:  «ME-
TOJ _PACCEYEHUSA-PASHECEHU».

s paccedennst 0J10Ka OTKPBITOTO TEKCTa Ha 8 YacTel 3ammiieM OTKPBHITHINA TEKCT B Clie-
nyroreM Buge (Tadi. 6.9).

6.9. PacceueHnst OTKPBHITOr0 TEKCTA

1 2 |3 |4 1 2 3 4 1 2 |3 4 1 2 3 4

1 |M |[E |T |O |C |C |E |9 |- P |A |3 |H (N |4

2 |4 P A |E |H | U |44 |H |[E |C |E

Jns paccedeHus Tekcta Ha 8 yacTel BBIOpaHbl 2 cTpoku M 4 cronbua. ITycts cTonOus! s;
BBIOMpAIOTCS B mocyienoBarensHocTh {4, 1, 3, 2}, a CTpOKH 7; — B TIOCTIEAOBATENBHOCTH {2, 1}.
Toraa HOMep k Groka @y, Kyza 3anHCHIBaeTCS OYepEeIHON CHMBOJ OTKPBITOTO TEKCTA, OTIPeIeIsIeT-
cs o popmye

k=@;—1Dn+s,

Il 71 — 9YUCII0 CTOJIOIOB.

Iepssrit cumBon M 3anumercs B 6710k ¢ HomepoM (=2, s;,=4): k=2 -1)-4+4=8§;
BTOpO#i cumBoI E — B G110k ¢ HOMepoM (=2, 5;,=1): k=(2-1)-4+1=5,urn

Torna 6moku @y, 3anMcaHHbIe B TIOPSAKE HOMEPOB, OYIYT COAEPIKATH CIEIYIOLINE CUMBO-
aer: @, = (_HE...), ®,=(ASE...), &;=(PUC..,), Dy== {IEH...), Ds= {ECPU...}, D= {OU3...),
O, = {TEASL..), g = {MC-H...}. Takum o0pa3om, 0JMH OJIOK OTKPBITOIO TEKCTa 3aMEHSETCs
BOCEMBIO OJIOKaMH, KOTOPBIE B CyMME Jal0T JJIHHY HCXOJIHOTO OJIOKA.

OnHolt U3 BayKHBIX MpoOiieM mpu ucnoib3oBanuu [19BM sBisiercss npobiema XpaHeHUs



OOJIBIINX MAacCCHUBOB JAHHBIX. [yl 3TOH ey NPUMEHSIOT pa3IHyHbIe METOIBI CKATHSI JAHHBIX
(cxarue paccMaTpUBaeTCsl Kak METOJ] KOAUPOBAHUS).

Mertonsl cxKaTH JAaHHBIX OCYIIECTBISIFOT TaKO€ MPeoOpa30BaHHUE MOBTOPSIOLIMXCS CHM-
BOJIOB M CTPOK CHMBOJIOB, KOTOPOE TTO3BOJISIET MCIOJIB30BaTh /ISl XPaHEHUs JaHHBIX MEHBIIHI
00beM mamATH. MeTozIbl CKATHSI MOXKHO Pa3/ielUTh Ha ABa KJacca: cmamuyieckue i OUuHamudeckue
(azanTuBHEIE).

MeTobl CTAaTHYECKOTO CHKAaTHs TaHHBIX 3(P(HEeKTHBHBI, KOTAA YaCTOTHI MOSIBICHUS! CHMBO-
JIOB U3MEHSIOTCS HE3HAUUTEIbHO. METObl TMHAMHUYECKOTO CXKATHs aJalTHBHO OTCIIEKHUBAIOT
HEpaBHOMEPHOCTH YacTOT TMOSBJICHHS CHMBOJIOB C COXPaHEHNEM ITOCIIE0BATEIbHOCTH H3MEHE-
HUI BEpOATHOCTEH MOSIBIICHHUSI CHUMBOJIOB.

AmanTHBHBIE METOBI CKATHSI MOTYT AMHAMHUYHO PEArnpoOBaTh HA U3MEHEHHS B OTKPHITOM
TEKCTe, TPOUCXOSIIINE M0 Mepe KOAMpoBaHUs. [lepBble Takue METO.bl SBISUINCH MOAU(HKA-
et koo Xagh¢pMeHa U UCIOIB30BAIN CUCTUHKH VIS XPAaHEHHUS TEKYIIUX YacTOT MOSBICHUS
Kaxaoro cuMBoia. [Ipy Takux Merogax HanOoJiee YaCTO BCTPEUAIOIINECS CUMBOJIBI CIIBUIAIOT-
cs1 OmoKe K KOPHIO JIepeBa 1, CIIEA0BATENBFHO, MTOIYyJaloT Oosiee KOPOTKHE KOIOBBIE CIIOBA.

Komupoanue Jlemnens-3uBa HCHONB3YeT CHHTAKCHMYECKUH METOA Ul AWHAMHUYECKOTO
HCTOYHMKA. DTOT METOJ OCYIIECTBIISICT CHHTAKCHUECKUH aHAIN3 CHMBOJIBHBIX TIOTOKOB, KOTO-
pBle He MPEBBIIAIOT 33IaHHON JUTMHBI, U CTPOUT TaOJIHIly OTOOPaXKEHUs 3TUX MOTOKOB B KOJH-
POBaHHBIE cI0Ba (PMKCHPOBAHHOW UIMHBI. J[TMHAa KOJOBOTO CJI0Ba 3aBHCUT OT pa3Mepa Tadim-
ILbI, UCIIOJIB3YEMOH ISl XpaHEHHs KOJOBOI'O OTOOpa)KeHWsI MOTOK-cloBo. Hampumep, pasmep
Tabmuipsl B 4096 cios Tpedyet 12-0MTOBOTO KOJOBOTO clioBa. KomoBOe CIIOBO SIBIISETCS MPOCTO
TaOJIMYHBIM aJIpeCOM COOTBETCTBYIOIIMX CJIOB B TaOJIHUIIE.

[Ipn xogupoBanuu no merony Jlemmnens-3uBa-Yairya Tabiula WHULMHATH3HPYETCS CHM-
BOJIHBIM MHOKECTBOM M COZAEPKHT BMECTO ITOTOKOB 3aJaHHON JUIMHBI Maphl (KOJOBOE CIIOBO,
CUMBOJI) (UKCUPOBAHHOH IMHBI. Tabnuma CTPOUTCS Ha OCHOBE CHHTAKCHUYECKOTO aHalln3a
CaMoTO JUIMHHOTO ONO3HAaHHOTO B TAOJIHIE TTOTOKA M MCIOIb30BaHNWH IOCIEIYIONIET0 CHMBOJIA
U1t QOPMHUPOBAHMS HOBOTO BXO/Ia B TAOJHITy. DTO IMO3BOJISET YMEHBIIUTE Pa3Mephl TAOIHUIIHL.

B nocnenHee Bpems IIUPOKOE PacIpOCTPAHEHHE IMOIYYMIM METOABI CXKaTHUsS Ha OCHOBE
pacumpsonmxcs aepeBbeB. [IpedrKCHbBI KOl TepeMEeHHO!N UIMHBI B 3TUX METOAAX CTPOUTCS
Ha OCHOBE TOJIOKEHHSI CHMBOJIOB B JiepeBe. [ moiryueHns onTUMalbHBIX KOJOB JIepeBo Oa-
JIaHCHUpYeTCH.

Hecomuenno, kpunrorpadus J0MDKHA CTaTh 00s3aTebHBIM KOMIIOHEHTOM 3aIUTHl BCEX
CKOJIbKO-HHOY/Ib pa3BUTHIX cucTeM. K coxajeHuro, 3TOMy MeIIaeT OrpOMHOE KOJHMYECTBO ca-
MBIX Pa3HBIX 0apbepoB.

KOHTpOJ’IbHBIe BOIIPOCHI

Yro moHUMaeTCs o1 mupoBaHUEM, pacIIU(PPOBAHUEM H ACHIU(PPOBAHUEM TaHHBIX?
JlakiTe onpeneneHus KJroua ¥ alropuT™Ma mudpoBanus?

Kaxue metoap! mmdposanus Bei 3HaeTe? Ha30BUTE X JOCTOMHCTBA U HETOCTATKH.
HasoBure IIPUHIHUIIBI, JIEKAIIUE B OCHOBE U3BECTHBIX Bam METOoaAax IHl/I(i)pOBaHI/IH.
OxapakTepu3yiiTe OCHOBHBIE aJITOPUTMbI CAMMETPUYHOTO IU(PPOBAHHUS.

Kakue accumerpudHbie anropuT™Msbl mdpoBanus Bam n3sectHb?

Uro Takoe ANIeKTPOHHAS IA(BPOBasi HOAIKCH U T/ OHA TIPUMCHUMA?

Nk wh =

lll. 3awmTa KoMNbLOTEPHON UH(pOpPMaLIMKM B NoKarnbHbIX IABM 1 uH-
hopMaLMOHHO-BbIYUCTIUTENbHbIX CETAX

7. MOAEJIX BE3OITACHOCTH OCHOBHBIX OITEPAIIMOHHbBIX CUCTEM

7.1. MEXAHU3MBbI 3AIATHI OITEPAITMOHHBIX CUCTEM

Onepayonnas cucrema (OC) ecTh clienMaibHO OPraHU30BaHHAs COBOKYIHOCTH HPO-
rpamMM, KOTopas ynpasiseT pecypcamu cucteMbl (DBM, BBIMHCINTENBHOW CHCTEMBI, IPYTHX
komrioneHToB VIBC) ¢ menplo Hanbosiee >PPEKTUBHOTO MX HMCIOJIB30BaHUS M 00ECHEeUMBaET
nHTepdeiic nonp30BaTels ¢ pecypcamy.

OnepaIrioHHbIE CHCTEMBI, TIOZ00HO ammapatype 9BM, Ha IyTH CBOETro pa3BUTHUS MPOILIH
HECKOJIBKO MTOKOJIEHUH.

OC mepBOTO MOKOJIEHNS OBUIM HAIIPABICHBI HA YCKOPEHHE U YIPOILIEHHUE MEPEXosa ¢ oA-
HOM 3a7ja4yM IIOJI30BATEIsl Ha JPYTyIo 3aj1ady (OpYyroro IoJib30BaTeNsl), YTO MOCTABHIIO IPO-
6memMy obecriedeHns1 6€30TIaCHOCTH TaHHBIX, IPUHAUIEKAIINX PA3HBIM 33aJa9aM.



Bropoe mnokomenne OC XxapaKTepH30BalIOCh HapallMBaHHEM MPOTPAMMHBIX CPEICTB
obecriedeHusi onepainuii BBOJAa-BbIBOAA M CTaHAapTH3aIuein o6paboTku npepbiBanuii. Hagex-
Hoe o0ecreyeHre 0e30MacHOCTH JJAaHHBIX B 1EJI0M OCTaJIOCh HEPEIIEHHOH POOJIEMOiA.

K xoniy 60-x rr. XX B. Hauaja OCYIIECTBISTHCS MEPEX0]] K MYJIbTUIIPOIECCOPHON opra-
Hu3auuu cpeacts BT, mostomy npobieMsl pacrpeiesieHnst pecypcoB U UX 3alllUThI CTallk OoJiee
OCTPBIMHU U TPyIHOpPa3pelIMMbIMU. PenreHne 3Tix mpobieM MpuBesio K COOTBETCTBYIOLIEH Op-
raam3aiun OC ¥ MIAPOKOMY MPHMEHEHHIO aIapaTHBIX CPEICTB 3aIlUThHI (3alllhTa MaMsTH,
anmapaTHBI KOHTPOJIb, JHATHOCTHKA U T.I1.).

OCHOBHOW TEHACHIINEH Pa3BUTUS BHIYHCIUTEIEHOW TEXHUKH OBLIA U OCTACTCS UICS Mak-
CUMAaNTbHON JOCTYIMHOCTH €€ UIS MONB30BaTelel, 9YTO BXOAUT B IMPOTHBOPEUHE C TPEOOBAHHEM
obecrieueHns 0€30IMaCHOCTH JTaHHBIX.

Hon mexanuzmamu 3awumor OC OyaeM MOHMMATh BCE CPEACTBA M MEXAHU3MBI 3aIIUTHI
JaHHBIX, (yHKIHoHUpYonpe B cocraBe OC. OmnepalroHHbIE CUCTEMbI, B COCTaBE KOTOPBIX
(hYHKIIMOHHUPYIOT CPENCTBA M MEXaHW3MBI 3alIUTHI JaHHBIX, YACTO HA3BIBAIOT 3AlIUIICHHBIMH
CHCTEMaMH.

Ion 6esonacnocmeio OC Oyaem noHuMath Takoe coctosinue OC, mpu KOTOPOM HEBO3-
MOXHO CITy4allHOe WM ITpeHaMepeHHoe HapyuieHne GpyHkunonuposanus OC, a Takxke Hapy-
HIeHne 0e30IacHOCTH Haxomsmuxcs noj ynpasieHneM OC pecypcoB CUCTEMBI. YKakeM ciie-
nyrorue ocoberroctr OC, KOTOpBIE MO3BOJISIOT BBIACIUTE BOIIPOCH 00ecIiedeHns O0e30macHo-
cti OC B 0c00YO KAaTErOpHIO:

— yIpaBIeHHE BCEMH PECypCaMH CHCTEMEL,

— HaJM4YHe BCTPOCHHBIX MEXaHHU3MOB, KOTOPHIE MPSIMO WM KOCBEHHO BIUSIIOT Ha 0e30-
MMACHOCTh MTPOrPaMM M JaHHbIX, paboTaromux B cpeae OC;

— obecnieueHre uHTepdeiica nMoab30BaTesst C peCypcaMu CUCTEMBI;

— pasmepsl U cinoxxkHocth OC.

Bonbmmaereo OC obnanaroT aedekTamu ¢ TOYKM 3peHHs obecrieueHHs: 0e30MacHOCTH
JIAaHHBIX B CUCTEME, YTO 00YCIIOBJICHO BBHITIOJIHEHUEM 3a]aull 00eCIIeYeH sI MaKCUMaIbHOM J10C-
TYHOHOCTHU CUCTEMBI IJIs IMOJIB30BaTECIIA.

Paccmorpum munoevie gpyrryuonanvuvie degpexmor OC, KOTOpBIE MOTYT IPUBECTH K CO3-
JTAHHUFO KAHAIOB YTEYKH JaHHBIX.

1. Hoenmugpuxayus. KaxxaoMmy pecypcy B CHCTEME JODKHO OBITh PUCBOCHO YHUKAIEHOE
UMs — WACHTUPHUKATOP. Bo MHOTHX cHcTeMax IMONb30BaTeH HE UMEIOT BO3MOKHOCTH YAOCTO-
BEPHUTHCS B TOM, YTO HCIOIB3yEeMbIe UMH PECYpPCHI IEHCTBUTEIBHO MPUHAIUIEKAT CHCTEME.

2. Ilaponu. BonbIIMHCTBO MOIB30BaTENEH BRIOMPAIOT MPOCTEHIITUE TTAPOIIH, KOTOPBIE JIeT-
KO To00paTh WIN yrajaaTh.

3. Cnucok naponeii. XpaHeHHE CIMCKa Iapojici B He3amm()pOBaHHOM BHEC JacT BO3MOXK-
HOCTh ero komrpomeraruu ¢ nocieaytonmmM HCJI k maHHbIM.

4. Ilopozosvle 3nayenus. Jns npepoTBpaLIeHs TONBITOK HECAHKIIMOHUPOBAHHOTO BXOJIa
B CUCTEMY C MOMOUIBIO 110J100pa Naposisi He0OXO0JMMO OTPaHUYMTh YHCIIO TaKUX MOIBITOK, YTO B
HekoTopbix OC He IpeycMOTpEHo.

5. lloopasymesaemoe dosepue. Bo MHOTHX citydasx mporpammbl OC CUUTaIOT, 4TO APYyTrue
MPOrpaMMEI pabOTaIOT MPABUIIBEHO.

6. Obwas namams. [1py UCTIONBE30BaHUN OOIIEH MMAMSATH HE BCET[IA TOCIIE BHITOJIHEHHUS TPO-
TpaMM OYHIIAIOTCS YIacTKH ornepariBHO# mamsta (OI1).

7. Paspuig ceasu. B coydae paspeiBa cBs3u OC mommkHa HEMEIJICHHO 3aKOHYUTh CEaHC pa-
GOTHI C MMOJIB30BATEIEM WIH TOBTOPHO YCTAaHOBUTH MOIJIMHHOCT CYyOBEKTa.

8. Ilepeoaua napamempos no ccolike, a He no 3Haveruro (TIpU Tepenade mapameTpoB Mo
CCBUIKE BO3MOXKHO coxpaHeHue napamerpoB B OIl mociie mpoBepkr UX KOPpPEKTHOCTH, Hapy-
HINTEJIb MOXET UBMCHHUTH OTU JaHHBIC 10 UX I/ICHOJ'II)SOBaHl/ISI).

9. Cucmema moacem codepoicams MHO20 d7eMeHmos (HallpuMep, MporpaMm), UMEIOINX
pa3IMYHbBIC IPUBHUIICTUH.

OcHoBHO# mpobiemoii obecrieueHus OesomnacHoctd OC sBiseTcs mpobieMa Co3IaHus
MEXaHW3MOB KOHTPOJISI JOCTYyIIa K pecypcaM cucTeMsl. [Iporieypa KOHTPOJIS AOCTYyMa 3aKiIio-
4gaeTcs B MMPOBEPKE COOTBETCTBHSA 3ampoca CyObeKTa MpeoCTaBIeHHBIM eMy IIpaBaM JAO0CTyIa K
pecypcam. Kpome toro, OC comep XKUT BCIOMOTaTeIbHBIE CPEICTBA 3aIUTHI, TAKAE KaK CPEICT-
Ba MOHHTOPHUHTA, TPOPHUIAKTHIECKOTO KOHTPOIIS U aynuTa. B COBOKYITHOCTH MEXaHM3MBI KOH-
TPOJISL TOCTYTIAa ¥ BCTIOMOTaTeNIbHBIE CPEICTBA 3aLIUTHI 00Pa3yr0T MEXaHU3MBI yIIPABIICHHS 10C-
TYTIOM.

Cpencrea npoduiIakTHYECKOTO KOHTPOJISI HEOOXOANUMBI ISl OTCTPAHEHHs I10JIb30BATENs
OT HCHOCPEACTBEHHOI'O BBINMOJIHECHUSA KPUTUYHBIX C TOYKU 3PCHUSA 6630H8CHOCTI/I JAaHHBbIX OIIC-
pammii ¥ nepegayn 3TUX onepauui moj koutposis OC. [l obecrieueHus: 0€30MaCHOCTH JaH-
HBIX paboTa ¢ pecypcaMy CUCTEMbI OCYIIECTBIISIETCS C TOMOLIBIO criennanbHbIX nporpamm OC,
JIOCTYH K KOTOPBIM OTpaHHYEH.



CpencrtBa MOHHTOPHHTA OCYLIECTBIISIIOT OCTOSIHHOE BE/ICHHE PErHCTPAIIMOHHOTO XKypHa-
J1a, B KOTOPBIM 3aHOCATCSA 3allMCH O BCeX COOBITHAX B cucTteme. B OC MOTryT HmpUMEHSATHCS
cpenctea curnanmzanuu o HCJI, koTopbie UCIOIB3YIOTCS U 00OHAPYKEHUH HapyIIeHUs 0e30-
MMaCHOCTHU JaHHBIX WJIU NOIBITOK HAPYIICHUS.

7.2. CHCTEMA BE3OITACHOCTH OC WINDOWS NT

Onepanmonnas cuctema Windows NT Bcerna o6nagana mpeKpacHBIMA U IIAPOKO TIpUMe-
HUMBIMH Ha MPaKTHKE BO3MOXKHOCTAMH 3aIluThl. OJHOKpaTHAs pErucTpanys B JOMEHE
Windows NT npenocrapisieT moiap30BaTesIM JOCTYI K pecypcaM BCei KOPIOPATUBHOM CETH.

Iomuouennsiit Habop nHCTpyMeHTOB Windows NT Server obierdaer anMuHHCTpaTOpam
YIpaBJICHUE CUCTEMOH 3aIllUTHI U €€ MoAepKKy. Hampumep, anMUHHACTPATOp MOKET KOHTPO-
JIMPOBaTh KPYT MOJIb30BaTENEei, MMEIOLIMX MPaBa J0CTyIa K CETEBbIM pecypcam: daiiiam, kaTa-
jloram, cepBepaM, IPUHTEpaM U MPWIOKEHUSAM. YUETHbIE 3alUCH IOJb30BaTelIe U IpaBaMu
JUISL KQXKA0TO Pecypca MOXKHO YIPaBIISITh EHTPAIN30BaHHO.

C 1OMOIIBI0 TPOCTHIX TPa(UUECKUX MHCTPYMEHTOB aIMUHUCTPATOP 3a7aeT NMPHHAIICK-
HOCTb K TpyHIIaM, JOIyCTUMOE BpeMsi paboThl, CPOK AEHCTBUS W Jpyrue mapameTphl y4eTHOH
3anucu. AJMUHHCTPATOp MOJIydYaeT BO3MOKHOCTH ayJHTa BCEX COOBITHH, CBSI3aHHBIX C 3allld-
TOW JOCTyTa Iojb30oBaTenei K (aiimamM, kaTajgoram, MpUHTEPaM M MHBIM pecypcam. Cucrema
TaKXe CIIOCOOHA OJIOKMPOBATh YUETHYIO 3alMCh MOJIB30BATEINs, €CIIH YHUCIIO HEYauyHBIX ITOIIbI-
TOK PErHCTpalyy IPEBHIIAET 3apaHee OINpPEACICHHOE. AIMUHHUCTPATOPHI BIIPaBE YCTAHABIH-
BaTh CPOK JIEHUCTBUS NApOJIEH, IPUHYKAATh II0Jb30BaTENEH K IEPUOJANUECKON CMEHE IapoJiel U
BBIOOPY Mapoiei, 3aTpyAHSIIOINX HECAHKIIMOHUPOBAHHBIN TOCTYII.

C touku 3peHus nonb3oBareis cucrema 3amutel Windows NT Server mosHoneHHa 1 He-
ciokHa B oOpamenun. [Ipocras nmpouenypa perucrpannu o0ecrieunBaeT JI0CTyI K COOTBETCT-
BYIOIIIMM pecypcaM. J{iist mosb30BaTessi HEBUANMBI TaKHE MPOLIECCHI, KaK IU(pOBaHUE MapoJIs
Ha cHCTeMHOM ypoBHe. Ilosb30BaTens caM ONpeseNnseT Ipasa JI0cTyna K TeM pecypcam, KOTo-
peiME Biazieet. Harmpumep, 9To0BI pa3pelnTb COBMECTHOE MCIOJIB30BAaHUE CBOETO TOKYMEHTA,
OH YKa3bIBaeT, KTO U KaK MOXET C HUM paboTarth. Pazymeercs, 1oCcTyn K pecypcam Ipearpu-
SITUSI KOHTPOJIMPYETCS TONBKO aAMUHHCTPATOPaMHy C COOTBETCTBYIOIINMH MOJTHOMOYHSIMH.

bonee rmybokuii ypoBeHb O6e3onacHocT — 10, kKak Windows NT Server 3amuiiaer nan-
HBIE, HaxoJsmpecss B (U3MUECKOM MaMsATH KOoMIbloTepa. JocTyn K HHM NpenocTaBisieTcs
TOJILKO MMEIOIINM Ha 3TO MPaBo mporpammam. Eciu faHHbIE OOJIbIIE HE COEPKATCS Ha JIUCKE,
cUCTeMa IpeAoTBpaniaeT HECAHKIIMOHUPOBAHHBIM JIOCTYI K TOH OOJIaCTH JAWCKa, I/Ie OHU CO-
Jepkanuch. [Ipyu Takoi cucTeMe 3aluThl HUKAKasl IPOrpaMMma He «HOACMOTPUT» B BUPTYallb-
HOMW MaMsTH MallMHBI MH()OPMAINIO, C KOTOPOI ONepupyeT B JaHHBIH MOMEHT JIPYTroe IpHJIO-
KEHHE.

Y naneHHbI JOCTYI Yyepe3 OTKPBIThIE CETH M CBA3b MPEANpUATHH Yepe3 VHTepHeT cTuMy-
JUPYIOT MOCTOSHHOE M OBICTPOE Pa3BUTHE TEXHOJOTHMH Oe3omacHocTH. B kadecTBe mpumepa
MOJKHO BBIJICIIUTh CEPTUGUKATHI OTKPBITBHIX KIIIOUCH W TUHAMHYCCKHE Mapoju. APXHTEKTypa
6e3zomacHoctn Windows NT omHO3Ha49HO OILEHMBACTCS KaK NMPEBOCXOAAIIAS W STH, U MHOTHE
oynyue Texnonoruu. [lepeuncnmm dyukipn o6ezonacaoctd Windows NT:

— wuHpOpMaIHS O JOMCHHBIX NPAaBMWIIaX O0E30MaCHOCTH U ydeTHass HHPOPMAIHs XPaHATCA
B Karanore Active Directory (cinyx0a xatanoros Active Directory obecniedynBaeT THPaKMPOBa-
HHUE W JIOCTYIMHOCTh YU4eTHOW MH(POPMAIMK Ha MHOTHX KOHTPOJUIEPAX JAOMEHA, a TAKXKE MO3BO-
JISIeT yAaJeHHOe aMUHUCTPUPOBaHKE);

— B Active Directory nmonaepxuBaeTcs HepapXHIHOE MPOCTPAHCTBO MMEH II0JIb30BATE-
JIel, TPYI ¥ YYeTHBIX 3alicell MaluH (y4eTHbIE 3aIIMCH MOTYT OBITh CTPYIITUPOBAHBI IO Op-
TaHU3aINOHHBIM EANHHULIAM);

— AIMHMHHUCTPATUBHBIC IIpaBa Ha CO3JaHUC W YHNPABJICHUC I'pyIlIlaMU YYCTHBIX 3aImuceu
MIOJIb30BATENEH MOTYT OBITH JIEJIETHPOBAHBI HA yPOBEHb OPTaHU3alMOHHbBIX €ANHHL] (BO3ZMOXHO
ycraHoBieHue AuddepeHIIMpOBaHHBIX NPaB AOCTyIA K OTACIBHBIM CBOMCTBAM IOJIb30BATEIIb-
CKHX OOBEKTOB);

— TUpaxupoBaHue Active Directory NO3BOJISIET M3MEHSTh Y4YETHYIO HMH(OpPMAIHMIO Ha
M000M KOHTpPOJUIEPE AOMEHA, a HE TOJIBKO Ha NEpBUYHOM (Komuu Active Directory, XpaHsiue-
sl Ha JIpyTUX KOHTPOJUIepax JIOMeHa, OOHOBJISIIOTCSI U CHHXPOHU3UPYIOTCSI aBTOMATHYECKH );

— JIOMEHHas MOJIeNIb M3MEHEHA M UCTIONb3yeT Active Directory Aist OJNEPKKH MHOTO-
YPOBHEBOTO JIepeBa JJOMEHOB (YIIpaBJICHUE IOBEPUTEIHHBIMU OTHOIICHUSIMU MEXTY JOMEHAMU
YIPOIIEHO B MpEZETax BCETo AepeBa JOMEHOB);

— B CUCTEMY 6e3OHaCHOCTl/I BKJIFOUCHBI HOBBIC MCXaHHU3MBbI ayTeHTI/l(l)l/lKaIJ,l/II/l, TaKHUC KakK
Kerberos v5 u TLS (Transport Layer Security), 6a3upyromuecs Ha CTaHAapTax 0e30MacHOCTH
Hurepnera;

— TIPOTOKOJIBI 3aIuIIeHHbIX KaHanoB (SSL 3.0/TLS) obecneunBaoT NOAIEPIKKY HaIExK-
HOHM ayTeHTHU(HKAIUK KIUEHTA (OCYIIECTBIISETCS COMO-CTABICHUEe MaHIaTOB IOJb30BaTesel B
(dopme cepTU(HKATOB OTKPHITHIX KIIIOYEH C CYIIECTBYIOIIMMH YYETHBIMHU 3anucsiMu Windows
NT);



— JIONOJHUTEIBHO K PETUCTPALMH TOCPEICTBOM BBOJA MAPOIISI MOXKET MOAEPKHUBATHCS
ayTeHTU(UKAIMS C UCIIOJIb30BAHUEM CMapT-KapT.

B cocraB Windows NT Bxomut Microsoft Certificate Server, mo3soJisiroluii BEIIaBaTh CO-
TpyIHHKam u naptHepam ceptudukatsl X.509 Bepcun 3. CuCTeMHblE aJMUHUCTPATOPbHI MOTYT
YKa3bIBaThb, CepTl/Iq)I/IKaTI)I KaKuX YHNOJHOMOYCHHBIX SABJIAIOTCA NJOBECPAEMbIMU B CUCTEME U, Ta-
KM 00pa3oM, KOHTPOJIMPOBATh ayTeHTH(UKAIINIO TOCTYIIA K pecypcam.

BHemnue mosb3oBaTen, He UMeromue yueTHbix 3amuceit Windows NT, moryT ObITh ay-
TEHTU(HULIUPOBAHBI C MTOMOIIBIO CEPTU(PHUKATOB OTKPBITHIX KIIOYEH M COOTHECEHBI C CYIIECT-
ByIOIleH yueTHOH 3anuchio. [IpaBa nocTyna, Ha3HaueHHBIE AJIS 9TOM yYeTHOM 3amucH, onpee-
JSIFOT TIpaBa BHEITHUX MOJIb30BaTeNIeil Ha JOCTYII K PecypcaMm.

B pacnopsibxennu 1osbp3oBaTesiell MpocThie CPEACTBa YIPaBICHHUs TapaMy 3aKPbITHIX (OT-
KPBITHIX) KIIFOUCH U cepTH(PHUKATAMH, UCTIONB3YEMBIMH AJISI IOCTYTIA K PECYpCaM CHCTEMBI.

Texuonorus mmppoBaHusl BCTpOEHA B ONEPALMOHHYIO CUCTEMY W HO3BOJISIET HCIIOJIB30-
BaTh [IU(POBBIE TOIHCH VIS HACHTH()HUKAIIMN TIOTOKOB.

IIpomoxkon aymenmugpuxayuu Kerberos onpeznesnsieT B3aUMOJIEHCTBHE MKy KIIUEHTOM U
CETEeBBIM CEepBUCOM ayTeHTH(uKarmu, u3BecTHbIM kak KDC (Key Distribution Center). B
Windows NT KDC ucnosbs3yercs Kak CepBUC ayTeHTH()UKAIIMK HA BCEX KOHTPOJUIEpax JoMe-
Ha. JJomer Windows NT sxBuBanenten obmactu Kerberos, Ho k Helt oOpamiarorcest Kak K JoMe-
Hy. Peanuzanus nportokona Kerberos 8 Windows NT ocHoBana Ha omnpeanenenun Kerberos B
RFC1510, Kmuent Kerberos peanmzoBan B Buzae I1®b (mocraBmuka ¢pyHKInii 06€30macHOCTH)
Windows NT, ocHoBanHoM Ha SSPI. HavanbHas ayrentudukanus Kerberos narerprposana c
nponenypoir WinLogon. Cepsep Kerberos (KDC) WHTETpHUPOBaH € CYIIECTBYIOIMINMH CIyX0a-
Mmu Oe3omacHocT Windows NT, UCIIONHAEMBIMH Ha KOHTpOJUIepe AoMeHa. [ XpaHEeHUs WH-
(hopmariy 0 TIOJIB30BATEIISX U IPYIIIAX OH UCIIONB3YET CIIy>KO0y KartanoroB Active Directory.

[Ipotokon Kerberos ycunupaer cyuiectBytomme GpyHkimu 6e3onacHoctn Windows NT u
J00aBIIsIET HOBBIE:

— TIOBBIIICHHASI CKOPOCTh ayTEHTU(HKALIUY IIPY YCTAHOBICHUH HA4YaJIbHOTO COETMHEHMS
(cepBep npuiokeHni He oOparaeTcs K KOHTPOJUIepy JOMEHa IS ay TEHTU(HUKALINK KIMEHTa);

— JICNCTUPOBAaHHE AyTEHTH(MKAIMM B MHOTOSPYCHBIX apXUTEKTYpax KIHNEHT-CEPBEp
(IpH TTOAKIIFOUSHNH KIIMEHTa K CepBepy, MOCIEAHUN UMIIEPCOHUPYET (OJIMLIETBOPSET) KIMEHTa
B 3TOH CHCTEME, HO €CIIM CEepBepy IS 3aBEpIICHHs TPAH3aKIHUW HYXHO BBIOIHUTH CETEBOE
MOJIKJIIOYEHHE K IPYTOMY cepBepy, NpoTokonl Kerberos NO3BOIISIET A€IETHPOBaTh ayTeHTH(U-
KaIMIo MEPBOTO CepPBEpa U MOAKIIOUNTHCS KO BTOPOMY OT MIMEHH KJIMEHTA);

— TpaH3UTHBHBIE JIOBEPHUTENILHBIC OTHOLICHUS JJISI MEXIyJOMEHHOW ayTeHTH(UKaIMN
(T.e. TIOJIB30BATENb MOXKET OBITh ayTCHTH(QHUIMPOBAH B JIIOOOM MeCTe JepeBa JOMEHOB) YIIPO-
IIAIOT yIpaBJIeHUE JJOMEHAMH B OOJIBIINX CETAX C HECKOJIBKUMH JOMEHAMH.

Ocnosvl Kerberos. Ilporokon Kerberos siBnsieTcsi IPOTOKOJIOM ayTeHTH(UKAIIMN C COBME-
CTHBIM CEKpEeTOM — U Tousib3oBareinto, 1 KDC u3zBecteH naponb (KDC — 3ammdpoBaHHbIH 1a-
pois). Kerberos onpenenser cepuro 0OMEHOB Mexay knueHtamu, KDC u cepBepamu s TO-
nyueHus OuneroB Kerberos. Korna xnnent Haumnaer perucrpammio B Windows NT, nmocras-
muk ¢yHkumii 6ezonacHoctn Kerberos monmywaer nawanbhbiii Ouner Kerberos TGT (Ticket
grantticket), ocHoBaHHbIN Ha 3ammppoBaHHOM mpenctaBieHun naposs. Windows NT xpanut
TGT B xome OMIETOB HAa pabovel CTAaHIMH, CBI3aHHOW C KOHTEKCTOM PETHCTPALlUH MOJIB30Ba-
Tesist. I1py monbiTKe KIMEHTCKOW MPOrpaMMbl 00paTUThCS K CETEBOM CIIy)KO€ MpoBepsieTcs: KL
OMIIETOB: €CTh JIM B HEM BEpPHBIN OMIIET AJIS TeKyIIero ceanca paboTsl ¢ cepsepoM. Ecim Takoro
omnera Het, Ha KDC mockuaercs 3anpoc ¢ 7GT U TONyYeHusl CEaHCOBOTO Omiiera, paspe-
IIAIOIIET0 JOCTYII K CEPBEPY.

CeancoBblii OmyieT 100aBIAETCS B KA U MOXET BIIOCIEACTBUH OBITh HCIIONB30BAaH MO-
BTOPHO JUIS OCTYTIa K TOMY ’K€ CaMOMY CEpBEpy B T€UEHHE BPEMEHH JAeiicTBUs Omiera. Bpems
JleicTBHA OWiieTa yCTaHaBIIMBAETCs IOMEHHBIMH NMpPAaBWJIaMHA M OOBIYHO PAaBHO BOCBMH YacaM.
Ecnu Bpemst peiicTBust OmjieTa UCTEKAaeT B MPOIIECCE CeaHca, TO MOCTAaBIIMK (yHKIMI Oe3omac-
HocTH Kerberos BO3BpaIaeT COOTBETCTBYIOIIYIO OIIMOKY, YTO TO3BOJISIET KIMEHTY U CEPBEPY
O0OHOBUTB OWIIET, CO3/1aTh HOBBIM CEaHCOBBIN KIIIOY M BO30OHOBHTH ITOJIKITIOYECHHE.

CeancoBslii OmieT Kerberos IpeabsABISICTCs yIAICHHON CIy»K0e B COOOILICHUH O Havaje
noakIroYeHus. YacTu ceaHcoBOro OmieTa 3amn(poBaHbl CEKPETHBIM KIIIOYOM, HUCIIONB3YEMbIM
coBMecTHO ciyx00it 1 KDC. CepBep MOKET OBICTPO ayTeHTH(HUINPOBATH KIHEHTA, IPOBEPHB
€ro CeaHCOBbIl OWJIET U He 00pallasch K CepBUCY ayTeHTU(HKALUK, TaK KaK Ha CEepBepe B KAIlIEe
XpaHUTCA KOIUs CeKpeTHOro kmoda. CoenuHEeHHe IPH 3TOM MPOMUCXOIUT Tropas3io ObicTpee,
geM 1ipu ayTeHTUuKanm NTLM, Tre cepBep MOoIydaeT MaHIAThl OJIH30BATEIN, a 3aTEM TIPO-
BEpSIET UX, MOJKIIOYUBIINCH K KOHTPOJIJIEPY TOMEHa.

CeancoBeie OuneTsl Kerberos copepkaT YHUKAIBHBIA CEAaHCOBBIN KITI0Y, co3manHbil KDC
JUTS. CAHMMETPUYHOTO r(poBaHus HHPOpMAIK 00 ayTeHTH(PHUKALNH, a TaKKe TaHHBIX, Iepe-
JlaBaeMbIX OT KJHMeHTa K cepBepy. B momenn Kerberos KDC ucnone3yercst B KauecTBe MHTE-
PaKTUBHOH IOBEPEHHOM CTOPOHBI, FEHEPUPYIOLIEH CEaHCOBBIN KIIFOU.



Unmeepayus Kerberos. IIpotokon Kerberos MOJTHOCThIO HHTETPUPOBAH C CUCTEMOU 6€30-
nacHoctd U koHTpous goctyna Windows NT. Hauanenast peructpanus 8 Windows NT obec-
neuuBaercs npoueaypoid WinLogon, ucnons3yrouieid [IOb Kerberos nnsi nonydeHust Haualib-
Horo Oumnera 7GT. Jlpyrue KOMIIOHEHTBI CHCTEMBI, HallpUMep, Redirector, NPUMEHSIOT UHTEP-
¢eiic SSPI x I1Ob Kerberos nns mojy4eHHs CEaHCOBOro OwjeTa JUls yAIEHHOTO JOCTYyIa K
¢aiinam cepsepa SMB.

Bzaumooeiicmeue Kerberos. IIpotoxon Kerberos Bepcun 5 peaan3oBaH B pa3iIMYHbBIX CHC-
TEMax U UCIOJb3YEeTCs IS €IMHO00pa3ks ay TEHTHU(UKAIMH B PacIipe/IelIeHHO CeTH.

IMon B3ammopneiictBueM Kerberos monpazymeBaercss OOMMN MPOTOKOJ, MO3BOJISFOIIUI
YYETHBIM 3aIHMCAM ayTeHTH(HIMPOBAHHBIX TOJIB30BATEINCH, XPaHAIIUMCS B OJJHOM 0ase ocyie-
CTBJIATH JOCTYIT KO BCEM CEpBHCAM B IeTepOreHHOW cpene. BzammoneiictBue Kerberos ocHO-
BBIBAa€TCS Ha CICIYIOUINX XapaKTEPUCTHKAX!

— 00muit IPOTOKOJ ayTeHTU(PUKAIINY [TOJIB30BATEN WM CEPBUCA [0 OCHOBHOMY MMEHH
IIPU CETEBOM MOIKIIIOUEHHH;

— BO3MOXXHOCTb OIPE/EJICHHs IOBEPUTEIbHBIX OTHOIICHUH MeXay obnactsmu Kerberos
W CO3/IaHMS CCBUIOYHBIX 3alIPOCOB OMJIETOB MEXKAY 00IaCTIMHU;

— mnoxauepxkka onpeneseHHbIX B RFC 1510 TpeboBanuii kK B3aUMOICHCTBHIO, OTHOCSIIIHX-
csl K anroput™Mam muQpoBaHUs M KOHTPOJBHBIX CyMM, B3aUMHOW ayTeHTH(UKAUUU U JAPYTUM
BO3MOXKHOCTSIM OWJICTOB;

— Tozjnmepxkka GpopmMaroB Mapkepa Oe3omacHOCTH Kerberos BepcHd 5 ISl YCTaHOBIICHHS
KOHTEKCTAa U 00MeHa COOOIEHUIMHU.

IHoooepacka Kerberos omxpeimuix kuoueti. B Windows NT Taxke peann3oBaHBl pacIin-
penus npotokona Kerberos, nomnepxuBaroniye JOIOJHUTEIBHO K ayTeHTH(HUKALMN C COBME-
CTHO HCIIOJIb3YEMBIM CEKPETHBIM KIIIOUOM ayTeHTU(HKAIMIO, OCHOBAHHYIO Ha Mapax OTKPBITO-
ro (3akpeitoro) kimoua. [lomuepikka OTKPBHITBIX KIIIOYEH IO3BOJISIET KIIMEHTaM 3alpaliuBaTh
HavyanbHbIN K104 7GT ¢ TOMOIIBIO 3aKPBITOTO KIto4a, B TO BpeMs kak KDC npoBepsieT 3anpoc
C TIOMOILBIO OTKPBITOrO KIIIOYa, TOJydeHHOro u3 ceprudukara X.509 (XpaHuTcs B M0JIb30Ba-
TEJILCKOM 00BbeKTe B Karanore Active Directory), CepTudUKaT M0OIb30BaTENsI MOKET OBITh BBI-
JlaH Kak CTOPOHHHMM ynosiHoMo4eHHbIM ceptudukaumu (Certification Authority), Tak n
Microsoft Certificate Server, Bxopamum B Windows NT. Ilocie HavanbHOM ayTeHTHQUKAMN
3aKPBITHIM KIIFOUOM HCIIOJNIB3YIOTCS CTaHAAPTHBIE MpoTOKoIb! Kerberos s nomydenus ceanco-
BEIX OHMJICTOB Ha JOCTYI K CETEBBIM CITyKOaMm,

Mooenv bezonacnocmu Windows NT obecriednBaeT OJHOPOIHBIA M YHU(DUIIMPOBAHHBIN
MEXaHM3M KOHTPOJISI 32 JOCTYIIOM K pecypcaM JIOMEHa Ha OCHOBE WIEHCTBA B rpynmnax. Kommo-
HeHThl Oe3omacHoctd Windows NT moBepsiioT XpaHUMOH B KaTajaore MHG)OpMAIMK O 3aIHTe.
Hanpuwmep, cepsuc ayrentudukannun Windows NT xpanuT 3ammdpoBaHHbIE MAPOIH MOJIH30-
BaTesell B 0€30MacHOi 4acTH KaTajora oObeKTOB ToJib3oBatens. [lo yMonuaHuio onepanyoH-
Hasl CUCTEMa «CUUTAET», YTO MpaBuiia 0€30MaCHOCTH 3allMIIEHB U HE MOTYT OBITh U3MEHEHBI
KeM-IIM00 HeCaHKIMOHUpOBaHHO. O0LIas NoJIUTHKAa OE30IaCHOCTH JIOMEHA TaK)Ke XPaHHUTCS B
karanore Active Directory.

Henezuposanue aOMUHUCMPAMUBHBIX NOIHOMOYUL — THOKUA WHCTPYMEHT OTPaHUYEHUS
aJIMUHHUCTPATUBHON AEATENLHOCTH PaMKaM{ 4acTH AOMEHa. DTOT METOJ I03BOJISIET MPEocTa-
BUTH OTJCIBHBIM COTPYIHHKAM BO3MOXKHOCTH YNPABIICHUS ITOJIb30BATEISIMHA WM TPYHIIAMH B
3aJaHHBIX MPEAETax U, B TO )K€ BPeMs, HE JTaCT UM IpaB HA YIPaBJICHNUE yUETHBIMH 3aIUCSIMHU,
OTHOCSIIIUMHUCS K JPYTHM TOAPA3ACICHUSIM.

IIpaBa Ha onpezneneHUe HOBBIX MOJIb30BATENIEH WIM CO3aHUE TPYIII [10JIb30BATENEH Aeie-
rupytotcs Ha ypoHe OU mitn KOHTeliHepa, B KOTOPOM CO3/1aHa y4ueTHasl 3aIKCh.

CymiecTByeT TpH criocoda JejerupoBaHus aIMUHUCTPATHBHBIX TOJTHOMOYMIA:

1) Ha U3MEHEHHUE CBOWCTB ONPEICICHHOT0 KOHTelHepa, HanpuMep, LocalDomainPolicies
CaMoro JIOMEHa;

2) Ha cO3JlaHME W YyAAJIEHHE JOYEPHHX OOBEKTOB OINpPEIEICHHOTrO THIMa (II0Jb30BATENH,
TpyIIB, IPUHTEPHI U 11p.) BHYyTpH OU;

3) Ha OOHOBJICHHE ONpPEJENICHHBIX CBOMCTB HEKOTOPBIX JOYEPHUX 00beKTOB BHyTpu OU
(HamprMep, TIpaBO YCTaHABIMBATE MAPOJh I 00BEKTOB THIA User).

JenernpoBaTh NOIHOMOYHS TPOCTO. JlOCTaTOYHO BBIOpATh JIMIO, KOTOPOMY OyIyT nerne-
TMPOBaHbI MOJHOMOYNS, M yKa3aTh, KAKME UMEHHO TIOJIHOMOYHS nepenatorcs. MaTepdelic mpo-
rpamMMbl anMuHUCTpUpoBanus Active Directory mo3Boiisier 0e3 3aTpyAHEHHI poCMaTpUBaTh
HH()OPMALHUIO O IEJIETUPOBAHHUH, ONPENIEIICHHYIO IJIs1 KOHTEIHEPOB.

Hacneoosanue npas docmyna o3Hadaet, 4to nHGOpMalus o0 yIpaBIeHHU AOCTYIIOM, OIl-
pelesieHHas B BBICIIMX CJIOSX KOHTEHHEPOB B KaTallore, paclpoCTPaHAETCsl HHXKE — Ha BIIOYKEH-
HbIE KOHTEIHEPHI U 00BEKTHI-TUCThs. CyNIECTBYIOT JBE MOJENM HACJIECIOBAaHUS IIPaB JOCTyIA:
JMHAMHUYecKass M craThdeckas. [Ipy TMHaMHYecKOM HAaclle[IOBaHUM IIpaBa OINPENEIISIFOTCS Iy-
TEM OLEHKH pa3pelleHuil Ha JOCTYI, Ha3HAYECHHBIX HEIOCPEICTBEHHO ISl OOBEKTa, a TaKKe
JUISL BCEX POAMTENHLCKUX OOBEKTOB B Karajore. IT0 M03BoJsieT 3()(GEKTHBHO YIPaBIATh JIOCTY-



MOM K YacTH JiepeBa KaTajora, BHOCS U3MEHEHHs B KOHTEWHep, BIUSIONIMN HA BCE BIOXKECHHbIC
KOHTEHHEPHI U 00BEKTHI-TUCThsI. OOpaTHasi CTOPOHA TaKOH THOKOCTH — HEIOCTATOYHO BBICOKAs
MPOU3BOIUTEILHOCTh M3-32 BPEMEHHU ompeeiicHus 3G (MEKTUBHBIX MPaB OCTYyMa MPU 3ampoce
T10JIb30BaTEIsI.

B Windows NT peanu3oBana cratndyeckas (popMa HaclieIOBaHUs MPaB JOCTYIA, HHOTIAA
TakXKe Ha3plBacMas HACIICIOBAHUEM B MOMEHT co3fanus. Hpopmanus 00 ynpaBIeHUH JOCTY-
MTOM K KOHTEWHEPY PaclpoCTpaHsIeTCs Ha BCE BIOKEHHBIC 00BEKTHI KOHTeHHepa. [Ipu co3nanmu
HOBOTO OOBEKTa HACIICAyeMBIC IIpaBa CIMBAIOTCS C IpaBaMH JOCTYIA, HA3HAYACMBIMH IIO
ymordanuo. JIroOble M3MEHEHUsST HACIIEAYEMbIX TPaB JOCTYIA, BHIMOIHIEMbIC B JalbHEUIIEM
Ha BBICIIMX YPOBHSX JIEPEBa, JOJDKHBI PACIPOCTPAHSITHCS HA BCe Jo4YepHHUE 00beKThl. HoBble
HacJeyeMble paBa JOCTYyIa PaCpOCTPAHSIOTCS Ha 00beKThI Active Directory B COOTBETCTBUHU
C TeM, KaK 3TH HOBbIE ITpaBa omnpeeneHbl. CTaTudeckas MOJIeNlb HaClIe0BaHuUs I03BOJISIET YBe-
JIMYHUTh POU3BOJAUTENLHOCTb.

Dnemenmoul bezonacnocmu cucmemol. Jlanee OyoyT pacCMOTPEHBI BOMPOCH peain3aliiu
ITOJIMTUKH 6G3OHaCHOCTI/I: YIpaBJICHUIO YUCTHBIMHA 3aIlIUCAMU MoJIb30BaTejiel U rpymni, ucmnoJ-
HEHUIO U JIeJIETHPOBAHUI0 aJMUHUCTPATUBHBIX (DYHKIIHH.

Yuemuvie sanucu nonvsosamenei u epynn. JIro6oi nmons3oBarenr Windows NT xapakre-
pU3yeTcs OnpeelicHHON y4eTHO! 3amuchio. [0 yUeTHO 3archio0 TIOHUMAETCsl COBOKYITHOCTh
MPaB U JIOMOJIHUTEIHHBIX NapaMeTPOB, aCCOIMHMPOBAHHBIX C ONPEACICHHBIM IOJIh30BATEIICM.
Kpome Toro, monbp3oBaTeib NPUHAAISKHUT K OJHON WIIM HECKOJILKUM rpymmam. [IpunHamex-
HOCTb K IPYIIIIE MTO3BOJISIET OBICTPO ¥ 3P PEKTHBHO HA3HAYATH MPABA JIOCTYIA U MOJTHOMOYHSI.

K BCTpOEHHBIM YYETHBIM 3aIKCSAM MOJIb30BATEICH OTHOCSTCS:

e Guest — yueTHas 3aIuch, PUKCUPYIOLIas MUHUMAJIbHbIE IPUBUIIETUHU TOCTS;

e Administrator — BCTpOoeHHasi ydeTHas 3alKCh JUIsS MOJIb30BaTeNeil, Ha/IEICHHBIX MaKCH-
MaJIbHBIMU TIPUBUIICT UMM,

e Krbtgt — BcTpoeHHast y4eTHasl 3al1cCh, UCIOJIb3yeMasi PU HayallbHOM ayTeHTH(UKAINU
Kerberos.

KpOMe HUX UMCIOTCA CKPBITHIC BCTPOCHHLBIC YYETHBIC 3aIIUCH!:

o System — y4eTHas 3alUCh, UCIIOIb3yeMast ONICPAIIMOHHON CHCTEMOIA;

e Creator owner — co3uatenb ((aiiina WK KaTajaora).

[NepeuncniM BCTPOSHHBIE TPYIIITBL:

¢ nokanmbHBIE (Account operators; Administrators; Backup operators; Guests; Print opera-
tors; Replicator; Server operators; Users);

e rnobanbubie (Domain guests — roctu nomena; Domain Users — mojip30BaTenu IOMEHa;
Domain Admins — agMHHHACTPATOPHI JOMEHA).

[ToMUMO 3THX BCTPOEHHBIX TPYIII UMEETCS eI PsiJI CIICHATbHBIX TPYIIIL:

e Everyone — B 3Ty rpymniy 10 YMOJYaHHUIO BKJIFOYAIOTCS BOOOIIE BCE IMOJIb30BATEIH B
cHucTeMe;

o Authenticated users — B 3Ty Ipynily BKJIIOYAIOTCS TOJIBKO ayTEHTH(GUIIMPOBAHHBIE MOJIb-
30BaTeIU JIOMCHA;

o Self — cam o0OBeKT.

Hust mpocMoTpa U MOJU(UKAIIMKA CBOWCTB YYETHOM 3alKMCH JOCTATOYHO IIEIKHYTh UMS
MOJIB30BATEIS HITH TPYIIIBI U Ha SKpaHe MosBUTCS quajioroBoe okHo User Properties.

e General — o0111e€ OIMMCaHKE MTOIL30BATEIS;

o Address — nomainHuit 1 pabounii aapec Moab30BATEIIS,

e Account — 00s13aTeNTbHBIC TAPAMETPHI YUCTHOW 3aITUCH;

e Telephone/notes — He0OsM3aTEIBHBIC TAPAMETPHI;

¢ Organization — JOTIOJHUTEIBHBIC HEOOSI3aTEIBHEIC CBEICHNUS;

e Membership — obs3arenbHas uHGOpPMALUs O MPUHAUICKHOCTH TIOJIB30BATENST K TPYII-
nam;

e Dial-in — napameTpsl yJJaJeHHOT0 JOCTYIa;

o Object — HICHTU(HUKAIIMOHHEBIC CBEICHHS O TI0JIL30BATEIILCKOM OOBEKTE;

e Security — vH(pOPMAIIHS O 3alUTE O0BEKTA.

Jlokanvhast nonumuxa b6e3onacHocmu — periaMeHTUPYeT MpaBuiia 0E30MacHOCTH Ha JIo-
KaJTbHOM KoMITbIoTepe. C ee MOMOIIBI0 MOXKHO pacHpefeuTh aJIMUHUCTPATUBHBIC POJIH, KOH-
KPETU3UPOBATh MPUBHUIIETHH 0JIb30BaTEIIeH, HA3HAUYUTh NPaBHJIa ay/IUTa.

[To ymoganuro MOANEPKUBAIOTCS CIIEAYIOIINE 00JIacTH OE30IIaCHOCTH:

® TIONHUTUKA OS30MAaCHOCTH — 3aJaHUC PAa3INYHBIX aTprOyTOB OC30MACHOCTH HA JIOKAITb-
HOM U JOMCHHOM YPOBHIX; TaK K€ OXBAaTbIBACT HEKOTOPHIC YCTAHOBKHW Ha MAallIMHHOM YPOBHEC;

® yIpaBlicHUE TPYMNAMH C OFPAHUYCHHUSIMH — MO3BOJISIET YIPABJIATh WICHCTBOM B IPYII-
max, KOTOpPBIE, 0 MHCHUIO aJIMAHUCTPATOPA, KIYBCTBUTEIHHBD) C TOUKU 3PCHUS OC30MaCHOCTH
CUCTEMBI;



® yIpaBlICHHE MIPaBaMU U NPHUBMWIETHAMH — MTO3BOJIAET PEAAKTUPOBATH CIMCOK I10JIb30Ba-
TeNed U UX crenu(pUIecKux MmpaB v MPUBUICTHIA,

® JiepeBbsi OOBEKTOB — BKIJIIOYAIOT TPU OOJACTH 3allUThl: OOBEKTHI KaTajora Active
Directory, xmoun peecTpa, JIOKaIbHYIO (ailioBylo cucremy; Ui KaKIoro oObeKTa B JiepeBe
1abJIOHBl 0E30IaCHOCTH MO3BOJIIIOT KOH(HUIYPUPOBATh M aHAIM3UPOBATH XapaKTEPHCTHKH
JIECKPHIITOPOB 3alUTHI, BKIFOYasl BJIA/ICNBIEB OOBEKTa, CIIMCKM KOHTPOJIS JIOCTYIA U ITapameT-
pBI ayuTa;

® CHCTEMHEIE CITyKOBI (CEeTEeBbIE U JOKAIBHBIE) — IOCTPOCHHBIE COOTBETCTBYIOIIAM 00-
pa3oM Jal0T BO3MOXKHOCTh HE3aBHCHMBIM NMPOU3BOJIUTENSAM IPOrPaMMHOIO oOecredyeHus pac-
HIMPATH PEJAKTOP KOH(PUTYpaluii 0€30MacHOCTH [UIsl YCTPaHEHHUs! CIIelM(DUUECKUX POo0IeM.

Konguaypuposanue 6esonacnocmu. J{nst KOHOUTYpUPOBAaHHS MTapaMeTpoB 0€30IacHOCTH
CHCTEMBI UCIIOJI3YIOTCSI IA0JIOHBI.

Ynpaenenue oocmynom k peecmpy. Peectp — 310 nepeBo o0bekToB. JloCTyn K Ka)IoMy
00BEKTy B JepeBe JOJDKEH ObITh periiaMeHTHpOBaH. BriOpaB B OkHE 0030pPHOrO HMpPOCMOTpa
BETBb, COOTBETCTBYIOMIYIO mabimony Custom, menkanTte nanky Registry. B mpaBoit uactn okHa
MOSIBUTCS CITUCOK BETBEW peecTpa, HOCTYN K KOTOPHIM MOXKHO OrpaHuuuBath. B mabone, no-
craBisieMoM ¢ penaktopom, npuseieHa BetBb MACHINE\HARDWARE, kortopyto Hajgo wuc-
tonkoBeiBaTh Kak HKEY LOCAL MACHINE\Hardware. Uto0b1 100aBUTh K JE€PEBY HOBBIC
BETBH, MX HaJ0 B SBHOM BHJE MPONKCATh B IIA0JOHE C MOMOLIBIO JIIOOOTO TEKCTOBOTO peiak-
Topa. sl pasrpaHHUEeHUs NOCTyIa K BHIOPAHHON BETBU peecTpa ABAXKIbI LICIKHUTE €€ UMS U
YKaKUTE HY>KHBIH THII JOCTYIIa ¥ EMSI COOTBETCTBYIOIIEH y4eTHOH 3anwmcu. V3meHeHus OyayT 3a-
HECEHBI B [I1a0JIOH.

7.3. BAIIIUTA B ONEPAIIMOHHOM CUCTEME UNIX

Oneparonnas cucrema UNIX OoTHOCHTCS K KaTerOpUy MHOTOIIOJIB30BATEIILCKUX MHOT'O-
nporpaMMHEIX OC, paboTamuX B PEeXUME pa3lIeleHUs BpeMeHH. boraTeie BO3MOXKHOCTH,
3anoxennsie B OC UNIX, cnenanu ee Hanbomee momymsapHoi B Mupe. OC UNIX moaxep:xuBa-
€TCsl IIPaKTUYECKH Ha BceX Thnax DBM.

Opraamanus padotr B OC UNIX ocHOBaHa Ha MOHSTHH IOCIEAOBATEIHHOTO IpOIlecca
KaK eAWHHUIBI padOTHI, YIpPaBICHHUS W MOTpeONeHHs pecypcoB. B3ammonelcTBre mporieccos
BHYTpU sifipa (IIpOLIECcC BBI3BIBAET PO KaK IMOANPOTPaMMYy) MTPOUCXOIUT 10 TPHHIHITY COIIPO-
rpamM. [locireoBaTenbHOCTE BBIYMCICHUH BHYTPH ITIpOIlecca CTPOTO BBIIECP)KHUBAETCS: IIPO-
I[ecc, B YaCTHOCTH, HE MOJKET aKTHBH3HPOBATh BBOA—BBIBOJ M MPOJOIDKATH BBIYHMCICHHE TIa-
paJuleNIbHO ¢ HUM. B 3TOM cityuae TpeOyeTcst co3aaTh mapaieabHbli Iporecc.

Pesunentnas B OIl yacte OC HazbiBaeTcs sdpom. SAnpo OC UNIX cocrout u3 aByX Oc-
HOBHBIX YacTeH: yInpaBJeHUs] IPOLIECCAMH U YIIPABJIEHUs YCTPOHCTBAMH. YTIpaBJeHHUE MPOLiec-
CaMHM PE3epBUPYET PECYPCHI, ONPEEISIET OCIEI0BATENLHOCTh BHIIIOIHEHUS IPOLIECCOB U MIPHU-
HUMaeT 3arpochl Ha OOCHyXHMBaHHE. YIIpaBJIeHHE YCTPOWCTBAMH KOHTPOJMPYET Iiepenady
naHHbIX Mexxay Ol n mepruepuiftHBIME ycTpOHCTBaMHU.

B nr000if MOMEHT BpeMEHH BBIMTOTHAETCS THOO MporpamMMa IoIb30BaTels (Iporecc), Jiu-
60 xomanza OC. B kaxaplif MOMEHT BpeMEHH JIMIIb OJHH I0JIb30BATENbCKUI POLIECC aKTHBEH,
a Bce ocTainbHble nprocTaHoBiIeHbL. Snapo OC UNIX ciykuT a7 yIOBIIETBOPEHHs MTOTpeOHOCTEH
TIPOIIECCOB.

Ilpoyecc — 31O IporpaMmMa Ha 3Tare BBINOJHEHUA. B HEKOTOPBI MOMEHT BpEMEHU IIPO-
rpaMM€ MOT'YT COOTBECTCTBOBATH OJIMH WJIM HECKOJIBKO ITPOLECCOB, UJIM HE COOTBETCTBOBATH HU
oxHoro. Cuuraercsi, 4To MpOLECC SBJISETCS 00BEKTOM, YUYTEHHBIM B CIIEIMAIBHON Talnuie s-
pa cuctemsl. Hauboiee BaxkHass nH(pOpMANH O MpoIecce XpaHUTCS B ABYX MeCTaX: B TaOmwuIle
MIPOLIECCOB U B TaOJHIIE MOJIb30BATENsl, HA3bIBAEMOIl Tak)Ke KOHTEKCTOM mporiecca. Tabnuia
IIPOIIECCOB BCET/Ia HAXOIUTCS B MAMSITH U COJCPKUT Ha KaXIBIH MPOLECC 110 OJHOMY dJIEMEH-
Ty, B KOTOPOM OTPa)KaeTCsl COCTOSHHE TpOIiecca: apec B MaMATH WIN aJpec CBOMIIMHTA, Pa3-
Mep, UISHTH(HUKATOPHI IPOIlecca M 3allyCTUBILETO €ro Mojb30BaTesd. Tabiuna moiabp30BaTens
CYLIECTBYET ISl K&KI0TO aKTHBHOT'O TIpOIlecca M K HEH MOTYT HEIOCPEICTBEHHO aJpECOBATHCS
TOJIBKO HPOTPAaMMEI sifipa (SAPO pEe3epBUPYET IO OJHOMY KOHTEKCTY Ha KaXKAbIH aKTHBHBIN
mporiecc). B 3Toif Tabnuie comepxurcs uHGOpMAaIs, Tpedyemas BO BpeMs BBHIIOIHEHUS MIPo-
Hecca: UIeHTU(PHUKAIMOHHBIE HOMEpa TI0JIb30BATENsl M TPYIIbI, IPeJHa3HAuYSHHBIE IS Onpe/ie-
JIeHWs] IPUBUJIETHH JIOCTyTa K (aiiiiaM, CCHUIKH Ha CHCTEMHYIO TaOyuity (aiiJioB I BCEX OTKPHI-
TBIX TIponieccoM (haiioB, yKa3aTesb Ha MHACKCHBINH IECKPUNTOP TEKYIIEro Karajaora B TabIUIe WH-
JIEKCHBIX JIECKPHIITOPOB U CIHCOK PEaKLUUi Ha pasiudHble cuTyaluu. Eciu mpornecc mpHocTaHaB-
JIMBAETCsl, KOHTEKCT CTAHOBUTCS HEIOCTYITHBIM M HEMOJU(HIUPYEMBIM.

Karanoru daiinosoii cucremsr OC UNIX «cnpsiTaHBD) OT IMTONB30BATEICH M 3aIIUIICHE
mexanmzMamu OC. CkpbITol 9acThio ¢aitnoBoit oprannzanun B OC UNIX sBisieTcs UHIEKC-



HBII eckpunTop Qaiiia, KOTOPbIN OMUCHIBAET PacojoKeHne (aiiia, ero AIUHY, METO]] I0CTY-
na K (aiiny, natel, CBI3aHHbBIE C HCTOpUEH co3nanus daitna, uneHTndUKaTop BiIaaeabla 1 T. 1.

PaGora ¢ Tabmuumamu siBIsieTCsl TPUBHMIIETHEH sipa, 4To oOecreunBaeT COXPaHHOCTh U
Oe3omacHOCTh cucteMbl. CTpykTypa daHHBIX sapa OC, oOecreunBarommX TOCTYI K (haiiiam,
puBeseHa Ha puc. 7.1.

Tab6muma Cucremuas CucreMmuas
I10JIB30BaTE- Tabauma TabnauIa UH-
7151 (KOHTEKCT (aiinos JEKCHBIX
poriecca) JIECKPHIITO-
poB daiton

—>| daiin |

— » » -
Ll L
—>| daiin |

L—  Jeckpuntopsl GaiaoB, OTKPHITHIX POIECCOM

Puc. 7.1. Ctpykrypa nanusix sapa OC UNIX

[pu B3aumoneiicteiun ¢ OC UNIX monbs3oBaTens MOKeT oOparmaTbest K OOJNBIIOMY YUCITY
nH(OpPMaMOHHBIX 00BEKTOB WK (aitIoB, 0ObeIMHEHHBIX B KaTaioru. Maiinoas cucrema OC
UNIX umeeT nepapxudeckyro CTpyKkTypy.

B OC UNIX ucnonp3yeTcs 4eTbIpe TUIa (QaiiaoB: 0ObIYHBIE, CTIeIHANbHBIC, KATaJlOTH, a B
HekoTopbix Bepcusx OC u FIFO-¢aiiner (First In — First Out). OOprunbpie (aiinel comepkaT
JlaHHBIE ToJIb30BaTenel. CriennansHble (aiibl MpeaHa3HauYeHbl Al OPTaHU3AIMK B3aMMOJIeH-
CTBHS C YCTPOWCTBaAMH BBOJAa—BbIBOJA. JlocTym K M000OMY yCTpOMCTBY peanm3yercs: Kak 00-
CIIy>)KMBaHHE 3alpoca K CIenHaTbHOMY (IucKoBOMY) daiimy. Kartamoru mcmonb3yrorcs cucre-
MOH ays moanep:kaHus (PpaiinoBoil CTpyKTypbl. OCOOEHHOCTh KaTajloroB COCTOMT B TOM, YTO
TMOJIb30BATECJIb MOXKCT YHUTATh UX COACPIKUMOEC, HO BBIMOJHATH 3allMCU B KaTaJlOor'd (I/I3MCHHT])
CTpyKTYypy KatajoroB) MoxeT Tonbko OC. B OC UNIX, opranu3yroTcd MMEHOBaHHBIE IpO-
IpaMMHbIE KaHAJIBI, SIBIISIOLINECS COCAMHUTEIBHBIM CPEJICTBOM MEX/Y CTaHIapTHBIM BBIBOJIOM
OJTHOHM NIPOTPaMMBI ¥ CTaH/IapTHBIM BBOJIOM JIPYTOH.

Cxema turmmyHo# (hainoBoit cucrembl OC UNIX npuBesnena Ha puc. 7.2. PaccmoTpum oc-
HOBHBIE MEXaHU3MBI 3aIIMTHI JaHHBIX, peann3oBaHHble B OC UNIX.

anaeﬂeyue docmynOM K cucmeme. HpI/I BKJIIOUCHHUHU IIOJIb30BATENISl B YKMCIIO a0OHECHTOB

L tty00

L ttyOn

L console

Puc. 7.2. Cxema ¢aiinosoii cucrembr OC UNIX



€My BBIIAETCS PETHCTPALIMOHHOE UM (MAEHTU(HKATOP) Ul BXOAA B CUCTEMY H Mapoiib, KOTO-
PBII CITy’KHT JUISl TIOATBEP)KACHHS MICHTU(HUKATOPA MMob30BaTens. B ornensHbIx Bepeusx OC
UNIX, nmomumo uneHtudukaTopa u mnapoisi, Tpedyercs BBOA HOMepa TenedoHa, C KOTOPOro
BBINOJIHAETCS TOAKIIOUEHNE K CHCTEME. AJMUHHUCTPATOpP CUCTEMBI M TI0JIb30BATENh MOTYT U3-
MEHHTH Mmapoib koMauaoi passwd. [Ipu BBozge sToit komanael OC 3ampammBaeT BBOJ TEKyIIle-
rO mapoJsi, a 3areM TpeOyeT BBECTH HOBBII naposib. Eciu npeyioxkeHHbli napoib He yIoBiie-
TBOpSIET TPEOOBAHUS CHCTEMBI, TO 3aIIpOC Ha BBOJI MapoJisi MOXET ObITh MoBTOpeH. Ecnu mpex-
JIOKEHHBIN Mapoib yaosierBoputesieH, OC mpOCHT BBECTH €r0 CHOBA C TEM, YTOOBI YOSAUTHCS
B KOPPEKTHOCTH BBOJIA MAPOJISL.

[Tonb3oBarenu, KOTOPBIM pa3pelieH BXOJA B CHUCTEMY, IEPEUHCIICHBl B Y4YEeTHOM (aiie
noJip3oBareneii /etc/passwd. ITOT TEKCTOBBIN (haiil CONEPKUT CIIEAYIOLINE JaHHbBIS: UM T10JIb-
30Bares, 3alM(pPOBaHHBIN MapoJb, HASHTH(HUKATOP TT0JIL30BATENS, UASHTU(HUKATOP TPYIIIIH,
HayaJIbHBIA TEKYIIMH KaTanor ¥ UMs UCIIOJIHIEMOro (aiia, HCIOIb3yeMOro B Ka4eCTBE UHTEP-
nperaropa komau. [laponsb mmdpyercs, kak npaBuio, ¢ ucrnosszopanuem DES-anropurma.

Ynpasnenue oocmynom x Odanneim. Onepammonnas cucrema UNIX mommepskuBaeT st
moboro (aiila KOMIUIEKC XapaKTepUCTHK, ONPEASNSIONNX CaHKIMOHUPOBAHHOCTH JIOCTYIIA,
Tun ¢aiiia, ero pasMep ¥ TOYHOE MECTOMOIOKEHHE Ha qucke. [Ipu kakaom oOpaineHun K Qaii-
My CHCTEMa MpOBepseT MpaBoO MoJb30BaThes UM. OmepamuonHas cuctema UNIX nmomyckaer
BBIIIOJIHEHNE TpeX THIIOB orepanuid Haj Qailamu: 4TeHne, 3alich W BBIIOJIHEHHE. UTeHue
¢aiisa 03Ha4YaeT, YTO JOCTYIHO €r0 COIEPKUMOE, a 3alUCh — YTO BO3MOXKHBI U3MEHEHHUS CO-
ZepKuUMoro Qaiina. Beimonnenne mpuBoauT Moo k 3arpyske daiina B OI1 100 K BEITIOTHEHUIO
coneprkamuxcst B (aitie komann cucremHoro monuropa Shell. Pazpemenne Ha BbInoHEHHE
KaTajiora o3HadacTt, 4TO B HEM JOIIYCTUM IIOMCK C LECJIbIO q)OpMI/lpOBaHI/IH IIOJIHOTO MMCHHU Ha
nyTH K aiiny. Jlro6oit u3 daitnos B OC UNIX nmeer onpeesieHHOro Biajiesblia | MPUBsA3aH K
HeKoTopoil rpymnme. Paifnm HaclmemyeT WX OT Iporecca, coszmaBirero (aiin. Ilomp3oBarens u
rpyIma, HIeHTU(PHUKATOPbI KOTOPBIX CBSI3aHbI C (PailJIoM, CYMTAIOTCS €T0 BJIAJICNIbLIAMHU.

Hoenmuguxamoper nonvzosamensi u epynnwl, CBI3aHHBIE C MPOLIECCOM, ONPEEISIIOT €ro
IpaBa MpH JOCTyIe K ¢aitnam. [1o oTHOIIEHNIO K KOHKPETHOMY (paiilTy Bce MPOLECCHI JEIATCS
Ha TPU KaTeropuHu:

1) Bnamenern (aiina (poIecChl, UMEBIINE WACHTH(PHUKATOP MOJIb30BATENIS, COBIIAIAOIIIHIA
¢ uneHTu(UKaTOpoM Biamenba Qaina);

2) ujeHsl TpymIsl Biaaenbla ¢aiina (mporeccsl, UMEONMe WASHTH()UKATOP TPYIIIHI,
COBITQIAIOIIUH C HACHTH()UKATOPOM TPYIIIBI, KOTOPOH MPUHAIIICKUT (Daiii);

3) mpoune (MpOIIECCHl, He MOTABIINE B TIEPBBIC IBE KaTETOPHUH).

Brnanenen ¢aiina oOnagaeT oqHUME NPUBUIECTHAMHI Ha JIOCTYI K HEMY, WICHBI TPYIIIB], B
KOTOPYIO BXOJHT (ailil — IpyTriMH, BCE OCTaJIbHBIE IOJIb30BATENHN — TPEThMHU. Kakplit daiin
COJEPKUT KOJ 3aIlIUThI, KOTOPBIN IpucBanBaeTcs (aiimy mpu ero cozganuu. Kox 3ammrsl pac-
rojiaraercs B MHICKCHOM JIeCKpHIITOpe (aiiaa 1 colepKUT AECITh CUMBOJIOB, TPUYEM HEPBBII
CHMBOJI onpeziensieT Til (aiiia, a mocyexyomye AeBsITh — IPaBo Ha JOCTYI K HeMy. Tpu BHAa
orepanuil (4TeHHe, 3anCh ¥ BBHIIIOIHEHNE) U TPH KaTteropuy (YpOBHH NPHUBWIIETUI HA JTOCTYI:
BJIaJEIbLEB, TPYNN U MPOYMX MOJb30BaTeNCH) JaI0T B COBOKYIHOCTH IE€BATh BO3MOXHBIX Ba-
PHAHTOB pa3pelleHi WIN 3alpeToB Ha JocTyn K aiury. IlepBrle TpH cuMBOIIA ONPEAEISIOT
BO3MOKHOCTH YTEHHS (7), 3alIUCH (W) W BBIIOIHEHUS (€) Ha ypOBHE BIIAAETBIA, CICAYIOIIIE
TPH — Ha YPOBHE TPYIIIBL, B KOTOPYIO BXOJUT BiIafiejell, M MOCIEAHUE TP — Ha YPOBHE OCTaJIb-
HBIX TMOJb30Bareseil. Hannune cuMBOIIOB 7, W U e yKa3bIBaeT Ha COOTBETCTBYIOIIEE pa3periie-
HHUEC.

Ecnm nmponecc Tpebyer moctyna Kk ¢aifimy, To cHavdaiga ONpeAessieTcsl KaTeropus, B KOTO-
PYIO IO OTHOLIECHHIO K 3TOMY (haiiily OH Ionajaer. 3aTeM U3 KoJ/ia 3allUThl BEIOUPAIOTCS T€ TPU
CHMBOJIa, KOTOPHIE COOTBETCTBYIOT JJaHHOW KAaTETOPHHM, M BBINOIHACTCS MPOBEPKA: pa3perieH
JIM TIpolieccy TpedyeMmblii foctyn. Ecnu goctyn He pa3pelieH, CUCTEMHBIN BbI30B, TOCPEACTBOM
KOTOPOTO TPOIIECC CAEeal 3apoc Ha AOCTYTI, oTBepraercs sapom OC.

ITo cormamenuto, npunstomy B OC UNIX, npuBUIerHpOBaHHBINA MOJIH30BATENb HMEET
naeHTH(UKaTop, paBHbIN Hymo. [Iporecc, ¢ KOTOpEIM CBs3aH HyJIE€BOW MACHTH()HUKATOP HOJb-
30BaTCiisd, CYUTACTCA MPUBUIICTU-POBAHHBIM. HezaBucumo ot KOJ1a 3alIuThl (baﬁna IpUuBUJICTU-
POBaHHBIN IpoOLIECC UMEET MPABO JOCTYNA K (aiimy [t YTeHHs U 3anuch. Ecin B Koae 3aiuThl
XOTsI Obl OJHOW KaTeropuu IoJjb30oBareieil (MPOLEecCOB) €CTh pa3pelieHUE Ha BBHINOIHEHUE
(aiina, MPUBIIECTUPOBAHHEINA MPOIECC TOXKE UMEET MPABO BBHIIOIHATE 3TOT (DAl

C moMOIIBI0 CeIMAaTbHBIX KOMaH[ Biazenen (aiina (M npUBHICTHPOBAHHBII MMOJIb30Ba-
TEeJb) MOXKET U3MEHATH pacnpenenenue npusmwiernit. Komanna Change mode mo3Bossietr nu3me-
HUTH KO/ 3aumThl, koManna Change owner MeHsieT npaBo Ha BiaaeHue (aitioM, a KoMaHIa
Change group — mpWHAIISKHOCTh K TOW WM MHOH rpymie. [loap3oBarens MOXET H3MEHSTh
PEKUMBI IOCTYTIA TOJIBKO AJIst TeX (pailyioB, KOTOPHIMU OH BJIaeeT.



3awuma xpanumvix oanusix. JIns 3amuThl XpaHUMbIX daHHBIX B coctaBe OC UNIX ume-
eTcsl yTHIMTA Crypt, KOTOpas YHTAeT JaHHBIE CO CTAaHJAPTHOTO BBOAQ, IH(PYeT UX U Hallpas-
JSIeT Ha cTaHJapTHBIM BbIBoA. lllndpoBanue npruMeHseTcst Npu HEOOXOAUMOCTH TPEIOCTaBIIe-
HUsI a0COJIFOTHOTO MPaBa BIIIeHUs (haiiiioM.

Boccmanoenenue ¢haiinosou cucmemsi. Onepannonnas cucrema UNIX momnep:xuBaet
TPH OCHOBHBIX HaOOpa YTHIIMT KONHMPOBAHMS: Iporpammsl volcopy/labelit, dump/restor u cpio.
[Tporpamma volcopy LeMMKOM IepenuchiBaeT (GaiaoByto cucTeMy, IpoBepsis C MOMOIIBIO IPO-
rpammel labelit cooTBeTcTBHE MeTOK TpeOyembix ToMoB. [Iporpamma dump oGecneurBaeT Ko-
MIMPOBaHME JINIIB TeX (aiIoB, KOTOphIe OBIIM 3alMCaHbI [T03/IHEE OIIPEAEICHHOH qaThl (3ammra
HakoruieHneM). Ilporpamma restor MOKET aHaAJIM3MPOBATh JaHHBIC, CO3JAHHBIC MPOTPAMMOM
dump, 1 BOCCTaHABIMBATH OTAENBHBIE (haiIbl MM BCIO (ailloByI0 cucTeMy mosHOCThIO. [Ipo-
rpaMMa cpio INpeaHa3HayeHa JJIsl CO3AaHus oaHOro Ooubinoro (aiinma, comeprkaiiero oopas
Bcell (paliIoBOM CHCTEMBI WIIH KaKOH-THOO e JacTH.

Jnst BOCCTAaHOBIICHHS MOBPEXASCHHOM, HaIlpUMep, B pe3yiabrare cOoeB B paboTe ammapa-
Typbl QailyIoBoi cUcTEMBI UCTIONB3YOTCS ITporpammsl fsck u fsdb.

3a coxpaHHOCTh (haiIOBOM CHCTEMBI, aJaNTalMi0 MPOTrPaMMHOTO OOecIieueHHs] K KOH-
KPETHBIM YCIOBHSM 3KCIUTyaTallUH, IEPUOJTIECKOE KOITUPOBAHKE TTOJIb30BATENbCKUX (haiiiioB,
BOCCTAHOBJICHHE IOTEPSHHBIX JAHHBIX M APYTHE ONEpalil OTBETCTBEHHOCTh BO3JIOXKEHA Ha
aJIMUHHCTpATOpa CUCTEMBI.

Ycnooicnennoe ynpasnenue oocmynom. B cocrae yrunmt OC UNIX HaxoguTes yTHIATa
cron, KOTOpasi MPEA0CTaBIIsET BO3MOXKHOCTbD 3aIlyCKaTh [10JIb30BATEIbCKUE IIPOrPAMMBI B OIIpe-
JIeTIeHHbIE MOMEHTBI (IIPOMEXYTKH) BPEMEHH M, COOTBETCTBEHHO, BBECTH BPEMEHHbBIE TTapaMeT-
PBI JUIS OTpaHUYEHHs JOCTYIIA MT0JIb30BaTEIeH.

Hus ynpasnenus pocrynom B OC UNIX Takke MPUMEHSETCS pa3pelicHHe yCTAaHOBKH
uaeHtuuKaropa Biajenbua. Takoe pa3pelieHHe AaeT BO3MOXKHOCTH IOJYYHUTh HPUBUIIETUH
Biajenbla (aina Ha BpeMs BBIOJHEHUS] COOTBETCTBYIOIIEH nporpamMel. Bnanenen daitios
MOXET YCTaHOBHUTH TaKOW PEXUM, B KOTOPOM JPYTHE MOJI30BATENN UMEIOT BO3MOXXHOCTh Ha-
3HaYaTh COOCTBEHHbIE HICHTU(DHUKATOPHI PEXUMA.

Jocmyn, ocnosannwiil Ha NOTHOMOYUSX, UCTIONB3YET COOTBETCTBHE METOK. JlJIsl 3TOrO BBO-
JITCS. METKH 00BeKTOB ((haiiiIoB) M CyObeKTOB (IIPOLECCOB), a TAK)KE MOHATHS JOMHMHAHTHI U
paBeHCTBA METOK (I BBIpA)KEHHS OTHOIICHHUS Mexay meTkamu). Co3maBaemblil daiin Hacie-
JIyeT METKY OT CO3JIaBILIEro ero npoiecca. BBOAATCS COOTHOLICHUS, ONpeesisioe mpasa
MIPOLIECCOB 10 OTHOIICHHIO K (aiiiam.

Wntepdeiic auCKpeTHOTO IOCTyNa CyIIECTBEHHO ACTATN3HPYET MMEIOIINECS MEXaHN3MBbI
samuTel OC UNIX. BBognMbIe cpeacTBa MOKHO pa3feliTh Ha CJIeIyIONIie TPYIIIbL:

— paboTa co CMCKaMy OCTyNa NP JTUCKPETHOM 3allHTe;

— TIIpoBepKa IIpaBa JIO0CTYIa;

— yNpaBIECHUE JOCTYIIOM Ha OCHOBE ITOJIHOMOYHH;

— paboTa NPUBHIETUPOBAHHBIX I10JIb30BATEICH.

B pamkax mpoekra Posix co3gan uHTep(eiic CHCTEMHOI0 aJMHUHHCTPATOpa. YKa3aHHBIH
uHTepdeiic onpenenseT 00bEKTHl 1 MHOXKECTBA JIEHCTBHI, KOTOPhIE MOXXHO BBITIOJIHUTH HaJl
o0BbekTaMu. B KauecTBe KJIACCOB CYOBEKTOB M OOBEKTOB MPEIJIOKCHBI MOJIb30BATENb, TPYIIIa
N0JIb30BaTelNel, yCTpoicTBO, (aiiinoBas cucrema, Ipouecc, o4epelib, BX0J B 04epe/ib, MaIlHa,
cucTeMa, aJIMHHHUCTPATOp, MporpaMMHoe oOecniedyenne u ap. OmpezneneHsl aTpuOYyThl TaKUX
KJIaCCOB, OIIEPALIIH HaIKIIACCAMH U COOBITHSI, KOTOPBIE MOTYT C HUMH HPOUCXOIHTb.

7.4. BAIIIUTA B ONNEPAIIMOHHOM CUCTEME NOVELL NETWARE

Asmopuszayua docmyna k oanHvim cemu. B NetWare peanmn3oBaHbl TpU YPOBHS 3aIlUTHI
IaHHEIX (puc. 7.3).
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Puc. 7.3. YpoBHu 3ammThl 1aHHbIX B NetWare

3nech moa ayTeHTU(GUKAIUCH TOHUMACTCS

— TIPOILECC MOATBEPKACHHS OAIMHHOCTH KIIMEHTA IIPH €T0 TOAKIIOUSHNUH K CETH;

— TIPOLIECC YCTAHOBJICHUS MOAJIMHHOCTH IAKETOB, IIEPElaBAaCMBIX MEXIy CEPBEPOM H
paboueii craHIHen.

[IpaBa mo oTHOWIEHHIO K (hailily (KaTanory) OnpenessioT, KaKue ONepaliy M0JIb30BaTelb
MOXET BBIIOJHUTG C (DaiiyioM (KaTajsorom). AJMUHHCTPATOP MOXKET JUISl KaXKAOTO KIMEHTa CETH
OIIPEJEIIUTH MPaBa 110 OTHOLICHUIO K JII000MY ceTeBOMY (hailily Wil KaTaJlory.

ATpuOyTHI ONpPEAEISAIOT HEKOTOPBIE CUCTEMHBIE CBOiicTBa (haitnoB (karanoroB). OHU MO-
I'yT OBITh Ha3HAYCHBI aAMHUHHCTPATOPOM ISl Jr000r0o cereBoro Qaina wiau karanora. Hampu-
Mep, YTOOBI 3amKcaTh JaHHbIE B (aill, KIIMEHT JOJDKEH:

— 3HaTh CBOM WASHTH(UKATOP ¥ NAPOJIb IS HOAKIIOYEHHS K CeTH;

— HMETb IIPaBo 3alMCH JaHHBIX B 3TOT (aiir;

— ¢aiin momkeH UMeTh aTpudyT, pa3pellarovi 3a1UCh JTaHHBIX.

Crenyer oTMETHTB, YTO aTpHOYTHI (aiiyia (karanora) UMEIOT OoJiee BHICOKHUM ITPUOPHTET,
YeM IpaBa MOJIbh30BaTENICH 0 OTHOMICHHUIO K 3TOMY (aiiiy.

Aymenmuuxayus nonvzosameneti npu nookniovenuu k cemu. IloaxinoueHne K ceTu Bbl-
nonsiercst ¢ noMotsto yrumutel LOGIN.EXE. Dra nporpamma nepeiaer Ha cepBep UIeHTU(UKa-
TOP, BBEJICHHBIH TT0JIb30BATEIIEM.

ITo sromy npentndukaropy NetWare BBINOJHSET MOUCK COOTBETCTBYIOLIETO OOBEKTA
0JIb30BATENs B CUCTEMHOW 0a3e MaHHBIX CETeBBIX pecypcoB. Eciu B 0a3ze HaHHBIX XpaHHUTCS
3HaYEHME Mapoyist ATl 3TOTO KIHeHTa, To NetWare mocelinaeT Ha pabouyro CTaHIMIO 3amudpo-
BaHHBI C IOMOINBIO AP0 OTKPBITHIA K04 (cmMMeTpmdHOe mmdpoBanue). Ha paboueit
CTaHIMHU 3TOT KJIIOY pacuin(poBBIBAETCS ¢ MOMOUIBIO Maposis, BBEICHHOIO TOJIB30BATENEM, U
UCTIONB3YETCS TSI TOJIyUeHUs TTOJINCH 3ampoca (IakeTa) K CepBepy O MPOAOHKEHUH PalbOTHI.
Cepsep pacmmpoBEIBaCT Ty MOIMUCH C TIOMOIIBIO 3aKPBITOTO KITF0Ya (AaCHMMETPUYIHOE IIHU(-
poBaHMe), MPOBEPSIET €€ U MOChUIACT MOJATBEPKACHHE Ha pabouylo craHuMio. B panbHeiiniem
kaxapii NCP-naker cHaOxaeTcsi MOANKCHIO, MOJTydaeMoil B pe3yIbTaTe KOJHUPOBAHUS OTKPHI-
TOM KJIFOYOM KOHTPOJBHOH CYMMBI COIEp)KHMOTO IMakeTa W ciay4aiHoro ymcia Nonce. D10
YHCIIO TEHEPHUPYETCs ISl KaKAOro ceanca. [103ToMy MOINMCH MaKeTOB HE MOBTOPSIFOTCS IS
Pa3HbIX CEAHCOB, JIaXKE €CJIM T0JIb30BATEIb BHIIOJHSIET TE JKE CaMble AeHCTBUS

NCP-nakeTsl MOTYT HOANHUCHIBATHCS W pabOYMMHU CTAHOUSAMH, W (DAJIOBBIM CEpPBEPOM.
Jlnst vHUIMMpoBaHuA BKIIoUeHUs noanucy B NCP-makeTsl aiMUHUCTPATOp MOXKET 337aTh OANH
U3 CIEAYIOLUX YPOBHEN:

0 — cepBep HE MOAMKUCHIBAET MAKET;

1 — cepBep MOAMKCHIBAET IAKET, €CIIM ATOr0 TpeOyeT KiIMeHT (YypOBeHb Ha CTaHIMU 00JIb-
1I1e WIX PaBeH 2);



2 — cepBep MOAIMMUCHIBACT MAKET, €CIIM KIMEHT TaKKe CIOCOOCH 3TO caenaTh (YpOBEHb Ha
CTaHIMK OOJIBIIIE WK paBeH 1);

3 — cepBep MOIMKCHIBAET MAKET U TPEOYET 3TOTO OT BCEX KIUCHTOB (MHAYE MOAKIIOYCHUE
K CETH HEBO3MOXKHO).

IIpasa nonvsosameneii no omuowenuro Kk kamaioeam u gaiiam. IlpaBa, KoTopble MOTYT
OBITh IPEAOCTABIICHEI TIOJIH30BATEINO (WK TPYIIIE MOJIH30BATENCH) TI0 OTHOIICHHUIO K KaTaJIOTy
wm Qaitry, nepeducieHs! B Tabm. 7.1.

7.1. CiucoK BO3MOKHBIX NIPAB M0 OTHOIIEHUIO K KATAJIOry Win (ailiry

[IpaBo O6o3HaueHne Onucanue

Supervisor S [Ipenocrasnser Bce mpaBa MO OTHOIIEHHIO K KaTaJIOTy WIIH
(aiinmy, BKIIOYAas BO3MOXKHOCTh Ha3HAuUCHHSI ITOrO IpaBa
JIpyruM mojb3oBarensM. He Onokupyercst ¢guinbTtpoM Ha-
cenyemsix nipaB IRF. 3to mpaBo He MOXeT OBITH yIaneHo
HIDKE I10 IePEeBY KaTaJoroB

Read R Urenne cymecTByoniero ¢aina (IIpocMoTp COAEPKUMOTO
TEKCTOBOTO (paifima, mpocMoTp 3ammceii B (aiine 0a3bl gaH-
HBIX U T.1I.)

Write w 3ammck B cymiecTBYOmUi ¢aiin (qobaBieHue, ynaacHnue
yacTel TeKcTa, pelakTHPOBAaHKE 3anrceil 0a3bl JaHHBIX)

Create C Co3naHne B KaTanore HOBBIX (PaiijioB (M 3amiCh B HHUX) H

nokaTanoros. Ha ypoBHe Qaiiia mo3BoiseT BOCCTaHABIIH-
BaTh (aiiy1, ecii OH OBUT OMIMOOYHO YHAJICH

Erase E Y naneHue cymecTByronmx (aiijoB 1 KaTajloros

Modify M Wzmenenne umeH u atpudyToB ((aiyioB n Katanoros), HO
HE COJIEP’)KUMOTro (haiisioB

File Scan F [Ipocmotp B Karanmore nuMmeH ¢aiioB u noxkaraioros. I1o
OTHOIIEHHUIO K (aillly — BO3MOXKHOCTb BUJIETH CTPYKTYPY
KaTaJoroB OT KOPHEBOTO YpOBHS A0 3Toro (aitna (myTh
JIOCTYTIA)

AccessControl A Bo3MoXXHOCTE MpenocTaBasATh APYTUM MOJIB30BATENSIM BCE

mpaBa, kKpoMe Supervisor. Bo3MOXHOCTh H3MEHATH (DUIBTP
Hacnenyembix npaB IRF

[IpaBa u GunbTPHI (Macky) HacjaeqyeMbIX MpPaB Ha3HAYAIOTCS aIMHHHCTPATOPOM CETH C
nomomipto yruuT NetWare. Ho HasHadeHue rpaB [uisi KaXKJ0ro HOJIb30BATENs IO OTHOLIEHHIO
KO BceM TpeOyeMbIM (paiiiam u KatajoraMm — 3TO yToMuTenbHas 3a1ada. B NetWare npemiara-
eTcs MEXaHU3M Hacle0BaHus paB. [Ipexxae Bcero, BBeZIEM HEKOTOPHIC ONPEIEICHNS.

OmnexkyH (Trustees) — 3T0 monb30BaTeNs (TPyNIIa MOIB30BATEICH, PYTrod 0OBEKT), KOTO-
pPOMYy aqMHHHCTpATOp ¢ moMomsio yTwmThl (Hampumep, FILER) sBHO Ha3HawaeT mpaBa 110
OTHOWICHHUIO K KakoMy-n0o ¢aiiiny uiam katanory. Takue mpaBa Ha3bIBAIOTCS OMEKyHCKUMHU
Ha3HAYCHUSIMU.

Ounbtp Hacaenyembix npas (IRF — Inherited Right Filter) — ato cBoiicTBo aiina (karano-
ra), ompeesonee, KaKue MpaBa JaHHbIA (Qaiiil (KaTajaor) MOKeT YHACIe0BaTh OT POIUTEIIb-
ckoro karanora. OuUiIbTp Ha3HA4YaeTCs AJIMHHUCTPATOPOM C IIOMOILBIO YTWINTHI (HArpuMep,
FILER).

Hacnenyemsle nmpaBa — npaBa, niepeaBaeMble (PacipocTpaHsieMble) OT POJUTEILCKOTO Ka-
TaJora.

O¢ddexTuBHBIE TpaBa — mMpaBa, KOTOPHIMHU TOJIB30BATENh PEATHHO OOJIAAAET MO OTHOIIE-
HUIO K (aifily WM KaTauory.

Ilpasa oocmyna x obvekmam NDS u ux ceoticmeéam. CucteMHas 0aza JaHHBIX CETEBBIX
pecypcoB (CBJICP) mpezacraBisier co00if COBOKYITHOCTh OOBEKTOB, MX CBOWCTB M 3HAUYCHUH
atux cBouMcTB. B NetWare 4.x sra 6a3a manubix HaseiBaercsi NDS (NetWare Directory
Services), a B NetWare 3.x — Bindery. O0bextsl NDS cBsizanbl Mexay co00il B HEpapXHIECKYIO
CTPYKTYPY, KOTOPYIO 4acTo Ha3biBaroT aepeBoM NDS. Ha BepxHux ypoBHsX aepeBa (Ommxke K
KopHI0 [Root]) onuchIBatOTCS IOTHYECKUE PECYPCHI, KOTOPBIE MPHHSTO HA3bIBATh KOHMElHED-
Huimu o0bekTaMu. Ha caMmoM HIKHEM (JIMCTBEBOM) YPOBHE pacriojiararotcsi onucanus Qusnde-
CKHX PECYpCOB, KOTOPbIE HAa3bIBAIOT OKOHEUHbIMU OOBEKTAMH.

B kavecTBe KOHTEHHEPHBIX OOBEKTOB HCHONB3YIOTCS 00BEeKTH THIA [Root] (kopens), C
(crpana), O (opranusanusi), OU (opranuzanuoHHas exuaunia). OkoHeuHsle 00beKThl — 310 User
(nmomp3oBarens), Group (rpymma), NetWare Server (cepep NetWare), Volume (Tom daiiioBoro
cepepa), Directories (mupexTopus ToMa) u T.1. OKOHEUHBIE 0OBEKTH NMEIOT eNnHOe 0003Ha-
genne — CN.



B NetWare 4.x pazpaboTaH MexaHu3M 3amuThl AepeBa NDS. DTOT MexaHu3M OYeHb I0-
XO0K Ha MEXaHW3M 3alIUThl (aiIoOBOM CUCTEMBI, KOTOPBIHA ObUT paccMOTpeH paHee. UToObI 00-
JICTYUTh TMOHMMAHUE ITOTO MEXaHHU3Ma, OKOHCUHBIH OOBEKT MOXKHO HMHTEPIPETUPOBATH Kak
(aii, a KOHTEIHEPHBIH OOBEKT — KaK Karajuor, B KOTOPOM MOTYT OBITh CO3JIaHbl JpYrue KOH-
TelHHepHbIC 00BEKTHI (KaK ObI MOJKATAJIOTH) M OKOHEYHbIC 00BEKTHI (Kak ObI (aiinbr). Ha puc.
7.4 npexacrasiena cxema aepeBa NDS, rae cumBonamu [Root], C, O, OU 0003Ha4YeHBI KOHTEH-
HEepHbIE 00BEKTHI, 8 ciMBOJIaMU CN — OKOHEYHBIC OOBEKTHI.

Moed
c
0
el
— N Rout]
— N
0=MSTU
_|_——|'"_T DU=CLASS
: I CH=User
— N

_|:| CN=Admin

Puc. 7.4. Cxema nepeBa NDS

B omiimume ot QaiinoBoil cucteMbl 31ech MpaBa 10 OTHOUICHHIO K KaKOMY-JIM00 00BEeKTy
MOJXKHO TPEIOCTABUTH JIIOOOMY KOHTCHHEPHOMY WJIM OKOHEYHOMY 00BekTy aepeBa NDS. B
YaCTHOCTH, JIOITYCTHMO PEKYPCHUBHOE Ha3HAueHHE MpaB OOBEKTA MO OTHOLICHHUIO K 3TOMY JKe
OOBEKTY.

[IpaBa, KoTOpBIE MOTYT OBITH MPENOCTABICHBl OOBEKTY MO OTHOLICHUIO K IPYroMy WM
TOMY K€ CaMOMY OOBEKTY, IePEUHCIICHBI B Ta0I. 7.2.

7.2. CiMCOK BO3MOJKHBIX NPAB 10 OTHOLIEHHIO K 00beKTY

[paBo O6o3HaueHNE Onucanne

Supervisor S lapanTHpyeT BCe MPUBIIIETUH IO OTHOMIEHHUIO K O0BEKTY H €T0
cBoiictBaM. B oTimme ot (haiflIoBoii CHCTEMBI 3TO TMPABO MO-
JKeT ObITh ONMOKupoBaHO (GMIBTpOM Hacnemyembix npaB IRF,
KOTOPBIN MOXKET OBITh Ha3HAUEH ISl KAYKIOTO OOBEKTA

Browse B O6ecnieurBaeT MPOCMOTp 00BEKTA B iepeBe NDS

Create C DTO MPaBO MOXKET OBITh HA3HAYEHO TOJIBKO 10 OTHOIICHUIO K
KOHTEeHWHEpHOMY 00BeKTy (KoHTeWHepy). [lo3Bomser co3ma-
BaTh OOBEKTHI B JAHHOM M BO BCEX JIOYEPHUX KOHTeHHepax

Delete D Io3Bomsiet ynayiath 00bekT u3 nepesa NDS

Rename R ITo3BOJIAET U3MEHSITH UMS OOBEKTA

AJIMUHUCTPATOP CETH MOXKET JUTsl Kaxa0ro o0bekTa B AepeBe NDS omnpeneianTs 3HaUCHHS
cBOMCTB 3TOTO 00BEKTa. [t o6pexTa User — 3To mms Login, TpeGoBaHUS K MapoIIio, Mapoib
M0JIb30BATEIA, [10JIb30BATEIBCKUI CLIEHAPUI TTOJKIIOYEHUS U T.J.

KoHnTtpoJsbHbIe BONPOChI

1. Cdopmynupyiite ciucoK (PyHKIMOHANBHBIX Ae(PEKTOB ¢ TOYKH 3pe-HUS 3alIUTHI B HC-
mons3zyemoit OC.

2. Kakwue sanmementsr 6e3omacHocTH conepxut OC Windows NT?

3. Ha3oswure snements! 6e3omacaoctn OC UNIX?

4. Oxapaxkrepusyiire anementsl 0ezonacuocti OC Novell NetWare?



8. CUCTEMbI 3ALLUATBI MPOIrPAMMHOIO OBEC-
NMEYEsus

8.1. KITACCU®UKAIINA CUCTEM 3AIIUTHI IPOI'PAMMHOI'O OBECIIEYE-
HUA

Cucremsl 3amuThl porpammuoro obecrneuenus (C3I10) mmpoko pacrpocTpaHeHbl U Ha-
XOJISTCSI B IIOCTOSIHHOM Pa3BUTHH, OJarofapsi pacllipeHHI0 pbIHKa MPOrpaMMHOro obecrieye-
Hust (I10) M TeneKOMMYHHKAIIMOHHBIX TeXHOJIOTHH. HeoOXoanMOoCTh MCIOIb30BaHUsI CUCTEM
3amuThl C3I10 o0ycnoBiieHa psiioM IpoodiieM, Cpetd KOTOPBIX CIIeyeT BBIICIUTh: HE3aKOHHOE
UCIIOJIb30BaHKNE AJITOPUTMOB, SIBJISIOMINXCS MHTEJUIEKTYalbHOH COOCTBEHHOCTBIO aBTOpA, IPHU
HalMCaHUK AHAJIOTOB MPOXYKTa (MPOMBIIUICHHBIN MIMHOHAX); HECAaHKIIMOHUPOBAaHHOE HCIOJb-
3oBanme [10 (kpaka 1 KONMMPOBaHIE); HECAHKITOHNpoBaHHas Moaudukarws [1O ¢ nenbio BHeApe-
HUS TIPOTPaMMHBIX 3JI0YTIOTPEONICHHMIT; He3aKOHHOE pacipoctpanenue u cobt [10 (mupatcTBo).

CymiecTByromme CHCTEMBI 3aLIUTHI IPOTPAMMHOTO 00ECTICUeHUsI MOYKHO KJIaCCH(UIMPOBATH
TIO PsAYy TPU3HAKOB, CPEAN KOTOPBIX MOXKHO BBIICIUTD!

® METOJ yCTaHOBKH;

® HCIHOJIb3YEMbIC MCXaHNU3MbI 3allIUThI;

e puHUMI (YHKIMOHUPOBAHMSI.

Cucremsl 3ammtsl [10 1o memody ycmarnoexu MOXXHO TIOPA3JIEINTh Ha:

1) cucrembl, ycTaHaBIMBaeMble Ha CKOMIIMIMpOBaHHbIe Moty [10;

2) CHCTEMBI, BCTpanBaeMbIe B UCXOHBIN KoJ [1O 10 KoMITmIsnuy;

3) KOMOMHHPOBaHHBIE.

CucTeMsl nIepBOTO THIA Hanbosee yaoOHb! as nmpomsBoauTens [10, Tak Kak JeTko MOXK-
HO 3aIIUTUTH YK€ MOJHOCTBIO roToBOE M oTTectupoBanHoe [10, a moromy m Hamboiee momy-
JSIpHBL. B TO e BpeMsi CTOMKOCTh 3THUX CHCTEM J0CTAaTOYHO HHU3Ka (B 3aBUCUMOCTH OT NPHUHIH-
na peiictBus C3), Tak Kak A 00XoAa 3aIIUTHl TOCTATOYHO ONPENEIUTH TOYKY 3aBEPIICHIS
paboThl «KOHBEPTa» 3AIIUTHI U NEPEAAUN YIPABICHUS 3aIUIIEHHON MPOTpaMMe, a 3aTeM MpH-
HYJAUTECJIBbHO €€ COXpPAaHUTh B HE3AIMIIICHHOM BHUJIC.

CucreMbl BTOPOTo THIA HEYAOOHBI i npon3Bourels [10, Tak kKak BOZHHUKAaeT HE00X0-
JTUMOCTH 00y4aTh mepcoHan padore ¢ mporpaMMHbIM HHTEpdeticom (API) cuctemsr 3ammTer ¢
BBITEKAIONIMMHU OTCIOJa JICHS)KHBIMH M BPEMEHHBIMH 3aTparamu. Kpome TOro, ycioxHsercs
nporecc TectupoBanus 110 u cHIKaeTCs ero HaZeKHOCTh, Tak Kak Kpome camoro [10 ommbku
MOXeT cofepkarb APl cucTeMbl 3alUTHl HIIM MTPOLIEAYPBL, €ro ucnoib3ytomue. Ho Takue cuc-
TEMBI SIBJIAIOTCS Ooliee CTOMKMMH K aTakaMm, IIOTOMY YTO 37IeCh MCUE3aeT YeTKas IPaHMIA MEKIY
CUCTEMOM 3aIUThI U KaK TakoBbIM T10.

Hawubonee x&uBy4YuMH SIBISIFOTCS KOMOMHHUPOBAHHBIE CHCTEMBI 3aIUThl. COXpaHss JOCTO-
MHCTBAa W HEIOCTAaTKH CHCTEM BTOPOT'O THIIA, OHW MaKCHMAJIBHO 3aTPYAHSIOT aHAJM3 U JIe3aK-
THUBALIUIO CBOUX JTOPUTMOB.

o ucnonvzyemvim mexanusmam 3auumovr C3 MOKHO KilacCU(HULIUPOBATH HA!

1) cuctemsl, HCHIONB3YIOLINE CI0KHBIE IOTHIECKUE MEXAaHU3MBI;

2) cuctemsl, Hcob3yonre mrudposanue 3amuniaemoro [10;

3) KOMOMHHPOBaHHBIE CHCTEMEI.

CucreMsl MEPBOT0 TUIIA UCTIOJIB3YIOT PA3JIMYHBIC METOAbI U MPUCMbI, OPUCHTUPOBAHHLIC
Ha 3aTpyIHEHHE AM3acCEMOJMPOBAHUS, OTNIAAKH W aHamm3a anroputMa C3 W 3aMumaeMoro
I1O. Ortot Tun C3 HauMeHee CTOEK K aTakaM, TaK KaK Ul MPeoJOJICHHUS 3alUThl JOCTATOUHO
MIPOAHATN3MPOBATH JIOTUKY HPOLEITYp TPOBEPKH U TOJDKHBIM 00pa3oM UX MOIU(HUIIUPOBATH.

boinee cToMKUMU SBIISIFOTCS CUCTEMBI BTOPOT'O THUIIA. ﬂﬂﬂ JAC3aKTHUBAllMM TaKUX 3alllUT HE-
obxommMo ompeneneHue kmoda aemudpanun [10. CaMbIMH CTOHKHME K aTakaM SIBISIOTCS
KOM6I/IHI/lpOBaHHble CHUCTEMBEI.

Juts 3amumter [10 ucnonb3yeTcst psa METOIOB:

1. Aneopummol 3anymoiéanus — UCTIONB3YIOTCS XaOTHUECKHE IEPEXO/Ibl B pa3HbIe YacTH
KOJ1a, BHEJPCHNE JIOKHBIX MPOLELYP — «ITyCTHIMIEK», XOJIOCThIE LIUKJIBI, NCKAKEHNE KOJIMYECT-
Ba peasibHBIX apaMeTpoB npoueayp 110, pazdpoc ydacTkoB koja 1o paszHbiM obiactsmM O3V u
T.IL.

2. Aneopummol Mymayuy — CO3/1aI0TCs TaOJIHUIBI COOTBETCTBUS ONEPAHIIOB — CHHOHUMOB
W 3aM€Ha MX JApYT Ha Jpyra IpH KaXIOM 3aIyCKe IPOrpaMMBbI MO ONpPEAETICHHON cXeMe WU
CITy4aiHBIM 00pa3oM, cilydaiiHble N3MEHEHHsI CTPYKTYPbI IPOTrPaMMBI.

3. Ancopummul Komnpeccuu O0aHHbIX — IPOTPaMMa yITaKOBBIBAETCS, a 3aTEM pPaclaKOBbI-
BAETCs 110 MEPE BBIMOJIHEHUSI.

4. Aneopummol wudposanusi danHblx — IporpaMma MUQpPyercsi, a 3aTeM pacnppoBbI-
BAETCs 110 MEPE BBIMOJIHEHUSI.



5. Bviuucnenue ClodicHblx MamemMamuieckux GblpadceHuli 6 npoyecce ompadomxu mexa-
HU3MA 3aujumsl — SIIEMEHTHI JIOTUKH 3aIUTHl 3aBHCAT OT PE3yJIbTaTa BBIYUCICHHS 3HAYCHUS
KaKoi-11m00 (hopMyJibl WK Ipymbl GopMyIL.

6. MemoOwbl 3ampyonenus OouzaccemOIUPOBans — UCTIONB3YIOTCA Pa3INYHBIE PUEMEI,
HalpaBJIeHHBIC Ha NPEIOTBPAILCHNE JHU3acCEMOIMPOBAHNS B ITAKETHOM PEXHME.

7. Memoowl 3ampyonenuss omaaoky — UCIOIb3YIOTCS pa3lINdHbIe MPUEMBI, HAIPaBIICH-
HBI€ Ha YCIIOXKHEHHE OTJIAJIKU IIPOTPAMMBI.

8. Omyrayusa npoyeccopos u onepayuoHHvbIx cucmem — CO30AaeTCs BUPTyalbHbIH Mpolec-
COp W/WIM OIepaluoHHas cucTeMa (He O00s3aTeThbHO CYIISCTBYIOIINE) W IpOoTpaMma-
MepeBoTYNK U3 cuctembl komaH] IBM B cuctemy xomann coszgaHHoro mporeccopa win OC,
nocne takoro nepesofa I10 MokeT BBIMONHATHCS TOJIBKO MPH ITOMOIIH AMYJISTOPA, YTO PE3KO
3aTpyaHseT uccienopanue anropurma [10.

9. Hecmanoapmuvle memoovl pabomsl ¢ annapamuvim obecneyeruem — MOIYIH CUCTEMBI
3amuThl oOpamiatTes K annaparype 9BM, munys nponenypst OC, U UCIONIB3YIOT MaJlon3Be-
CTHBIE WJIM HEIOKYMEHTHPOBaHHBIE €€ BO3MOYKHOCTH.

B cBoro ouepenp, 3M0YMBIIUICHHUKHI TaK K€ PUMEHSIOT Psii METOIOB M CPEICTB [UIS Ha-
pylIeHHs cucteM 3amuThl. CUTyanust IpoTHBOCTOSIHUS pa3zpadborurnkoB C3I10 u 310yMblnueH-
HHUKOB TOCTOSIHHO M3MEHSETCS 32 CYET KOMOMHUPOBAHMS YK€ M3BECTHBIX METOAOB 3ALIUTHI U
HallaJeHusl, a TaK XK€ 3a CUET CO3AaHMs M MCIOJIb30BaHUs HOBBIX METOJOB. B mesom sTo B3an-
MOJCHCTBHE MOXKET OBITh ONMMCAHO cXeMoi Ha puc. 8.1.

o npunyuny ¢ynxyuonuposanus C3 MOKHO TOIPa3ICIUTh HA CIEIYIOIINE:

1) ynakoBuMKH/IN(BPATOPSL;

2) C3 oT HECaHKIIMOHUPOBAHHOTO KOIIMPOBAHUS;

3) C3 ot HecankuuonupoBanHoro gocryna (HC/I).

8.2. JOCTOUHCTBA U HEAOCTATKHU OCHOBHBIX CUCTEM 3AIIUTHI

PaccMoTpuM 10CTOMHCTBA M HEAOCTATKU OCHOBHBIX crcTeM 3amuTel 110 ncxonst us npun-
LUIOB UX (PYHKIIMOHUPOBAHUSI.

8.2.1. YHAKOBIIUKHU. LIND®PATOPBI

[TepBoHaualbHO OCHOBHOHM MLIENBIO YNAKOBUIMKOB/IIU(PATOPOB SIBISJIOCH YMEHBILIEHHE
00BeMa HCIOTHIEMOTO MOYJIA Ha Aucke 0e3 ymepOa Ay GyHKIMOHAIEHOCTH MPOTPaMMEL, HO
II03JHEC Ha HepBblﬁ IIJIaH BbIIJIA LICJIb 3allUThI IT1O ot ananmsa ero AJITOPUTMOB U HECCAHKIINO-
HUPOBAaHHOH MoxubuKaimu. sl JOCTYXKEHUSI 9TOTO UCIIOIB3YIOTCS alrOPUTMBI KOMIIPECCHH
JaHHBIX; IPHEMBI, CBA3aHHBIE C MCIIOJIb30BAHMEM HEJOKYMEHTHPOBAHHBIX OCOOCHHOCTEH orle-
PaLMOHHBIX CHUCTEM M IPOLECCOPOB; IIN(PPOBAaHUE NaHHBIX, AITOPUTMBI MYyTalUH, 3aIyThIBa-
HUE JIOTUKH Tporpammbl, npusenaerne OC B HecTabuimbHOE cocTosiHME Ha Bpems paboTsl 110 n

ap.

Pazpadomyuxu C3I10 3noymbrunennuKu
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Tonosicumenvuvie CMmopomb:

1. B pamkax mepuojaa 6€30MacHOTO MCIIOJIb30BAHUS JaHHBIC CUCTEMbI 00CCIICYMBAIOT BbI-
cokuii ypoBeHs 3amuThl I10 0T aHaM3a ero aaropuTMoB.

2. Meronpl ynakoBKW/mM(panuyd HAMHOTO YBEINYHNBAIOT CTOMKOCT C3 APYIruX THIIOB.

Ompuyamenvhvle CMOPOHbL:

1. TIpakTudecku Bce MPUMEHSEMBI METO/IbI 3aMeUISIOT BhloaHeHne koaa [10.

2. ludposanune/ynakoBka koxa [1O BrI3bIBaeT 3aTpynHEHHS pu 00HOBIeHHH (update) 1
ucnpasienun ommook (bugfix, servicepack).

3. B03MOXHO NOBBIIIICHUE aapaTHO-IIPOrPaMMHBIX TpeOoBanwmi [10.

4. B 4ucTOM BHJE JaHHBIE CHCTEMbl HE MPUMEHHMBI Ul aBTOPU3ALMU HCIIOIb30BaHUS
I10.

5. DTH cucTeMbl IPUMEHUMBI JIMIb K MPOAYKTaM HEOOJIBIIOro 00bema.

6. JlaHHBIH KJacc cHCTEM YSI3BUM, TaK Kak IMPOIPaMMHBIA KO MOXKET ObITh, pacliakoBaH
WM pacuinpoBaH st BBITOJTHEHHUS.

7. OGnanatoT HEOOJIBIINM CPOKOM 0OE30I1aCHOTO MCIIONIL30BAHMS, BBUIY I1. 4.

8. VYmakoBka u mm(ppoBaHUE HCTIONHIEMOTO KO/la BCTYIaeT B KOH(IIMKT C 3alpelleHreM ca-
MOMOIM(HLIMPYIOIIErocst Kosia B coBpeMeHHbIx OC.

8.2.2. CUCTEMBbI 3AIIUTHI OT HECAHKIITMOHUPOBAHHOI'O KOITUPOBAHUSA

CucteMbl 3aIUTHl OT HECAHKIMOHUPOBAHHOTO KOMMPOBAHUS OCYILIECTBISIIOT «IIPUBSI3KY»
[1O x auctpubyTBHOMY HOCcHUTeNrO (TuOKMit auck, CD u ap.). JlaHHBIA THIT 3aIIAT OCHOBHIBA-
eTcs Ha TIyOOKOM HM3y4eHHH paboThl KOHTPOJUIEPOB HAKOMHTENEH, MX (U3NIECKUX TOoKa3aTe-
Jell, HeCTaHAAPTHBIX PeXUMax pa3OMBKH, yTeHWs/3amucu U T.I. [Ipu 3ToM Ha (u3HYEeCKOM
YPOBHE CO3[1aeTCsl AUCTPUOYTHBHBINA HOCUTENb, 00NaIA0MNI MPEAIOI0KUTEIbHO HETOBTOPH-
MBIMH CBOICTBaMH (HEeCTaHIApTHas pa3MeTKa HOCHTENd MH(OpMAlMU WIHM/U 3alich Ha HEro
JIOTIOJTHUTEIbHON MH(OPMALIMK — NTApOJIs WIIK METKH), @ Ha ITPOrPaMMHOM — CO3JaeTCsl MOJYJIb,
HACTPOCHHbIM Ha UIEHTU(DHUKALUIO M ayTEHTU(HUKALIMIO HOCUTEIS 110 €r0 YHUKaIbHBIM CBOMCT-
BaM. [Ipy 5TOM BO3MOKHO TIPUMEHEHHE IIPUEMOB, HCIOJIB3YEMBIX  YIIAKOBIIMKA-
mu/mudparopamu.

Tonoxcumenvivle paxmopul:

1. 3arpyaHeHue HeleraabHOro KONMUPOBaHUS U pacnpocTpanenus I10.

2. 3ammuTa mpaB moap30BaTeNsd Ha npuodpeterHoe [10.

Ompuyamenvhbie akmopbi:

1. bombmast TpyJOEMKOCTb pean3aliuil CUCTEMBbI 3aLIUTHI.

2. 3amemieHHe IPOJAX M3-3a HEOOXOIUMOCTH (H3UUECKON Meperadn TUCTPUOYTHBHOTO
HOCHTENST HHPOPMAITUH.
[ToBbIlIeHUE CHCTEMHBIX TPEOOBaHUI N3-3a 3aIINTHI (HAJTMYHE HAKOIIUTEIIS).
CHumxenue otkazoycroitunsoctu I10.
HecoBmecTHMOCTb 3aIlIMTHI U annaparypsl MoJib30BaTelsl (HAKOIUTEIb, KOHTPOJLIED).
Ha Bpewmst pabots! I10 3aHMMaeTCst HAKOITUTENb.
Yrpo3a Kpaku 3alUIIeHHOT0 HOCUTEIS.
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8.2.3. CUCTEMBbI 3AIIUTHI OT HECAHKIIMOHUPOBAHHOI'O JOCTYITA

Cucremsl 3amutbl o HCJ] ocyniecTBIsIOT NpeaBapUTENbHYI0 WM HEPHOANYECKYIO ay-
TeHTH(UKALHIO nonb3oBaTens [10 Wil ero KOMIBIOTEPHOH CHCTEMBI IIyTEM 3aIpoca JOIOJHH-
TenpHON mH(popManuu. K 3tromy Ty C3 MOXKHO OTHECTH CHCTEMBI MaposbHON 3ammuThl 110,
cucTeMbl «pUBs3Kn» [10 K KOMITBIOTEpY MOJIB30BATENS, AlIaPaTHO-IIPOrPAMMHBIE CHCTEMEI C
3NEKTPOHHBIMU KIIIOYaMH U CHCTEMBI C «KJIIOYEBBIMH IHUCKaMH». B mepBoM ciydae «kiroue-
BYI0» HH(OPMaLUIO BBOJIUT II0JIb30BaTEIlb, BO BTOPOM — OHA COAEPKUTCSA B YHHKAIBHBIX Iapa-
MeTpax KOMIIBIOTEPHOI CHCTEMBI IIOJIb30BATENS, B TPEThEM — «KIIIOUEBas» MHPOPMALUS CUHU-
TBIBAETCSl C MUKPOCXEM DJIEKTPOHHOT'O KIII0Ya M B UETBEPTOM CIIydae OHa XPaHUTCS Ha JIUCKE.

8.2.3.1. [NapobHBIE 3aIIHATHI

Ha cerognsimunuit gens stot kiacc C3I1O sBisiercs caMmbiM pacnpocTpaHeHHbIM. OCHOB-
HOW NPHHIMIT pabOThl JaHHBIX CHCTEM 3aKIIOYaeTCs B MICHTU(QHKALMHM U ayTEHTU(HUKALIH
nosp3oBarens [10 myTem 3ampoca JOMOIHUTENBHBIX JAHHBIX, KOTOPBIMU MOTYT OBITh Ha3BaHUE
¢upmMbl W/wiM wMA W GaMIUTUS  [ONMB30BATENsl W €ro IMapoib JIMOO TONBKO IIa-
pob/perucTpannonHbii kKoa. Takas nHopManys MOXKET 3alpalluBaThCS B PA3IHYHBIX CHTYya-
LUSX, HAIIPEMEp, IIPH CTApTe MPOTPaMMBI, 110 HCTEYEHHN CPOKa OECIUIATHOTO HCIIOJIb30BAHHSA
1O, npu BBI30BE TpOLEAYPHI perucTpanuu audo B mporecce yctanoBky Ha [1K momp3oBaTens.
IIponerypsl maposabHOM 3alUTHI IPOCTHI B peanu3anuu. bonsmuacTBo naponsHeix C3I10 uc-
MOJIB3YET JIOTHYECKUE MEXaHU3Mbl, CBOSAIIMECS K MPOBEPKE NPaBHIBHOCTH Mapoiisi/Koja U
3amycke uiaM He 3amycke 110, B 3aBUCHMOCTH OT pe3yjbTaToB MpoBepkH. CylIEeCTBYIOT TaKKe
cucreMsl, mudpyromue 3ammuiaemoe [10 n ucnonp3yroye napoib WM MPOU3BOIHYIO OT HETO



BENMYMHY Kak Koy aetmdpaimn. OObIMHO OHU PEaIM30BaHbl B BUJIE 3AIUTHOTO MOAYJIS U
BCIIOMOTATENBHBIX OMOIMOTEK U yCTAaHABIUBAIOTCA Ha YK€ CKOMITMIHpOoBaHHBIe Moayu 110.

CJ'IaG])IM 3BCHOM I1apOJIbHBIX 3alIUT ABJIACTCA 6J'IOK IIPOBEPKU NPABUIBHOCTH BBEACHHOI'O
napoJssi/koaa. J{is Takoll MpOBEPKH MOXKHO CPaBHHBATh BBEJICHHBIH Mapoiib C 3allMCaHHBIM B
KoJ€e 10 IpaBUJIbHBIM J'II/I6O C NpaBUJIBHO CI'CHEPHUPOBAHHBIM U3 BBCACHHBLIX JOMOJHHUTCIIBHBIX
JIaHHBIX TaposieM. Bo3MOXHO Takke cpaBHEHHE POU3BOIHBIX BEIMYMH OT BBEAEHHOTO U Ipa-
BWJIHOTO TapoJied, HampuMep MX Xd3II-QYHKIWH, B TAKOM Cllydae B KOJE MOXKHO COXPaHSTh
TOJIBKO MPOM3BOJHYIO BEJIMUMHY, YTO ITOBBIIIAET CTOMKOCTH 3amuThl. [lyTem aHamusa mpore-
Iyp TPOBEPKH MOXHO HAWTH peaibHBIN Mapoib, 3amucaHHeid B Koxe [10, HailTH mpaBHIBHO
CTCHEPHUPOBaHHBIN Mapoib M3 BBEICHHBIX JAHHBIX JIMOO CO3aTh HporpaMMmy Uit mepebopa
mapoJIet s OTpeneNieHusI Mapoist ¢ HyKHOH xam-cymmoit. Kpome Toro, ecmu C3I10 He wnc-
MOJIb3yeT MK(POBaHUs, JOCTATOUHO JHIIb IPHUHYIUTEILHO U3MEHUTH JIOTHKY MPOBEPKH JJIs
oTy4eHus1 OecrpernsaTcTBeHHoro goctyna k [10.

udpyromue cucrempl Oojee CTOWKM K arakam, HO MPH HCIOJIb30BAHUU MPOCTEHIINX
WJIN HEKOPPEKTHO PEaTM30BaHHBIX KPUIITOAITOPUTMOB €CTh ONMaCHOCTS Jeiundpanuu [10.

Jl1g Bcex MaponbHBIX CHCTEM CYIIECTBYET yrpo3a Iepexnara napoJis Ipu ero BBOJE aBTO-
pHU30BaHHBIM MOJIb30BaTeaeM. Kpome toro, B OonbimmacTBe C3[10 maHHOrO THMA Mpoleaypa
IIPOBEPKH UCIIOIB3YETCs JIMIIb €ANHOXKIBI, OOBIYHO MPH perucTpanuu uin ycraHoske [10, 3a-
TEM CHCTeMa 3allUThl IPOCTO OTKIIOYAETCs, YTO CO3/1aeT peaibHyro yrposy st HCJl npu He-
3aKOHHOM KonupoBaHuu [10.

THonooxxcumenvHvle cmopomsi:

HagexxHas 3ammra oT 3710yMBIIUIEHHUKA-HETPO(pECCHOHANA.
MunnMaabpHbIE HEYJ0OCTBA IS TIOIB30BATENs.

Bo3MoxHOCTB Nepeiauun mapoJis/Koja Mo CeTH.

OTtcyTcTBHE KOH(IMKTOB ¢ CHCTEMHBIM U pukiIagaeM 110 u AO.
[IpocToTa peanuzauuu U NPUMEHEHUS.

. Huskas ctoumocTs.

OmpuyamenvHsie CMOPOHDL.

1. Hwuzkas cTOMKOCTh OOJIBIIMHCTBA CHCTEM 3aIUThI JAHHOTO THIIA.
2. Tlonb3oBarento HEOOXOIUMO 3aIIOMUHATH MAPOIIH/KOJ.

U W

8.2.3.2. Cucremsl «npussizkm» [10

Cucrems! 3roro tuna npu ycraHoBke [1O na IIK momp3oBarenst OCyIIECTBISIOT HMOUCK
YHHUKaJIbHBIX MTPU3HAKOB KOMITBIOTEPHOW CHCTEMbI OO OHM YCTaHABIMBAIOTCS CAMOW CHCTE-
Mo# 3amuTel. Moayins 3amuTsl B camoM 10 HacTpanBaeTcst Ha MOMCK M HACHTH()UKAINIO JaH-
HBIX TPU3HAKOB, IO KOTOPHIM B JaJbHEHIIEM OTpEeNnsIeTcs] aBTOPH30BAHHOE MIIM HEaBTOPH30-
BaHHOE Hcmoiab3oBanue [10, mpu KOTOPOM BO3MOKHO MPHUMEHEHHE METOJUK OLIEHKH CKOPOCT-
HBIX M MHBIX IOKa3zaTeJeH Mpoleccopa, MAaTEPUHCKON IUIAThI, JOMOJHHUTENBHBIX YCTPOICTB,
OC, ureHHE/3alIMCh B MHKPOCXEMBbI SHEPrOHE3aBHCHMON MAaMATH, 3allUCh CKPBITHIX (aiiios,
HacTpoiiKka Ha HanboJiee YacTo BCTpeyaeMyto KapTy ucroiss3oBanus O3Y u T.11.

CnaObIM 3BEHOM TaKuX 3alIMT siBisiercs TOT (akt, uto Ha [IK mome3oBarens [1O Bcerna
3aIlyCKaeTCcsl Ha BBIIIOJIHEHUE, YTO MPUBOJUT K BO3MOXKHOCTH NPUHYANUTEIHHOTO COXPAaHEHUS
I1O nocne oTpabOTKHM CUCTEMBI 3aIIUTHI, HCCIEAOBAHNE CAMOW 3alUTHI U BBISBIICHUE JaHHBIX,
ucnons3zyembiM C3I10 mis ayrentudukanuu [1K nons3oBaresns.

Ionooicumensuvie paxmopbi:

1. He tpebyercst m00aBOYHBIX alapaTHBIX CPEACTB AJS paOOTHI 3aIUTHI.

2. 3arpynHeHWe HECaHKIIMOHHPOBAHHOTO JOCTyNa K ckomupoanHoMy [10.

3. TlpocToTa mpuMeHEHUsI.

4. "Hesumumocts" C3I10O mis moib30BaTes.

OmpuyamenvHvle paxmopuwl:

1. Jloxusie cpabatbiBanust C3[10 npu no0bIx M3MeHeHusx B napamerpax [1K.

2. Huzkas cTolikocTb Ipu AocTyme 3noyMblieHHuka k I1K nmons3oBatens.

3. Bo03MOXHOCTb KOH(UIMKTOB ¢ cructeMHbIM [10.

8.2.3.3. [IporpaMMHo-amnmaparHbie cpeacTBa 3amuThl [10 ¢ 2IeKTPOHHBIMH KITFOYaMH

B nacrosmiee Bpemst maHsbii kimacc C3[1O mpuoOperaer Bce OOMBIIYIO MOMYISIPHOCTH
cpemu mpousBoxuTeneil mporpammuoro obecrnedenus (I10). [Tox mporpaMMHO-anmapaTHRIMU
CpeACTBaMH 3aIUTHI IOHUMAIOTCS CPEJICTBA, OCHOBAHHBIE HA MCIIOIb30BaHUH TaK Ha3bIBAEMBIX
«anmapaTHBIX (3JEKTPOHHBIX) KITIOUCH». DNeKmpOoHHbIU KoY — ITO alllapaTHast 4acTh CUCTEMBI
3aIUTHI, PECTABIIAIOMAs COO0M ATy C MUKPOCXEMaMH NaMsITH U, B HEKOTOPBIX CIIydasXx,
MHKPOIIPOIIECCOPOM, TIOMELICHHYIO B KOPITyC M NPEJHA3HAYCHHYIO IJIsl YCTAaHOBKU B OMH W3
cranaaptHbix nopros I1IK (COM, LPT, PCMCIA, USB) uiu cnot pacuimpeHusi MaTepuHCKOi
maaTel. Tak k€ B Ka4eCTBE TAKOTO YCTPOMCTBA MOTYT HCIOJB30BaThCS cMapT-KapThl (Smart-



Card). [To pe3ynbTaTaM IIpOBEJEHHOTO aHAIN3a, IPOrPAMMHO-AIIAPAaTHBIE CPEJCTBA 3AIUTHI B
HACTOSIINI MOMEHT SIBJISIOTCS OJHUMH U3 CaMbIX CTOMKUX cucTeM 3amuThl [10 or HC/,.

DJIeKTPOHHBIE KITIOYHU 110 apXUTEKType MOXKHO MOJPA3IEIUTh Ha Kiouu ¢ namamoeio (0e3
MUKPOIIPOLIECCOPA) U KAHOYU C MUKPONPOYeCcopom (U IAMSITBIO).

Haumenee cToiikumu SBISIOTCS CUCTEMBI C alllapaTHOM 4yacThi0 MepBOro tuma. B takmx
cucreMax Kputuieckas wH(popmarus (Kirou aemmdpanni, Tabiauia IepexoIoB) XPaHUTCS B
MAMSTH IEKTPOHHOTO Kito4va. J[JIs 1e3aKTHBAIMK TaKUX 3alUT B OOJBIIMHCTBE CIyYaeB HE0O-
XOJMMO HAJIMYUE Y 3IOYMBIIUICHHIKA aMMapaTHONW YaCTH CUCTEMBI 3aIUTHI (IEPEeXBaT JUaora
MEXy MPOTPAMMHOM U anmapaTHON YaCTSIMH JJIS TOCTYTIa K KPUTUIECKOI HH(POpMAIHN).

Hamboiee CTOMKMME SBISAIOTCS CHUCTEMBI C allllapaTHON YacTh0 BTOPOTO THMA. Takue
KOMILIEKCHI COZIEpKaT B alllapaTHON YacTH HE TOJNHKO KU Aemmdpanni, HO U OJI0KH mud-
paumnu/nemdpanni JaHHBIX, TAKKM 00pa3oM Mpu padoTe 3allUThl B AJIEKTPOHHBIN KIIIOY Tie-
penatorcsi Onoku 3ammppoBaHHON WHPOPMALKKU, a MPUHUMAIOTCS OTTyAa pacuin(poBaHHBIE
JaHHBIe. B crcTeMax 3Toro THHa JOCTATOYHO CIOXHO IMEPEXBATHTh KIIOY AeUIH(paruy Tak KaK
BC€ NPOUCAYPHI BBIIIOJIHAIOTCA annapaTHoi?I YacCTblO, HO OCTACTCA BO3MOKHOCTH IMMPUHYAUTEJIb-
HOT'O COXPaHEHHs 3allUIIEHHON MPOrpaMMbl B OTKPBITOM BHJIE MOCIIE OTPaOOTKH CHUCTEMBI 3a-
HIUTHI. KpOMe TOro, K HUM NPpUMCEHUMBI METO/Ibl KpUIITOAHAJIU3A.

THonooicumenvhvie paxmopwi:
3HauuTeNbHOE 3aTPYJHEHUE HEIETAIbHOIO paclpocTpaHeHust U ucrnosib3oBanus [10.
U3zbasnenue nmpoussonutens [10 ot pa3paboTKi COOCTBEHHOM CH-CTEMBI 3aIIUTHL.
Bricokas aBTomarm3anus nporecca 3amutsl [10.

Hammane API cuctemsr 1yt 60tee TIyOOKOM 3alIiTh.

Bo03M0XHOCTB JIETKOTO CO3/1aHUSI IEMO-BEPCUN.

. ocratouHo 6OJIbIION BEIOOP TAKUX CHCTEM Ha PHIHKE.

Ompuyamenvhvle hakmopul:

1. 3arpyanenue paspadotku u ornaaku [10 u3-3a orpannuenuii co cropons C3.

2. JlonosHUTENbHBIE 3aTpaThl Ha MPUOOPETEHHE CUCTEMBI 3aIUTHI M 00yUeHHe NepcoHa-
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na.

3. 3amMenmsieHue NMpojaX W3-3a HEOOXOAMMOCTH (PHU3MYECKON Tepenayu anmapaTHOM yac-
TH.

4. TloBbllIeHHE CUCTEMHBIX TPEOOBAaHUI M3-32 3ALUTHI (COBMECTHMOCTb, IPAHBEPHI).

5. Camxkenne otkazoycroitausocth [10.

6. HecoBMecTHMOCTb CHCTEM 3allUTHI U CHCTEMHOTO WM npukiaagsoro [10 nons3oBate-
o8

7. HecoBMeCTHMOCTB 3alIUTHI U alIIapaTyphl MOJIB30BATEI.

8. OrpaHuveHHs U3-3a HECOBMECTUMOCTH 3JIEKTPOHHBIX KITIOUEH pasTudHbIX Gupm.

9. CHIKEHUE pacuIuPseMOCTH KOMITBIOTEPHOM CUCTEMBI.

10. 3arpynHeHus: WK HEBO3MOXKHOCTh HCIOJIb30BaHUs 3amuiieHHoro 110 B mepeHoCHBIX
u OokHOTHBIX [TK.

11. Hannume y annaparHoii yactu pazmepoB u Beca (aist COM/LPT ==5x3 x 2 cm ~ 50
Ip).

12. Yrpo3a kpaxH annapaTHOTO KJIro4a.

8.2.3.4. Cpeacraa 3awuThl [10 ¢ «KIIIOUEBBIMU TUCKAMU»

B HacTosimuii MOMEHT 3TOT THUI CHUCTEM 3aIlUTHl MajJO PaclpOCTPaHEH, BBUAY €ro Mo-
pansHoro ycrapeBanus. C3I10 sToro Tua BoO MHOTOM aHaJIOTMYHBI CUCTEMAaM C 3JIEKTPOHHBIMU
KJIFOYaMH, HO 37IeCh KpUTHYECKasi HHPOpManusi XpaHUTCS Ha CHELUAIbHOM, KIIIOYEBOM, HOCHU-
tene. OcHoBHOM yrpo3on mis Takux C3I1O sABnaseTca nepexBaT CUUTHIBAHUS KPUTHUECKON MH-
(hopmaryu, a TaK e He3aKOHHOE KOITMPOBAHKE KITIOYEBOTO HOCHTEIIS.

[NonoxxuTensHbIe U OTpUIaTeNbHBIE CTOPOHBI AaHHOrO THna C3IIO0 mpakTH4ecKy MoiIHO-
CTBIO COBMAJIAIOT C TAKOBBIMH Y CHCTEM C 3JIEKTPOHHBIMH KITFOUAMH.

8.3. IOKA3ATEJIHN DOPEKTUBHOCTHU CUCTEM 3AIIUTBI

Heo6xoauMo 0TMETHTB, YTO MOJIb30BATENH SBHO OLIYIIAIOT JIMIIL OTPULATENILHBIE CTOPO-
HBI CHCTEM 3aIluT, a mpousBoauTenu [10 paccMaTpuBalOT TONBKO OTHOCSIINECS K HUM «ILIIO-
CBI» U «MHHYCBD) CHCTEM 3aIlIUTHI M MPAKTUIECKN HE PACCMATPUBAIOT (DAaKTOPBI, OTHOCSIIIHECS
K KoHeuHOMY moTpeburemo. [To pe3ynpraTtam mccinenoBanuii Obu1 pa3paboran Habop moKasare-
Jielt mpuMeHuMoCTH 1 KputepueB onenku C3I10.

Ilokazamenu npumenumocmu

Texnuueckue — cootBercTBre C3I10 dyHKIMOHATBHBIM TpeOoBaHUAM mponsBoautens [10
1 TpeOOBaHUSIM MO CTOWKOCTH, cucteMHble TpeboBanus 10 u cucremusie Tpedosanust C3I10,
o6bem I10 u 06vem C3I10, dpyHkunoHanbHas HanpaeiaeHHOCTh [10, Hamuyue u tun C3 y aHa-
710roB 1O — KOHKYpPEHTOB.

DkoHnomuueckue — COOTHOIIEHHE TIOTEPh OT MUPATCTBA U 00IIero o0beMa NpHUOBLIN, COOT-



HOIIIEHHE TOTeph OT nuparcTBa u croumocty C3I10 u ee BHEAPEHUS, COOTHOIIIEHHE CTOMMOCTH
ITO u ctoumoctu C3I10, coorBercTBUE cTomMocTH C3I1O u ee BHEAPEHUS MTOCTABICHHBIM I1e-
JISIM.

Opeanuzayuonnsie — paclpoCTPaHEHHOCTh U momyJsipHocTh [10, ycnoBus pacnpocrpaHe-
Hus U ucnoas3zoBanud 10, ynukansHocTs 10, Hanuuue yrpos, BEpPOSTHOCTH IPEBpAILECHUS
MOJIb30BATENSI B 3JIOYMBIIUICHHNAKA, POJIb JOKYMEHTAIMU M MOMICPKKH MPH HCIOIB30BAHUHN
0.

Kpumepuu ouenxu

3awuma xax maxosas — 3aTpyIHEHUE HEJNETATBHOTO KOMMPOBAHUS U JOCTYIIA, 3aIIUTa OT
MOHUTOPHUHTA, OTCYTCTBHE JIOTHUECKHUX Opelliei U OIMOO0K B pean3aiui CUCTEMBI.

Cmotikocmb K UCCIe008aHUI0O/6310MY — TPUMEHEHHE CTaHIAPTHBIX MEXaHU3MOB, HO-
BbIe/HECTaHJAPTHBIC MEXaHH3MBI.

Omgxazoycmoiiuugocms (HadedxicHocms) — BEpOSITHOCTH oTKa3a 3ammthl (HC/), Bpems Ha-
paboTKH Ha OTKa3, BEPOSTHOCTh OTKa3a MPOTPaMMBI 3alTUTHI (Kpax), BpeMsi HapaOOTKH Ha OT-
Ka3, 4acTOTa JIOXKHBIX CpabaThIBaHUI.



Hezasucumocms om konkpemmuwvix peanuzayuii OC — UCTIONB30BaHUE HEJOKYMEHTHPOBAHHBIX
BO3MOYKHOCTEH, «BUPYCHBIX)» TEXHONOTHH 1 «pIp» OC.

Cosmecmumocms — OTCYTCTBUE KOH(IMKTOB C CUCTEMHBIM M npukiandbM 110, orcyrer-
BUE KOH(MIMKTOB ¢ cymiecTBytomuM AQO, MakcHUMaibHas COBMECTHMOCTh C pa3padaThiBaeMbIM
AO ullO.

Heyoobcmea ons koneunozo nonvzosamens 110 — HEOOXOIUMOCTh U CIIOKHOCTH JOTOJ-
HHUTEIBHONW HACTPOWKU CHUCTEMBI 3aILUTHI, JOCTYITHOCTh JOKYMEHTALMH, JOCTYITHOCTh HH(Op-
MaLuu 00 OOHOBJICHHH MoOAyJen CHCTEMbI 3aIIUTHI u3-3a OLIHU-
0OK/HECOBMECTIMOCTH/HECTOHKOCTH, JAOCTYITHOCTh CEPBHCHBIX IMAKETOB, OE30MIACHOCTH CeTe-
BOI Iiepeayn mapoJisi/Kirtoya, 3aiepiKka n3-3a PU3MdecKoi mepenadu mapoiist/Kiroda, Hapyie-
HUS TIPaB MIOTPEOUTEIS.

THobounvle s¢hpexmpr — nieperpyska Tpaduka, oTkas B 00CIyKHBaHUHU, 3aMeJIeHHEe Pabo-
1hI 3ammmaemoro 110 u OC, 3axBaT CHCTEMHBIX pecypcoB, meperpyska O3V, HapylieHue cra-
6mmsHOCTH OC.

Cmoumocmb — CTOUMOCTB/3PPEKTHBHOCTh, CTOMMOCTB/IIeHa 3aruiiaemoro 110, crou-
MOCTB/JIMKBHUPOBAHHbIE YOBITKH.

Jobpoxauecmsennocms — NOCTYIHOCTh PE3yJIbTATOB HE3aBUCHMOW 3KCIEPTU3bI, JOCTYII-
HOCTh MH(OPMAINHK O MOOOYHBIX d(pdekrax, nmoiaHas nHpopmanus o C3 i KOHEYHOTO TI0JIb-
30BaTesl.

OO1ass KapTHHa B3aUMOJICHCTBHUSI areHTOB PBIHKA MPOrPAMMHOIO OOECHEeYeHHs Mpea-
CTaBJeHa Ha cxeme Ha puc. 8.2. M3 4eThIpex yKa3aHHBIX BBIIIC BUIOB CPEIbl B3aUMOJICHCTBUS
3alIUIIAOIIEHCS CTOPOHE MOJKOHTPOIBHBI (MJIM YACTHYHO MOJKOHTPOJIbHBI) TPU BUA — Opra-
HU3AIMOHHAs, TEXHUYECKass U 3KOHOMHYEcKas cpeaa. BakHelined cpernodt B3auMOIEHCTBHS
SIBJISIETCSl HECOMHEHHO SKOHOMHYECKasl Cpefla, TaK Kak dKOHOMUYECKOe B3aMMOEHCTBUE, B
JIAHHOM CITydae, sIBJISETCS NEPBONPUYNHOI U LIENIBbI0 BCEro B3aUMOICHCTBUSI.

[Ipu paspaborke M aHAIU3E 3aMIUTHI IPOrPaMMHOTO 00ECIeYEeHHUs] HEOOXOAUMO YUHUTHI-
BaTh CYIIECTBYIOIIYIO 3aKOHOJATENIbHYIO 0a3y, MPU 3TOM HYXKHO MPOBOAUTH MOJAPOOHBINH 3KO-
HOMHYECKHUI aHaJIu3 CUTyaluu, MPUMEHAA PA3JIMYHBIC KPUTCPUU OLCHKH, a 3aTCM CO3/J1aBaTb
CTPATETHIO 3aIlUTHI, BKIOYAIOIIYI0 MPUMEHEHHE TEXHUYECKHX M OPraHH3allMOHHBIX Mep 3a-
IIUTHI IPOrPAMMHOTO 00CCIICUCHHSI.

KOHTpOJ’IbeIe BOIIPOCHI

1. TpuBeante KiIaccH(PUKALMIO CUCTEM 3aLUThI IPOIPAMMHOTO 00eCTIeYEHHS.

2. CpaBHHTE OCHOBHBIE TEXHHYECKHE METOJbI U CPEACTBA 3aIllUTHl MPOrpaMMHOTO obec-
TIeYeHNsI.

3. HaszoBuTe OTIMYMS CHCTEM 3allUThl OT HECAHKIMOHHUPOBAHHOTO JOCTYNa OT CHCTEM
3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUSI.

4. JlaiiTe XapaKTepUCTHUKY IOKazaTeneil 3 (HEeKTHBHOCTH CUCTEM 3aIlUTHI.

5. IlpuBenurte npumepbl B3aUMOJACUCTBUS YYAaCTHHKOB IIPOLIECCA CO3JAHUE M PACIPO-
crpanenus I10.

9. JAIMTA THO®OPMAIINU B KOPIIOPATUBHBIX CETAX

9.1. OCHOBBI 1 IEJIb ITOJIMTUKHU BE3OITACHOCTHU B KOMIIBIOTEPHBIX
CETAX

MesxcereBoit akpan (MD) unu 6panamayasp (Firewall) — 310 cpencTBo 3ammThi, KOTOpoOe
MO>KHO HCIIOJIB30BaTh VIS YIIPABICHUS TOCTYIIOM MEXIY HaJeKHON CEThI0 U MEHee HaAeKHOM.
MexceTeBoil SKpaH — 3TO HE OJlHAa KOMIIOHEHTa, a CTPATerusl 3allluThl PeCypCcoB OpraHu3allyy,
JTIOCTYIHBIX U3 INI00ATBHOM CETH.

OcHoBHas QyHKuuss MD — UeHTpanu3auMs yrpasjieHUs NOcTyrnoMm. Ecim ynaneHHble
MIOJTF30BATEIH MOTYT HOJTYYIHTH AOCTYI K BHYTPEHHHM CeTsIM B 00x01 M3, ero 3¢ (GeKTHBHOCTD
Onm3Ka K Hy 0. MD 0OBIYHO MCIIONB3YIOTCS IS 3allIUTHl CETMEHTOB JIOKAJIbHOM CeTH OpraHu-
3aLuH.

MeskceTeBble SKpaHbl 00ECIIeYNBAIOT HECKOJIBKO THITOB 3aIIUTHI:

— OJOKHpOBaHUE HEXENATEIHHOTO TpaduKa;

— TepeHamnpaBieHHe BXOJIHOTO Tpa(HKa TOJIBKO K Ha/IS)KHBIM BHYTPEHHUM CHCTEMaM;

— COKpBITHE YS3BUMBIX CHCTEM, KOTOpBIE HeJb3s 00€30IacHTh OT aTak M3 INI0OaNbHOM
CeTHU JIPyTUM CHOCOO0M;

— IPOTOKOJIMPOBaHME Tpaduka B M U3 BHYTPEHHEH ceTy;

— COKpbITHE HH(MOPManuK (UIMEH CUCTEM, TOIIOJIOTHUH CETH, THUIIOB CETEBBIX YCTPOICTB U
BHYTPEHHHUX UJICHTU(HKATOPOB T10JIb30BATENICH, OT BHEIIHEH CETH;

— obecrieueHre Oojiee Ha/JEKHOW ayTEHTU(QHMKALMH, YEM Ta, KOTOPYIO IMPEACTABISIOT



CTaHJIaPTHBIC TIPUIIOKEHHS.

Kak m mis mro0oro cpeacTBa 3amiuThl, HYXKHBI OIPEIENICHHBIE KOMIIPOMHCCHI MEXKIy
y1o0CTBOM paboThl U 0€30MaCHOCTRIO. [Ipo3paunocms — 3TO BUAUMOCTh MD Kak BHYTPEHHUM
MIOJIb30BATENSIM, TaK M BHEIIHHUM, OCYLIECTBISIOIIMM B3auMojeiicTBue yepe3 MO, KOTOpSIi
Mpo3payeH JUIsl MOoJIb30BaTelIei, €ClIM OH He MEUIaeT UM IHOIYyYUTh A0CTyIl K ceTu. O0braHO MD
KOH(UTYpUPYIOTCS TaK, 4YTOOBI OBITH NPO3pauHBIMU U1l BHYTPEHHHUX I0JIb30BaTeneil cetu (Io-
CBUIAIOIINM ITAKEeThl HApYXYy), U, C APYroil CTOpoHbl, MO KOHUTYpUpYyeTCs TaK, YTOOBI OBITh
HETPO3padyHbIM JJIsl BHEIIHHUX I10JIb30BaTENEH, MMBITAIONIMXCS MOJIYYUTh AOCTYI K BHYTPEHHEH
CeTH W3BHE. DTO OOBIYHO 00ECIEUYNBAET BBHICOKHN YPOBEHb 0€30ITaCHOCTH M HE MEIIaeT BHYT-
PEHHHUM TIOJH30BATEIISIM.

Cucrema 3amuthl goctyna B UBC nomkHa BKITIOYAT TPH I0SICA 3ALTUTHI:

1) mosic, 0XBaTHIBAIONINI TEPPUTOPUIO, HA KOTOPOU pacosioxkensl aneMeHTsl UBC;

2) mosic, KOTOPBIH OXBATHIBAET COOPYKEHHS U MMOMeIIeHHs ¢ ammaparypoit UBC;

3) nosic, oxBatsiBaBIIHiA pecypcs UBC.

3ammra J0CTyna B MEPBBIX ABYX MMOscax OOCCIeYMBACTCS MPUMEHEHHEM (H3UUCCKUX
CPEACTB 3allUThI, B TPETHEM II0SICE — allapaTHbIX, MPOrPaMMHBIX (IIPOrpaMMHO-aIIapaTHbIX)
U KpUNTOrpaduYeCcKuX CPeICTB 3aIIUThI.

[ox ympaBieHHeM JOCTYIOM IOHMMAETCsl IPOLECC PETYJIMPOBAHUS UCIIOJIB30BAaHUS pe-
cypcoB MBC.

YnpasiieHne TOCTYIIOM BKIIIOUAET PEIICHHE CIEAYIOMNX 3a/1a4:

— wuneHTH(UKAINIO TOTB30BaTeNel, mepconana u pecypcos MBC;

— YCTaHOBJICHHE TOINTHHHOCTH CyOBEKTOB U OOBEKTOB, JOMYCKAEMBIX K HUCIIOIE30BAaHHIO
pecypcos BC;

— TIPOBEPKY MOJHOMOUYHI CyOBEKTOB Ha JOCTYII K 3aIIUIIAEMBIM Pecypcam;

— perucrpanuio (MPOTOKOIUPOBAHKE) OOpAILEHUH K 3allMIIAaeMbIM Pecypcam;

— PpeakLHIO Ha HECAHKI[OHUPOBAHHBIE JICHCTBHS.

9.2. YIIPABJIEHHE JOCTYIIOM

9.2.1. MAIEHTHUOUKANUA U YCTAHOBJIEHUE NIOAJIMHHOCTH

st TOro 4TO0BI YCTAaHOBUTH MOJUIMHHOCTH CYOBEKTOB U OOBEKTOB CHCTEMBI, BCE CYOBEK-
THl M OOBEKTHI, 3apPETHCTPUPOBAHHBIE B CHUCTEME, JIOJDKHBI MMETh YHHKAJIbHbIE MMEHAa —
uneaTudukatopsl. Korga kakoi-mbo cyObekT oOpammaeTcs K pecypcaM CHCTEMBI, He00X0AUMO
YCTaHOBUTB €0 MOJIMHHOCTD, OIIO3HATH ero (IPOLecC aBTOPH3ALMU WM ay TCHTU(HKALN).

YcTaHOBIIEHUE TTOAIMHHOCTH CyObekTa (00beKTa) 3aKITF0YaeTCs B IMOATBEPIKACHUHN TOTO,
YTO OOpaTUBIIMIACS CYyOBEKT (BBI3BIBAEMBIN OOBEKT) SBISIETCS MMEHHO T€M, KOTOpPOMY paspe-
IIEHO y4acTBOBATh B JAHHOM HpOLiecce (BBIIOIHAT JEHCTBUA).

B 3aBHCHMOCTH OT CJIOKHOCTH YCTAQHOBJICHHS IOJUIMHHOCTH Pa3IMYaroT TPHU OCHOBHEIE
IPYIIIBI OTIEPALUiA: IPOCTOE, YCIOKHEHHOE H 0C000€ YCTaHOBJICHHE ITOIMHHOCTH.

Ilpocmoe ycTaHOBJIEHHE TOJUIMHHOCTH CBOJMTCS K CPaBHEHHUIO IPEIBSBIECHHOIO KOJa
(XapakTepUCTHKH) C JTAJOHHBIM KOJOM, KOTOPBIH XpaHWUTCS B MaMATH YCTPOMCTBA, BBINOJI-
HSIIOILETO YCTaHOBJICHUE MOJTNHHOCTH.

Yenoorcnennoe ycraHopneHre MoAIMHHOCTH TpeOYeT OT IOJIB30BATENs BBOJA JOIIOIHHUTENb-
HOI MH(OPMAIIMK 1 OCYILIECTBIISICTCS B PEXKHME THAJIOra.

Ocoboe ycTaHOBIICHUE MOAIMHHOCTH, KPOME HCIIOIB30BaHHMSA METOLOB IPOCTOrO M yc-
JIO)KHEHHOT'O YCTAHOBJICHHS ITOJUIMHHOCTH, HCIIOJIB3YET CIIELHAIbHYI0 COBOKYITHOCTH OIIO3Ha-
BaTEeJIbHBIX XapaKTEPUCTHK, KOTOpas BBIOMpAeTcs Iy 00eCTIeueHUsI Hae)KHOTO YCTaHOBICHUS
TIOJUTMHHOCTH.

9.2.1.1. YcraHOBIIEHUE MOJTMHHOCTH CYOBEKTOB

JIyis ycTaHOBJICHMS TOUIMHHOCTH CyOBEKTOB HCIIOJIB3YIOTCSI Pa3IMYHBIC OIMO3HABATEIIb-
Hble XapakTtepucTuku. Kiaccuukanuss XapakTepUCTHK, MPUMEHSIEMbIX IS YCTAHOBICHUS
MONTMHHOCTH CYyOBEKTOB, IPUBEACHA Ha puc. 9.1.

B nuTeparype onucaHbl YCTPOUCTBA YCTAHOBJICHHS MMOUIMHHOCTH CYOBEKTOB B peaibHOM
Macitade BpeMEHH 110 [TOYEPKY, FOJI0CY U OTICYaTKaM MaNIbIICB.

YcraHoBIIEHHE MOUIMHHOCTH 10 MOYEPKY MPOU3BOUTCS, HAPUMED, C TIOMOIIBIO CIEIH-
aNbHOM pyYKH-AaTYrKa. [Ipy 3TOM HCIOJB3YIOTCSA METOJBI COIIOCTABIICHHS KOHTYPOB, aHAIM3a
CHeUU(pUUIECKUX HITPUXOB U THCTOIPAMM.

[Tpu ycraHOBIIEHMH MOJUIMHHOCTH IO TOJIOCY HMCHOJIB3YIOTCS CIEIYIOIIUE NapaMeTphbl:
TeMOp, BBICOTA 3BYKa, aKIICHT, MHTOHAIIMS, CHUJIA 3ByKa U CKOPOCTh PEYH, OCHOBAHO HA CIICK-
TpaJIbHBIX ME€TOAAaX U HC 3aBUCUT OT COACPIKAHUA PEUU.

YcraHoBIEHHE MOTHHHOCTH M0 OTIICYATKAM MAJbIIEB MPOU3BOMUTCS IyTEM CIIHYCHHS
MPEIbSIBICHHBIX OTIIEYATKOB MAJIBIICB C 3TAJOHHBIMH. Y CTPOUCTBO UCIOJB3YET METO/IbI COIOC-
TaBJIeHHUsT OMHAPHBIX 00pPA30B U MPOEKIHUH Ul XapaKTePHBIX TOYEK M HAMPABICHUI LITPUXOB



OTIIEYATKOB IAJIBLIEB.

HexoTtopble Mpou3BOANTENN PEATM3YIOT CHCTEMa YCTAHOBJICHHS ITOUIMHHOCTH Ha 0ase
TUIACTUKOBBIX KapT, HA KOTOPbIE KO/I0Bass MHPOpPMAIKS 3alMCHIBACTCS M CYUTHIBACTCS JIa3epHO-
rojorpaMuecKMMN METOlaMH. Takue KapThl MOTYT HCIIOIB30BAaThCS B IBYX PEXHMMax: KIoda
u nepcoHanbHOro uiaeHtudukauonHoro koaa (IMMK). B pexxume kitoua kapra CIyKUT s
OTKPBIBaHUS CIEHHUATIBHBIX TOJOrPapUIECKUX IEKTPOHHO-MEXAHUUECKUX 3aMKOB, yCTaHABIIHU-
BaeMBbIX Ha 3amuInaeMbix oobektax. B pexume IIMK kxapra mcmonb3yerca i orpaHUYEHUS
JIOCTyTa K T€PMHUHAJIaM BBIYMCIUTENIBHON CUCTEMBI U XPAHSIIIUMCS B HEM AaHHBIM. [ 3TOrO
Ha kapTy 3aHocutcs [IMK nonp3oBatesns, 3aauMaronuii ot 64 1o 256 6wur.

9.2.1.2. MeTozp! mapoIupoOBaHUs

MerTomp! mapoupoBaHus TpeOyIOT, YTOOBI ITOJTB30BATENh BBEJ CTPOKY CHMBOJIOB (ITApOJIh)
JUISE CPaBHEHUS C ATAJIOHHBIM MapoJieM, XPaHSIIUMCS B MaMsaTH. [IpU COOTBETCTBHU Tapois

JIAOTCA

3TAJIOHHOMY MOJI30BATENIO pa3penieHa pabora ¢ cHC-
TEMOH. XapakTepUCTUKH IS
YCTaHOBJIEHUS TIOJIUH-
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ceratkara- aHHbIC, 33/1aBac
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T —. 607106 COCTOUT B 3aIlpOCE CHUCTEMOU OIIpene-
KITFOYUH
| Gammmcro- JICHHBIX CHMBOJIOB TApOJIsi, BBIOMPAEMBIX
kapauarpamma KCTOHBI ciryyaiiHbIM 00pa3oM. MetoJ BHIOOPKH CHM-

BOJIOB HE TMO3BOJSIET HAPYLIUTENIO OIpee-
JUTH 3HAYECHHUE TTapoIIs IO OMHOKPATHOMY HAOJIFOIEHIIO BBOJAMMEIX TI0JIH30BaTENIEM CHMBOIIOB.

Meton naponeii 00HOKpamHoO20 UCNOAb306aHUA TIPEATIONATaeT HAIWYNE CIUcKa u3 N ma-
poneii, xpaHsmerocs B cucreme. [Ipun KakaoM 0OOpamieHHH K CHCTEME ITOJIb30BaTelh BBOAUT
O4YepETHON MapoJib, KOTOPHIN MOCIEe OKOHUAHHUS pabOThI BHIYEPKUBACTCS CHCTEMOM W3 CITUCKA.
OCHOBHBIM HEIOCTATKOM PACCMOTPEHHOTI'O METO/Ia SBISIETCS HEOIHO3HAYHOCTD MapoJIs.

Merton epynn naponeii OCHOBBIBaETCS Ha TOM, YTO CHCTEMa I KaXKIOTO IMOJB30BATEN
MOXET NOTpeOOBaTh Mapoyi U3 ABYX rpynmn. ['pymnmbl MOTYT BKJIIOYATH IAPOJIH, KOTOpPHIE SIB-

— OTBeTaMu Ha O0IIKe JJIsl BCeX M0JIb30BaTeNei BOIIPOCHI, HAIIPUMED, UMSI, a/Ipec, HOMEp



TenedoHa u T.11.;

— OTBETaMU Ha BOIPOCHI, KOTOPBIE YCTAaHABIMBAIOTCA aIMUHHCTPATOPOM CHCTEMBbI NPH
perucrpanyuy MepcoHaIbHO AUl KQXKIOro IMOJb30BaTells Uil paboThl C CHCTEMOM, HalpuMep,
JIIOOUMBII LBET, IeBHYbsl (DaMHIIUSI MaTEPH U T.I1.

[Tpn kax oM oOpalIeHUH TOJIB30BATENSI CUCTEMa CIIy4aifHO BBHIOMPAET 110 HECKOJIbKY BO-
TIPOCOB M3 KKIOH IPYIIIHL.

Merton @ynxkyuonanvHo2o npeobpasosanus MPEAIONaraeT, YTo MojJb30BaTEN0 PU peru-
cTpauuu it paboThl B CUCTEME COOOIMIAeTCsi HEKOTOpoe Ipeodpa3oBaHue, KOTOPOE OH MOXKET
BBINIOJIHATH B yMe. JlJIsl yCIIOKHEHHS BCKPBITHS Mapoiis B MeTo/ie (DyHKIMOHAIBHOTO Mpeodpa-
30BaHUS B KayeCTBE apryMEHTOB MOTYT HCIIOJIB30BAThCS YHCIIA MECSIA, Yachl CYTOK WM HX
KOMOWHAINH.

IIpu pabote ¢ maponsMu JOIKHBI COOMIOAATHCA CIEIYIONINE TPaBUIIa;

— TapoJIi JOJDKHBI XPaHUTHCA B IIAMATH TOJBKO B 3alIM(POBAHHOM BUJIE;

— CHMBOIJIBI ITApPOJIA IMMPU BBOJAC MX IMOJIB30BATECIIEM HE JOJIKHBI MOABJIATLCA B IBHOM BU-
Aac;

— MapoJik JOJIKHBI IEPUOANYCCKU MCHATBHCS,

— TapOJIM HE JJOJDKHBI OBITH IPOCTHIMH.

st IpOBEpKH  CIIOXKHOCTH TApoJied OOBIYHO HCIIOJB3YIOT CIIELHANbHBIE KOHTPOJUIEDHI
rapoJjeil, KoTopble MO3BOJISIET MPOBEPUTH YSI3BUMOCThH naposeil. Konrposiep ocymectBisier
TIOTIBITKH B3JIOMa MapoJIst MO CIEIYIOMEel METOANKE.

1. IIpoBepka HCIOIB30BaHMS B KAadEeCTBE INMApOJs BXOJHOTO MMEHH IIOJIB30BATENs], €ro
WHMIUAJTIOB ¥ UX KOMOWHALUH.

2. IlpoBepka MCHONB30BaHUS B Ka4eCTBE MapoJIs CIOB M3 pasnudHbIX cioBaper (60 000
CJIOB): My’KCKHe M >keHcKue nMeHa (16 000 mmeH); Ha3BaHUSA CTPaH M TOPOJOB; UMEHA IIepPCo-
HaXel MyJabTOUIEMOB, KHHO(PUIEMOB, HAyYHO — ()aHTACTUYECKHUX IPOU3BENEHNH U T.IL.; CIIOp-
TUBHBIC TEPMHHBI (Ha3BaHHUs KOMaH/I, IMEHa CIIOPTCMEHOB, CIIOPTUBHBIH )KaproH U T.II.); YHCIa
(undppamu n npomnuckto, Hanpumep, 2000, TWELVE); crpoku Oyks u nudp (Hanpumep, AA,
AAA, AAAA wu T.1.); OuOselickne MMeHa W Ha3BaHWSI, OMOIOTHICCKIE TCPMHUHBI; KaprOHHBIC
CJIOBa M PYraTeibCTBA; MTOCIEA0BATEIEHOCTH CHMBOJIOB B IOPSIKE MX PACHOJIOKEHHS Ha Kila-
Buarype (Harmpumep, QWERTY, ASDF, ZXCVBN u T.1.); nMeHa koMnbioTepoB (u3 (aitna
/etc/hostc B8 OC UNIX); mepcoHaxku u Mecta neiictBusa u3 mnpomsBeneHuit lllekcmupa; gacto
ynoTpeOsieMble MHOCTPAHHBIE CIIOBA; HA3BAHHS aCTEPOHIOB.

3. IIpoBepka pa3IHYHBIX IEPECTaHOBOK CJIOB U3 II. 2, BKJIIOUYAs: 3aMEHY MepBOi OYKBBI Ha
MIPOMHCHYIO0; 3aMEeHY BCeX OYKB Ha IPOINMCHBIC; HHBEPCHIO BCETO CIIOBA; 3aMeHy OykBel O Ha
mudpy 0 u Haobopor (1mdppy 1 Ha OykBy 1 M T.1.); IpeBpaICHHUE CIIOB BO MHOXKECTBEHHOE
YHCIIO.

Bcero mo n. 3 KOHTpoJUIEp OCYILIECTBIISIET NMPOBEPKY HA COBIAJEHUE NMPHOINU3UTENBHO C
OJTHMM MHJUTHOHOM CJIOB.

4. IlpoBepka pa3IMYHBIX [IEPECTAHOBOK CIIOB M3 II. 2, HE PACCMOTPEHHBIX B II. 3: 3aMeHa
OJTHOHM cTpoYHO# OyKBBI Ha nponucHyto (okoso 400 000 citoB); 3aMeHa IBYX CTPOYHBIX OYKB Ha
npornrcHble (okoio 1 500 000 cnoB); 3aMeHa Tpex CTPOYHBIX OyKB Ha ITPOIHCHBIE U T.JI.

5. JI7i1 MHOCTpaHHBIX MOJb30BaTENEH POBEPKA CIIOB Ha S3BIKE IOJIb30BATEIS.

6. [IpoBepka map CIoB.

ITpoBeneHHbIE 3KCIIEPUMEHTHI IIOKA3aJIH, YTO JAHHBII KOHTPOJUIEP MO3BOJIUI ONPENEIUTh
10 % maposnelt U3 mATH CUMBOJIOB, 35 % maposieit U3 MIeCTH CUMBOJIOB, 25 % maposieit U3 ceMu
cuMBOJIOB U 23 % maposieil U3 BOCbMH CHMBOJIOB.

[TpuBeneHHBIE TPUMEPHI MO3BOJISIOT CHOPMYIUPOBATH CIEAYIOLINE CIIOCOOBI CHIDKEHUS
ySI3BUMOCTH Mapoeit:

— HE MCIOJIb30BaTh B KAYECTBE MapoJIs CJIOBa, IpOBepsieMble KOHTposuiepoM KisiiiHa;

— TIPOBEPSTH NApOJIH MEPE]] NX MCIOIb30BaHNEM KOHTPOJUIEpaMH MapoJel;

— 4acTo MEHSTh apoJH;

— 1pu (HOPMUPOBAHUH TMAPOIS UCIIOJIB30BATh 3HAKN NPETMHAHUS U PA3IHMYHbIC PETHCT-
P&L;

— JCIIONIB30BaTh HE OCMEBICICHHEIE CIIOBA, a HA0OPH! OyKB (HampuMmep, MepBhIX OYKB Ka-
KOH-HUOYIb N3BECTHOH ITOIB30BATEINIO (hpasbl).

W3 mpumepoB, NPUBEICHHBIX PU PAaCCMOTPEHUH KOHTPOJUIEpa Maposiei, BUIHO, YTO BaX-
HEWIIMMHU XapaKTEPUCTUKAMHU TApOJIs SBIAIOTCS €ro UIMHA M TEPHOJ CMEHBI (MM Iepuof
xu3HN). EcrecTBeHHO, YTO YeM Ooublle JUTMHA apoJist, TeM OOJIbIe YCHINNA ITPUAETCS IPHIIO-
XKWUTh HAPYIIUTENIO AJIs ero onpezeneHus. Uem Goublle MEpHoA KU3HU Mapoist, TeM Oolee Be-
POSITHO €0 pacKphITHE.

Jnst cimydast, Korza mojp30BaTeNb BBOAWUT Mapojb Yepe3 YAAIeHHBIH TepMUHal, MOXKHO
MIPUMEHUTD hopMyITy AHJIEepceHa:



4,32 - 10* (VI)/((NP) <= A4°,

IJIe V — CKOPOCTh Mepeadu JaHHBIX Yepe3 JMHUIO CB3U (B CMMBOJIaX/MuH); T — mepuoj Bpe-
MEHH, B T€YEHHE KOTOPOr0 MOTYT OBITh MPEANPHHSATHI HONBITKA OTrabIBaHUs aposis (B Mecs-
nax npu pabdore 24 4/cytku); N — 9HCIO CUMBOJIOB B KaXKJOM IIepeaBacMOM COOOIICHUU IPH
MOMBITKE TMOJYYUTh JOCTYI K CHCTeME; P — BEpOATHOCTh MO00pa HAPYIIUTEIEM PABUIBHOTO
napoJisi; A — 4YMCiio CUMBOJIOB B alihaBHUTE, U3 KOTOPOTO COCTABIISETCS TTAPOIIb; S — JUTUHA Tapo-
151 (B CUMBOJIaX).

9.2.1.3. YcraHoBII€HHE [TOJUIMHHOCTH 00BEKTOB

OnHoil 13 BO3MOXHBIX cTpaTeruil neiicrsuil Hapymutens B UBC sBnsiercss moakiatoueHue
K KaHajly CBsI3M. B 3TOM ciydae HapymIuTenh MOXKET UMUTHPOBATh MEXAHHU3M YCTAHOBIICHUS
MOJUIMHHOCTH, YTO MO3BOJIUT €My IIOJIyYWTh MApOjb IOJIB30BATENS U JOCTYI K €ro JaHHBIM.
Jlnis mpenynpexxaeHus MO0OHbBIX ACHCTBUI HapyLIMTENs I10JIb30BaTENb JIOJDKEH yOenuThes B
MOJUTMHHOCTH CHCTEMBI, C KOTOPOW OH HauMHAeT padoTaTh.

OnHUM U3 METOOB PELIEHUsI 3TOM 3a/1a4y SIBJISIETCS] TaK Ha3blBaeMasi MPOLELypa «PyKo-
MOXaTus». JIg OCYIIECTBIEHHS MPOIEXyphl «PYKONOXKAaTHs» BHIOMPACTCS] HETPUBHAIBHOE
npeoOpa3oBaHKe BHIA

Yy =1, k),

I7ie X — apryMeHT; k — koadunment. B kagecTBe aprymenrta npeodpa3oBaHusi MOXKHO HCIOJb-
30BaTh AJIEMEHTHI 1aThl, BpeMeHH U T.1. [IpeoOpa3zoBaHue y U3BECTHO TOJILKO MOJIb30BATEISIM U
OBM u n0mKHO cOXpaHAThcA B TaiiHe. [lomp30BaTens BMECTE € 3apoCOM Ha MOIKITIOYCHUE K
cHCTeMe IIO0ChUIAaeT BHIOpaHHOE MM 3HaueHue Xx. [loryunB 3HaUeHNe X BMecTe C HJICHTU(PHKATO-
POM MOJIB30BaTENsI, CUCTEMA BBIUUCISET ¥ = f (X, k) M TIOCBUIAET €ro IOJIb30BATEN0 BMECTE C
3arpocoM o BBoAE maposrs. Ilonb30Barens BHIYUCIACT WINM MMEET BBIUMCICHHOE 3apaHee 3Hade-
Hue y. Ecnu 3HaueHwus y, ModydeHHbIE T0Ib30BaTEeNIEeM U CHCTEMOMW, COBIIAAAIOT, TO PEXKUM OIO-
3HaHHUs CHCTEMbl 3aKaHUMBAETCS, M IOJb30BATENIb MOXET BBOJAWTH Napoib. Ilocie moarsep-
AKJICHUS IPABUIBHOCTH HAPOJIS TOJIb30BATENST CYUTAETCS], YTO «PYKOIOKATUE)» COCTOSIOCH.

AHaIOTHYHEIM 00pa3oM OCYIIECTBISIETCS ycTaHOBiIeHHe mommHHOCTH DBM UBC mpu
HEOOXOAMMOCTH OOMEHa JJaHHBIX MEXly HIUMHU.

IIpoBepka MOIIMHHOCTH B3aMMOJEHCTBYIOIIUX CyOBEKTOB M OOBEKTOB CHUCTEMBI MOKET
MIPOM3BOANTHCS HE TOJBKO TIEpE]] HadaloM CceaHca, HO M B XOfe Hero. Takne MpoBepKH MOTYT
OCYIIECTBIISITHCS Yepe3 OTpe/IeNICHHBIE TPOMEXYTKH BPEMEHH, TIOCIIE OTIPEeNICHHOTO KOJInye-
CTBa NEpEeJaHHBIX JaHHBIX H T.II.

9.2.2. IPOBEPKA MOJTHOMOYHUA CYBBEKTOB HA TOCTYII K PECYPCAM

Iocne monOXUTENBPHOTO YCTAHOBIICHUS! MTOJJIMHHOCTH MOJIb30BaTelIsl (M CUCTEMBI CO CTO-
POHBI TTOJIB30BATENSA) CHUCTEMA JOJDKHA OCYLIECTBIIATH HOCTOSIHHYIO TPOBEPKY IOJHOMOYHMH
MOCTYHAIOUIMX OT CyOBEKTOB 3ampocoB. [IpoBepka MOJHOMOYHH 3aKIII0YAETCsl B ONpPECICHUH
COOTBETCTBUSI 3alpoca CyObeKTa IPEelOCTaBICHHBIM €My IIpaBaM JOCTyma K pecypcam. Takyro
MPOLEAYPY YacTO HA3bIBAIOT «KOHTPOJIb MOJHOMOYHMM» WM «KOHTPOJIb AocTymay. I[IpoBepka
TIOJTHOMOYHMH OCHOBBIBAETCSl HAa PA3IMYHBIX METOAAX PasTpaHWYEHUs JOCTYIIa, KOTOpble ObUIH
paccMOTpEHBI paHee.

9.2.3. PETUCTPALIMA OBPALIIEHU K 3AIUIIIAEMBIM PECYPCAM

Peructpanus (mpoTtokonupoBaHue) oOpalieHnid K 3alIMIIEHHBIM pecypcaM CHCTEMBI I10-
3BOJISIET TOJDKHOCTHOMY JIMITY, OTBETCTBEHHOMY 332 MH(POPMAITMOHHYIO 0€30IaCHOCTD, CICTUTh
3a WCIIOJIb30BAaHHEM PECYpPCOB U OIEPaTHBHO NPUHHMMATh MEphl MO MEPEKPBITHIO 0OHapyXKeH-
HBIX KaHAJIOB YTEUYKU JaHHBIX. Bce oOpaleHus K pecypcam CUCTEMBbI JOJDKHBI (PUKCHPOBATHCS
B PETUCTPALIMOHHOM XXypHAJe.

B perucrpannoHHbIi KypHas 00BIYHO 3aHOCATCS CIIETYIONINE NaHHBIE:

— oOparieHus (OCTYIIbI) K 3aIIXIIIaeMbIM PeCypcam;

— OTKa3bl B IOCTYIIE;

— HW3MCHEHUS MOJIHOMOYHIA;

— CIIydau HEUCIIONb30BaHHMS MOJIB30BATENSIMU Pa3pelIeHHbIX 3allPOCOB;

— H3MEHEHHs cojaepkaHus namsata OBM, mpon3BoauMEbIe TOIB30BATEISMU;

— I00BIe TIOIO3PUTEIBHEIC JCHCTBUSI.

Tumnosas Gopma 3amucu perucTpaioHHOTo XXypHajla npeacTaBieHa B Tabu. 9.1.

9.1. TunoBas ¢opma 3anuCcCH PeruCTPAMUOHHOIO )KypHAJIa



Tun 3anucu JHara Bpemsa Tepmunan ITonp3oBarens CobbITHE

B cucteme momkHa OBITH IPEIYCMOTPEHA BO3MOXKHOCTb BBIBOJHTH COACPKUMOE PErHCT-
PALIMOHHOrO XXypHalla Ha 3KpaH TePMUHANA U [I€YaTAoIIee YCTPONUCTBO, IPUYEM BHIBOJUMYIO
nH}poOpMaNKI0 HEOOXOIUMO COPTUPOBATH IO IMOJIH30BATENSAM, TEPMHUHANAM, AaTaM, HACHTH(U-
KaTopaM 3aJaHuii, SIeMEHTaM JaHHbBIX U T.I1.

Crenyer OTMETHTh, YTO PErUCTPALMOHHBINA KYPHAII MOXKET ObITh TAK)KE MCIIOJIb30BaH LIS
peLIeHus CIEAYIOINX 3a/1a4:

— HACTpO¥Ka CUCTEMBI (110 YacToTe 0OpallleHHH K Pa3IMuHbIM pecypcam);

— TOMOILb MOJIB30BATENSAM B CIydYae UX HEMpeAHAMEPSHHBIX OLIHOOK;

— H3MEHEHHE TMOJIHOMOYHMH TO0JIb30BaTeNeH (EC/IM MOJb30BATEIN Ya-CTO COBEPILIAIOT
OIIKOKH, JTMOO BOOOIIEC HUKOTIA HE 0OPAIAIOTCs K HEKOTOPBIM pecypcam);

— BO3BPAT CHCTEMBI B HCXOTHOE COCTOSTHHE JISl BOCCTAHOBIICHHS;

— ICHXOJIOTMYECKOe BO3/ICUCTBUE HA MOTEHIMAIBHBIX HAPYIIUTENCH.

[IpuBeneHHBI TIepeYeHb 3a/1a4, Uil PEIICHUS] KOTOPhIX MOXET OBbITh MCIOJIb30BAaH PErH-
CTpPAIMOHHBIN JKypHAJ, €IIe pa3 MOATBEP)KIACT HEOOXOIUMOCTh KOMILICKCHOTO MPHUMEHEHHS
BCEX CPEJCTB U MEXAaHU3MOB 3aIIUTHI ISl 00ECTIeYeHHsI Oe30MTaCHOCTU TaHHBIX.

9.2.4. PEATUPOBAHUE HA HECAHKIIMOHUPOBAHHBLIE JTEMCTBUSI

PearmpoBanue Ha HECAHKIIMOHUPOBAHHBIE ICHCTBUS BKJIIOYAET B CEOSI:

— curHanuzanmio o HCJ;

— OJIOKMPOBKY (OTKJIIOYEHHE TEPMHUHAJIA, TPYIIIBI TEPMHUHAIIOB, 31eMeHToB UBC 1 T.11.);

— 3aJepXKy B pabote;

— OTKa3 B 3a1poce;

— HMHUTALWIO BBIIOJHCHUA 3allpCIICHHOT0 )IeﬂCTBMH IJIg OIIpEACICHUA MECTa MOAKIIIO-
YEeHHUs HapyLIUTENsl U XapaKkTepa ero AeHCTBHM.

PearupoBanue ra HCJ MOXeT OCYIIECTBIATECS aBTOMATHYECKH U C YYaCTHEM JOJDKHO-

CTHOTO JIMIIa, OTBETCTBEHHOI'O 32 MH(POPMALOHHYIO O€30IIaCHOCTb.
9.3. MHOI'OYPOBHEBAS 3AIIIMTA KOPIIOPATUBHBIX CETEM

9.3.1. AYTEHTHOUKALIUA

MexcereBble 3kpaHbl (MD) Ha OCHOBE MapLIPYTH3aTOPOB HE 00CCIEUHBAIOT ayTeHTH(H-
Kalliy MoJb3oBateneid. M3, B cOCTaB KOTOPBIX BXOIST MPOKCH-CEPBEpa, 0OSCIEYHBAIOT Clie-
IYIOIIHE TUITHl ayTeHTH()UKALIH.

Hwms/napons — 3TO caMblii IUIOX0# BapHUAHT, TaK KaK 3Ta HHYOPMALHUs MOXKET ObITh Hepe-
XBayeHa B CETH WU TIOJIy4eHa IyTeM IOAIJIAIbIBAaHMS 32 €€ BBOJOM M3-3a CIMHBI U €IlIe ThICS-
Yel Jpyrux CrocoOoB.

Oonopazogvie napoau — UCIONB3YIOT NPOrPaMMBbl MM CIIeLUaIbHbIE YCTPOMCTBA VIS Te-
Hepalyy HOBOTO Iapojst Ul KaKAOro ceaHca. DTO O3HAYaeT, YTO CTapble Mapoid He MOTYT
OBITh MOBTOPHO KCIIOIb30BAHBI, €CITH OHU OBLTH MEPEXBAUCHBI B CETH WM YKPaJICHBI IPYTHM
CHoco0oM.

Dnexmponnvle cepmugurxamosl — UCNIONB3YIOT N(PPOBAHUE C OTKPBITHIMU KITIOYaMHU.

9.3.2. AHAJIM3 BO3MOKHOCTEW MAPIIPYTU3SALIUU U IIPOKCU-CEPBEPOB

B monmuTrke 6€30MacHOCTH MOJDKHO OBITh OTPa)XCHO, MOXKET i MDD MapIIpyTH3HPOBAThH
TIAKeTHl WM OHU TOJDKHBI TIepeIaBaThCs MIPOKCH-cepBepaM. TpHBHAIBHEIM cirydaeM MO sBis-
€TCsl MapIIPyTU3aTOP, KOTOPBIH MOXET BBICTYIIAaTh B POJIM YCTPOMCTBA Iy (DPMIBTPALIUH TaKe-
TOB. Bce, 4To OH MOXKET — TOJIbKO MapUIPyTH3UPOBATh MAKEThl. A PUKIIAJHBIE IIUTIO3bI, HA000-
pOT, HE MOTYT OBITh CKOH(PUTYPUPOBAHBI JUTI MapIIpyTH3aMU Tpaduka MEeXAy BHYTPECHHUM U
BHEITHUM HHTepdericaMu M3, Tak Kak 3TO MOXXET NPUBECTH K 00XOIy CPEICTB 3aliuThl. Bee
COCMHEHUS] MEX/ly BHEIIHUMH U BHYTPEHHUMH XOCTaMH JOJDKHBI ITPOXOJUTH Yepe3 MPHKJIIal-
HBIE [IUTIO3BI (TIPOKCH-CEpPBEPa).

9.3.2.1. MapuipyTuzauus UCTOYHUKA

MapmpmiauHs{ HNCTOYHHKA — 3TO MCXAHU3M MapuipyTusaluuu, MmocpeacTBOM KOTOPOIO
IIyThb K MAalIMHE-TIOJIYy4YaTCII0 MaKeTa ONPEACIICTCA OTIPABUTEIIEM, a HE MPOMEKYTOUYHBIMHU



MapIIpyTH3aTopaMyu. MapmpyTH3anus HCTOYHHUKA, B OCHOBHOM, UCIIONIB3YETCS AN yCTpaHe-
HUSL IPOOJIEM B CETAX, HO TAKXKE MOKET OBITh MCIIOJIb30BaHA JUIA aTaku Ha XocT. Eciu arakyro-
LKA 3HAEeT, YTO Balll XOCT JIOBEPSET KAKOMY-HUOYIb IPYrOMYy XOCTY, TO MapLIpyTH3aLus HC-
TOYHHMKa MOXKET OBITh HCIOJIB30BaHA JUIS CO3JAaHUs BIIEYATIICHHS, YTO MAKEThl aTaKyOIIEero
MPUXOIAT OT I0BEpeHHOro xocTa. [loaToMy M3-3a Takoi yrpo3sl 6€30IIaCHOCTH MapIIPyTH3aTO-
PBI ¢ GuIbTpalMell TakeToB 0OBIYHO KOH(HUTYPHPYIOTCS TaK, YTOOBI OTBEPIraTh MaKeThl C OMIHEH
MapIIpyTH3aluy HcToYHNKA. [1oaTOMY CcaiT, *enaromuii n30ekars IpodsieM ¢ MapIpyTH3alH-
el ncTouHNKa, 0OBIYHO pa3padaThIBAET MOJUTHKY, B KOTOPOH MX MapIIpyTH3ALMS 3alpelleHa.

9.3.2.2. ®anscudukanus [P-agpeca

Qanscuduranus [P-ampeca nmeer mMecTo, KOrna aTaKyrOIIUH MacKHPYeT CBOK MAIIUHY
MOJT XOCT B CETH 00BEKTa aTakH (TO €CTh MBITAETCS 3aCTAaBUTH IEJIh aTaKH TyMaTh, YTO MaKEThI
MPUXOJAT OT JOBEPEHHOM MAIIMHBI BO BHYTpeHHEH ceTr). [lonnTika B OTHOIICHUN MapIIpyTH-
3allUK [AKETOB JI0JDKHA OBITh YETKOW, YTOOBI MOXXHO ObLJIO KOPPEKTHO MOCTPOUTH 00paboOTKy
MAKeTOB, €CJIN €CTh Mpo0IeMsl ¢ O6e3omacHoCThI0. Heo0X0mumMo 00 beIMHITD ayTEeHTH(DHKAIINIO
Ha OCHOBE ajJpeca OTHPABUTENS C APYTHMMHU CIOCO0aMH, YTOOBI 3alllUTUTh BAIly CETh OT aTak
moI00HOT0 poJa.

9.3.3. TUIIbI MEKCETEBBIX DKPAHOB

CyliecTByeT HECKOJIBKO pa3lIMuHbIX peain3aluii OpaHaMaydpoB, KOTOpPbIE MOTYT OBITh
CO3JaHbl pasHbIMK ImyTsiMH. Jlanee OymeT NpHUBeJeHA KpaTKas XapaKTepHCTHKa HECKOJIbKHX
ApXHUTEKTyp OpaHAMay’poB M HMX IPUMEHHUMOCTb K CpellaM C HHU3KHM, CPEAHUM U BBICOKHM
pHCKaM.

9.3.3.1 lllmto3b1 ¢ puiIbTpanmeii nakeToB

MeskceTeBble 3KpaHbl ¢ QUIbTpAIMEil MAKETOB MCIOIB3YIOT MapIIPyTH3aTOPhI C MPABU-
naMu (QUIBTPAIMU NAKETOB JUIS MPEIOCTABICHUS WM 3alpPEIIeHUs] JOCTYIa Ha OCHOBE ajpeca
OTIIPaBUTEIN, apeca Nmoiydaress U mopra. OHU 00ecreurnBalOT MUHUMAIBHYIO 0€3011aCHOCTh
3a HU3KYIO 1IEHY, 1 3TO MOXET O0Ka3aThCs MPUEMJIEMBIM ISl CPE/ibl C HU3KUM pUCKOM. OHH SIB-
JISIFOTCST OBICTPBIMHU, THOKMMU U TIpo3pauHbiMy. [IpaBuia GUIbTpaluu 4acTo HEJIerko aaMHUHH-
CTPUPOBAaTh, HO UMEECTCS P CPEACTB U1 YIPOILUECHUS 3a4a4d CO3MaHUs U IOAJEp KAHUA IIpa-
BHII.

[Imr0361 ¢ pHIIBTpaIell IMEIOT CBOM HEJIOCTATKH, BKITFOUAS! CIICTYIOIIUE:

e ajpeca ¥ MOPTHI OTIPABUTENS U IMOTydaTelsl, coepKalumecs B 3aroioBke [P-makera, —
eIMHCTBCHHAST MH(GOpMAIHS, OCTYIHAs MapIIpyTH3aTOpy NPU MPHHATHH DPELICHUS: pa3pe-
IaTh WIK 3alpeIiaTh T0CTyI Tpaduka BO BHYTPCHHIOKO CETh;

e OHH He 3amumarT oT panscuduranuu IP- m DNS-anpecos;

® ATAaKYIONIUHA MOJYYUT JOCTYI KO BCEM XOCTaM BO BHYTPEHHEW CETH IMOCJE TOro, Kak
eMy OBUI IpeOoCTaBIIeH NocTyl MD;

® yCWIEHHas ayTeHTU(HKALUS MOJb30BATENs HE MOIICPKUBACTCS HEKOTOPBIMH IILITIO-
3amHu ¢ puIbTpaIe maKkeTos.;

® MPAKTHYECKH OTCYTCTBYIOT CPEJCTBA MPOTOKOIUPOBAHMS JOCTYIIA K CETH.

9.3.3.2. [Ipukiansele MUTFO3bI

[IpuxitagHO# NUTIO3 HCIIONB3YET MPOTrpaMMbl (Ha3bIBa€MBIE MPOKCH-CEPBEPaMH), 3aIryc-
KaeMble HAa MD. DTH IpOKCH-cepBepa MPUHUMAIOT 3aIPOCHl M3BHE, aHAIM3UPYIOT X U Iepe-
JTAIOT 0E30MaCHbIC 3aIPOChl BHYTPSCHHUM XOCTaM, KOTOPBIE MPEOCTABIIAIOT COOTBETCTBYHOIIUE
cepBuCHL. [IpuKkiamHbie MUTIO3BI MOTYT OOECIeYUBATh Takue (QYHKIMU, KaK ayTCHTU(DHUKAIHS
0JIb30BaTeJ e U MPOTOKOJIMPOBAHNE UX JEHCTBUI.

[puxiagHO# NUTIO3 cuUTaeTcs caMbiM Oe3omacHbIM TUIOM MD. TIpu 3TOM OH UMeeT psif
MPEUMYLIECTB:

— MOXeT OBITh CKOHDUTYPUPOBAH KaK €IMHCTBEHHBIN XOCT, BUANMBINA U3 BHEIIHEH CETH,
YTO NOTPeOyeT OCYIIECTBIATH BCE BHEIITHAE COSANHEHHS Yepe3 HeTo;

— JCIIONIb30BaHME MPOKCH-CEPBEPOB IS PA3IMYHBIX CEPBUCOB MPEIOTBPAIIACT MPSIMOI
JIOCTYI K 9THM CEPBHCAM, 3allIMIIasi OT arak HeOe30MacHbIe WK IJI0X0 CKOH(MHUTYPUPOBAHHBIE
BHYTPEHHHUE XOCTHI;

— € MOMOIIBIO MPUKIAIHBIX [III030B MOXET ObITh peajn30BaHa YCHICHHAs ayTeHTU(u-
Kalys;

— TIPOKCH-CEpBEpa MOTYT 00ECIICUMBATh JCTAILHOE MPOTOKOJIMPOBAHUE HA MPUKIIATHOM
YPOBHE.

MesxceTeBble SKpaHbl MPHUKIAJIHOTO YPOBHS JIOJDKHBI KOH(UTYPUPOBATHCS TaK, YTOOBI
BECh BBIXOSNINN TpauK Kazaucs ucxomsumM or M3. Takum oOpa3oM OyaeT 3amperieH mpsi-
MO JTOCTYII KO BHYTPEHHHM ceTsM. Bce BXOISIIue 3ampochl Pa3IMYHBIX CETEBBIX CEPBHCOB,



takux Kak Telnet, FTP, HTTP, RLOGIN, u T.1., HE3aBUCHUMO OT TOT0, KaKOH BHYTPEHHHUH XOCT
3aIpannBaeTcs, TOIHKHBI TPOXOANUTE Yepe3 COOTBETCTBYIOUIHHA MPOKCH-cepBep Ha MD.

[TpuknaaHbie NUTIO3BI TPEOYIOT MPOKCH-CEpBEpa /sl KaXKJoro cepsuca, Takoro kak FTP,
HTTP u T.1., nogaepxkuBaemoro M3. Korga TpeOyemblii cepBUC HE MOAJIEPKUBAETCS TPOKCH,
y OpraHU3alUK UMEETCS TPU BapUaHTa ACHCTBUMN:

® 0TKa3aThCs OT HMCIOJIB30BaHUS 3TOTO CEPBHCA, MOKA IIPOU3BOJHUTENH OpaHaAMaydpa HE
paspaboraet I Hero Oe30macHbIi MPOKcH-cepBep (MHOTHE HOBBIE CEPBHUCHI MMEIOT OO0JIBILIOE
YHCIIO YSI3BUMBIX MECT);

e pa3paboTaTh CBOH NMPOKCH — 3TO JOCTATOYHO CIIOKHAS 3a/ada W JOJDKHA PeIaThes
TOJIBKO TEXHUYESCKHMHU OPTaHU3AIMAMHU, IMEIOIIAMH COOTBETCTBYIOIIHX CIICIIHAIIIICTOB;

® TIPOITyCTUTH CepBHUC depe3 MO — OompmmHCTBO MO ¢ IPUKITaTHBIMH IIITFO3aMH TT03BO-
JISIET MPOIYCKaTh OOJBIINHCTBO CEPBUCOB C MUHIUMAJIBHOHN (PUIBTpAIME TTAKETOB.

Huskuii puck. Korga ams BXOAAIIMX CEPBHCOB BHEUIHEHW CETH HET NMPOKCH-CEpBEpa, HO
TpeOyeTrcst mpormyckaTh ero yepe3 MO, anmunuctparop MD IOIKEH UCIOJIb30BaTh KOH(HUTY-
paLMIO MM «3aIUIATKY», KOTOPasi TI03BOJIMT MCIOJIb30BaTh TPEOYEMBIi CEpBHC.

Cpeonuii-svicokuii. Bece BXosIue CEpBUCHI BHEIIHEH CETH JOJDKHBI 00padaThIBATHCS
npokcu-cepsepoM Ha MD. Eciu Tpebyercs McIoabp30BaHHEe HOBOTO CEPBHUCA, TO €r0 UCIOJIb30-
BaHME JJOJDKHO OBITH 3alpelleHo A0 TeX Iop, MoKa Mpou3BoauTeds MO He pazpaboTaer ais
HEro MPOKCH-CEPBEP U OH He OyAeT MpOoTecTHpOBaH agMuHucTpaTopoM MD. Tonbko mno crenu-
aTPHOMY Pa3pelIeHHI0 PYKOBOJICTBA MOXKHO pa3padaThiBaTh CBOU MPOKCH-CEPBEP HIIH 3aKyIaTh
€ro y APYTHX IPOU3BOIUTEICH.

9.3.3.3. TuOpugHbIC UM CIO0KHBIE TILTIO3HI

I'uOpuHBIe NUTIO36I OOBEIMHSIOT B ceOe /1Ba ONMCAHHBIX BhINIE THIIA MO 1 pealtn3yloT ux
MIOCIIEI0BATENIFHO, @ HE MapaiedbHO. ECiInm OHM COeIMHEHBI MOCIENOBaTENbHO, TO OOIIast
0€301acHOCTh YBEJINYNBAETCS, C APYTOM CTOPOHBI, €CIM MX HCIIOIb30BaTh MapauIeNbHO, TO
o01mast 6e30MacHOCTh CHCTEMBI OyJIET paBHA HauMeHee 0e30IaCHOMY M3 UCIONB3yEeMbIX METO-
JI0B. B cpenax co cpeaHUM U BBICOKMM PHCKOM TMOPHIHBIE IIUTIO3BI MOTYT OKa3aThCs MIEalb-
HOM pean3aiuen.

B Ta611. 9.2 mpuBoasATCS pEHTHHTH M PUCKU 0€30ITaCHOCTH PAa3IMYHBIX THIIOB MO.

9.2. PeiiTUHTH M pUCKH 0€30IACHOCTH MeKCETEBbIX IKPAHOB

Apxurektypa MO Cpena ¢ BP Cpena co CP Cpena ¢ HP
OuibTpalys MakeToB 0 1 4
[TpuknamHbIe TUTFO3bI 3 4 2
I'nGpuHbIE NLTIO3BI 4 3 2

[Mpumeuanue: 4 — peKOMEHIOBaHHBII BapuaHT; 3 — 3 PEeKTUBHBII BapHaHT; 2 — AOMyCTUMBIH Ba-
puaHT; 1 — MUHNMabHas 0e301macHOCTh; () — HelpueMIIeMo.

KOHTpOJ’IbHBIe BOIIPOCHI

1. Ilosicaure nenm nonutuky 6e3onmacHoct B BC.

2. Tlepeuncnute mosica 3ammthl noctyma B UBC. Kakue MeTons! u cpeicTBa 3aIlluTHI B
HUX HUCTIOIB3YIOTCS?

3. IlpeanoxuTe METOABI MAapOJMPOBAHMSA, KOTOPbIE OOECIEUNBAIOT HAJEKHOE yCTaHOB-
JICHUE MTOUTHHHOCTH.

4. Kaxue rpynmsl onepanuii yCTaHOBJICHUS MOITUHHOCTH Bam m3BecTHBI?

5. IlpuBenure Ki1acCU(PHUKALUIO XapaKTEPUCTUK YCTAHOBIICHUS MTOUIMHHOCTH.

6. B uem nmposiBnsiercs MHOroypoBHeBas 3amuTta UBC?

10. 3BAIIIUTA OT UH®OPMAIIMOHHBIX THOEKIUI. BUPYCOJIOTI U

Hnghopmayuonnvie ungpexyuu crenuduueckn OpHeHTUPOBAHBI M 00JaJal0T OIpeseeH-
HBIMH 4€pPTaMH: IIPOTHBONPABHBI (HE3aKOHHBI), CIIOCOOHBI CAMOBOCCTAaHABIMBATHCS M PA3MHO-
KAThCS, a TAKKE UMEIOT ONpe/IeNICHHbI NHKYOAMOHHBIN MEpUoJ] — 3aMeJIEHHOE BpeMs Haya-
J1a IEMCTBHUS.

Wudopmannonnpie MHOEKIMH MMEIOT 3JOHAMEPEHHBIH XapakTep: UX NeHCTBHS MOTYT
UMETh AEeCTPYKTUBHBINA pe3ynbTar (YHHUTOXKEHHsI Habopa JaHHBIX), pexe (u3ndeckoe yHUUTO-
XKeHue (pe3koe BKIIOUCHHE M BBHIKIIOUEHHE AMCKOBOJIA), CIEp)KUBAIoIIee IeHCTBHE (IIeperol-
HEHHE KaHala BBOJA-BBIBOJA, IAMSTH), WIM NPOCTO BHAOM3MEHSIONIEE BIMSHUE HA PadboOTy
IIPOrpaMM.

CaMOBOCCTaHOBIIEHHE W Pa3MHOXXECHHUE TMPUBOAUT K 3apPaXKEHHIO JIPYTUX MPOTPaMM H pac-
IIPOCTPAHEHUIO 1O JINHUSM CBA3H.

3ameUIeHHOE AEHCTBUE MPOSIBISETCS B TOM, YTO PabOoTa MPOrpaMMbl HAYMHAETCS HA OII-



pEIeIeHHBIX YCIOBUAX: JaTa, Yac, NPOJAOJDKUTEILHOCTD, HACTYIUICHHE COOBITHS | T.A.

B 3aBucuMocTu oT MexaHn3Ma AeicTBHSA HH)OPMAIIMOHHbBIE HHPEKIMH IEeISATCS Ha:

Bupyc npencrapiser cobo0it mporpamMmy, KoTopas 00J1a1aeT CIIOCOOHOCTHIO Pa3MHOKATHCS
W CaMOBOCTaHOBIIMBATBCS.

Jlocuueckue 60mObI NPENCTABISIIOT COOOM MPOrpaMMbl WIIM MX YacTH, PE3UAEHTHO HaXo-
msinuecs B IBC u 3amyckaemble BCSKUIA pa3, KOTIa BBIIONHIIOTCS ONPEIeTICHHbIC YCIOBHS.

TposiHcKuil KOHb — 3TO TIPOrPAMMBI, TIOIYYCHHBIC ITyTEM SIBHOTO M3MEHEHHUS WK 100aBIie-
HHS KOMaH] B IPOrPaMMBbI MMOJIB30BATENS U CIOCOOHBIE BMELIMBATHCSA B MpoLecc 00paboTKu
HHPOPMALIUH.

Yepew mipencTaBisieT co00i MmapasuTHBIN MPOIECC, KOTOPHI moTpedisier (HcTomaer) pe-
CYpCBI cUCTeMBI H criocobeH nepemeniatbes B UIBC winu ceT 1 caMOBOCIPOM3BOIUTE KOIIUH.

10.1. KTACCUOPUKAIIUA KOMIIBIOTEPHBIX BUPYCOB

BI/lpyC])l MOXHO pa3AejIMTh Ha KJIACChl 1O CICAYIOIIUM OCHOBHBIM IIPpU3HAKaM:

e cpena oOUTaHUS;

e onepauuonHas cucrema (OC);

e 0COOEHHOCTH aNropuT™Ma paboTHI;

® JIECTPYKTHBHBIC BO3MOKHOCTH.

B 3aBucuMocCTH OT cpedsr 0Oumanus BUPYChl MOKHO pa3feinTh Ha:

— (haiinoBele;

— 3arpy304HBIE;

— MakKkpOBHPYCHI;

— CETEBBIE.

Daiinosvlie upycel MO0 Pa3IMYHBIMU CIIOCOOAMU BHEIPSIOTCS B BBINOJIHsEMbIE (ailiibl,
160 co3naroT (aiibl-IBOWHUKH (BUPYCHI-KOMIIAHBOHBI), TMO0 MCHOJIB3YIOT OCOOEHHOCTH Op-
raHu3anuu QaitnoBoit cuctemsl (link-Bupycer).

3aepyszounvie upycul 3amuchiBalOT ceds muOO B 3arpy304HbBId cekTop aucka (boot-
CEeKTOp), JMOO B CEKTOp, COAEpKallMi CHCTEMHBIH 3arpy3uuk BuHYecTepa (Master Boot
Record), mnbo MeHSIOT yKa3aTelb Ha aKTUBHBIH boot-CeKTop.

Makposupycel 3apaxxatoT (alibl-ZOKyMEHTBl W 3JIEKTPOHHBIC TaOJIMIBI HECKOJIBKUX IO-
MYJISIPHBIX PEIaKTOPOB.

Cemesvle gupycul UCTOIB3YIOT U CBOETO PACIPOCTPAHEHHUS MIPOTOKOJIBI MM KOMAaHIbI
KOMIIBIOTEPHBIX CETEH U 3JIEKTPOHHOM MOYTHI.

CyuiecTByeT 0O0JIBILIOE KOJIMYECTBO COYETaHMH, Harpumep (ailioBo-3arpy30uHble BUPY-
CBI, 3apa)karolue Kak (aiiibl, Tak U 3arpy304HbIE CEKTOpa AUCKOB. Takue BUPYCHI, UMEIOT J0-
BOJIBHO CJIOKHBIM AJITOPUTM pa6OTbl, 4acCTO NPUMCHAIOT OPUTMHAJIbHBIC METO/JAbI IIPOHUKHOBEC-
HUSI B CHCTEMY, HCIIOJIB3YIOT «CTEJIC—» | MOIMMOPPHK-TEXHOJIOTHHU. [Ipyroi nmpuMep Takoro
COYETaHHUs — CETEBOH MAKPOBUPYC, KOTOPHIA HE TOJIBKO 3apaXkaeT peJakTHPyEeMble JOKYMEHTHI,
HO ¥ PacChUIaeT CBOM KOIIMH I10 3JIEKTPOHHOM moyre.

3apaxkaeMasi onepayuonHas cucmema SIBISICTCS BTOPBIM YPOBHEM [IEJICHHSI BHUPYCOB Ha
kiacchl. Kakaplid (aityioBblil miin ceTeBoi BUpYyC 3apakaeT (ailyibl Kakoil-nmnbo oHOM uiM He-
ckonpknx OC — DOS, Windows 95/98/Me/NT/2000/XP, OS/2, UNIX u 1. 1. MakpoBupycsl
3apaxkatoT ¢aitner popmatoB Word, Excel, npyrux npunoxxennit Microsoft Office. 3arpy3ou-
HBIE BUPYCHl OPHEHTHPOBAHBI HA KOHKPETHBIE (POPMAThI PACTIONIOKEHHUS CHCTEMHBIX JaHHBIX B
3arpy304YHbBIX CEKTOPAX JHCKOB.

Cpenu ocobennocmeti aneopumma pabomsi BAPYCOB BRIAEISIOTCS CIIEIyIONIHE:

® PE3UICHTHOCTH;

® HCIIOJIb30BAHHE «CTEICH-AITOPUTMOB;

e camoludpoBaHue U NOIUMOP(PUIHOCTB;

® HCIIOJIb30BaHKNE HECTAHAAPTHBIX IPUEMOB.

Pe3udenmuviii BUpyC 1pyu MHOUIMPOBAHUN KOMIBIOTEPA OCTABIISIET B ONIEPATUBHOM Mams-
TH CBOIO PE3W/ICHTHYIO YacTbh, KOTOpas 3ateM nepexBarbiBaeT odpamenus OC k oObekram 3a-
paKeHHUs M BHEAPSIOTCS B HUX. Pe3neHTHBIE BUPYCHl HAXOIATCS B MAMSTH U SIBIISIFOTCS aKTHB-
HBIMH BIUIOTBH 10 BBIKJIFOYEHHS KOMITbIoTepa win nepesarpyskn OC. HepesuneHTHbIE BUPYCHI
HE 3apa)kaloT MaMsiTh KOMITBIOTEPA M COXPAHSIOT aKTUBHOCTh OrpaHW4eHHOe Bpems. Hekoto-
pble BUPYCHI OCTABISIIOT B ONEPATHBHON MaMATH HEOOJBIINE PE3UACHTHBIC MTPOTPAMMBI, KOTO-
pBIE HE PACIPOCTPAHSIOT BUPYC. Takue BUPYChI CINTAIOTCS] HEPE3UACHTHBIMH.

Pe3uneHTHBIMY MOKHO CUMTAaTh MakKpOBHUPYCBHI, IIOCKOJIBKY OHM TaKXe MPUCYTCTBYIOT B
MaMsATH KOMIbIOTEpa B TE€UEHHE BCEro BpeMeHH paboThl 3apaxkeHHOro penakropa. [Ipu stom
poie OC Geper Ha cebs peAakTop, a MOHITHE «IIepe3arpy3ka OlepalMoHHON CHCTEMBD» TpaK-
TyeTcs Kak BBIXOJI M3 PEJaKTopa.

Hcnonp3oBanue «cmeac»-aieopummos TO3BOISAET BUPYcaM IMOJHOCTBIO WM YacTHYHO
CKpBITh ce0st B cucteme. Hanbomee pacripocTpaHEHHBIM «CTEJICH-alTOPUTMOM SIBIISIETCS TIepe-
xBaT 3ampocoB OC Ha YTEHHE-3aMKCh 3apPAKCHHBIX OOBEKTOB M 3aTEM «CTEJIC»-BHPYCHI THOO



BPEMEHHO JIeyaT HX, JIM0O0 MOACTABIAIOT BMECTO ce0s He3apakeHHble yuacTkd nHdopmanuu. B
cllyqae MaKpOBHPYCOB HauOoJiee IOIyJSPHBIH cHOCOO — 3alpeT BBI30BOB MEHIO IIPOCMOTpA
MaKpOCOB.

Camowugpposanue v noaumopghuunocms UCIONIB3YIOTCS IPAKTUYECKH BCEMU THIIAMH BH-
PYCOB JUIsL TOr0O, 4TOOBI MaKCHMMaJIbHO YCJIOXHUTH IpoLenypy oOHapyxeHust Bupyca. [Toam-
Mopduk — BUpyCH (polymorphic) mocraroyHo TpyAHO IOANAIOTCS OOHAPY)KEHHIO; OHM He
HUMEIOT CUTHATYp, T.€. HE COAEpXKaT HU OJHOTO IOCTOSHHOTO y4acTKa Kojaa. B GosbmimHCTBE
ciyyaeB JiBa 0Opasla OJHOTO M TOTO K€ MOJIMMOP(HK — BUpyca HE OyIyT MMETh HM OJIHOTO
COBIAZEHHs. DTO HOCTHraeTcs MIM(POBAHUEM OCHOBHOIO Tesla BHPYCa M MOIH(UKALMIMH
MIPOrpaMMEBI — pacIIU(pPOBIIHKA.

Pasnmmunble HecmanOapmmuvle npuemvl 4acTO UCIONB3YIOTCS B BHPYcaX JJIS TOTO, YTOOBI
KaK MOXKHO TiyOske crpsrats cebst B siape OC (xak 3to menaer Bupyc «3APA3A»), 3ammTuTh
0T 0OHapy)XEeHUs CBOIO pe3uaeHTHYI0 Kommio (Bupycsl TPVO, Trout2), 3aTpyIHUTH JIeU€HHE OT
BUpYca (HampuMep, noMemaioT cBoro konuio B Flash-BIOS) u T.1.

[To oecmpyxmueHvim 803MONCHOCHAM BUPYCHI MOYKHO Pa3lIelIUTh Ha:

o Oe3Bpe/iHbIe, T.€. HUKAK He BIIMSIONME Ha paboTy KoMmbloTepa (KpoMe YMEHBIIESHHs CBO-
00/1HOH NTaMSITH Ha JAMCKE MPH CBOEM PacIpOCTPAHEHNH);

® HEOIacHbIE, BIMSHIE KOTOPHIX OIPaHNYMBAETCS! YMEHBILIEHHEM CBOOOIHON MTaMATH Ha JINCKE
1 rpaduyecKuMH, 3BYKOBBIMU U TIPOYNMH 3 deKTamu;

® OITaCHBIC BUPYCHI, KOTOPBIE MOT'YT IIPHBECTH K CEPbE3HBIM COOSIM B pab0OTe KOMITBIOTEPA;

® OUCHb ONACHBIC — B AJITOPHTM MX PabOTHI 3aBEIOMO 3aJ0KEHBI ECTPYKTHBHBIEC IPOLIe-
IypHl (BBI3BIBAIOIIHME ITOTEPIO POTPAaMM, YHHUTOKEHHE JaHHBIX, WIIM CIIOCOOCTBYIOLIHE OBICT-
POMY H3HOCY ABMKYIIMXCS YAaCTeH MEXaHU3MOB).

Ilpouue epeonvie npoepammsl. K BpemHBIM NIporpamMMaM IIOMHMO BHPYCOB OTHOCSTCS
TaKXKe «TPOSHCKHE KOHW», «JIoruyeckue 6oMObI», intended-BUpyChI, KOHCTPYKTOPBI BUPYCOB U
MOJIUMOP(PHUK—TEHEPATOPHI.

«Tposinckuil koHwby (102uteckue 6omoObl) — ITO MPOrpaMma, HaHOCSILIAs Kakue-I1nbo pas-
pYIINTETbHBIE IEHCTBUS B 3aBUCHMOCTH OT OIIPE/EIICHHBIX YCIOBHI MM MPH KaXKJIOM 3aITycKe,
YHHYTOasi MH(pOpMALMIO HA UCKaX, «IPUBOAALIASH) CHCTEMY K 3aBHCAHMIO U T.N. BosbimH-
CTBO H3BECTHBIX MH(EKIMH Takoro poja MOAJEIBIBAIOTCS MOJ| KaKHe-JIMOO IOJIe3HbIE Ipo-
IpaMMBbl, HOBbIE BEPCHHU IMOIMYJSIPHBIX YTWIUT WIN JOMOJHEHHs: K HUM. O4eHb 4acTo OHHM pac-
cbutarotest o BBS-cTaHmmsaM winm 31eKTpoHHBIM KoH(pepeHImsaM. [1o cpaBHEHUIO ¢ BUpYCaMH
«TPOSIHCKHE KOHM» HE MOIYYaloT MIMPOKOrO PaclpOCTPaHEHHS IO JOCTATOYHO HPOCTHIM IPHU-
YUHAM: OHM JIMOO YHMYTOXKAIOT ce0s BMECTe ¢ OCTAIbHBIMHU JaHHBIMU HA JUCKe, TH0O IeMa-
CKHPYIOT CBOE TIPUCYTCTBHE ¥ YHUUTOXKAIOTCS TOCTPAAABIINM OJIb30BATENIEM.

K «TposiHCKUM KOHSIM» TaKk)Ke MOYKHO OTHECTH «JPOIIIEPh» BUPYCOB — 3apakeHHbIE (aii-
JIbI, KOJ KOTOPBIX IMOAITPABJICH TaKUM o6pa30M, 4YTO U3BECTHBIC BEPCHUU aHTUBHUPYCOB HE OIIpEC-
nensoT Bupyca B (aiine. Hanpumep, daiin mmdpyercs kakuM-In00 CreruaibHbBIM 00pa3om
WIN YTAaKOBBIBAETCS PENKO HCIOJIb3YEMbIM apXHBaTOPOM, YTO HE IO3BOJSIET AHTHBUPYCY
«YBHIIETB) 3apakKeHHe.

Crenyer oTMeTuTh Takxke «3ible myTkm» (hoax). K HUM oTHOCSATCS MpOrpaMmel, KOTOpbIE
HE NPUYHHSAIOT KOMITBIOTEPY KaKoro-Iu0o0 MpsSMOro Bpena, OJJHAKO BBIBOASAT COOOIIEHUS O TOM,
YTO TAaKOH Bpe[ y)kKe MPUUMNHEH, TH00 OyIeT MpUYWHEH MPH KaKUX-TH00 YCIOBHUAX, OO0 Tpe-
OYIPEXKIAFOT MONTB30BaTeNsl O HECYLIECTBYIOIIEH OmacHOCTH. K «31IbIM IIyTKam» OTHOCATCH,
HaIpuMep, MPOrpaMMbl, KOTOPBIE KIIYTar0T» MOJIb30BATENs COOOIIEHUIMU O (POPMATHPOBAHUH
JIMCKa, ONPEACIIAIOT BUPYCHl B HE3apaKeHHBIX (ailyiax, BEIBOAT CTPAaHHBIC BHPYCONOJOOHbBIE
COOOIIEHNS U T.1I.

Intended-6upycei. K Takum BHpycaM OTHOCSTCS IIPOIPaMMBbI, KOTOpPbIE Ha MEPBbIA B3IJISA
SABJIAIOTCSA CTOINMPOUCHTHBIMU BUPYyCaMH, HO HC CHOCO6H]:I PAa3MHOXKATHCA 11O IMPUYNHE OIIHNOOK.
Hanpumep, BUpyc, KOTOPBIH IpH 3apaKeHUH «3a0bIBacT» IOMECTHTH B Havyasio (ailyioB KomMaH-
Iy TIepe/iaun yIpaBiIeHus Ha KOJl BUpyca, JIM0O 3aluchIBaeT B Hee HEBEPHBIH aJpec CBOETO KO-
Jla, 1100 HETPAaBWIIBHO YCTaHABJIMBAET ajpec MepexBaThIBAEMOro IPEphIBaHMS (Y4TO B MOJaB-
JISTFOIIEM OOJIBIIMHCTBE CIIy4aeB 3aBELINBACT KOMIBIOTED) H T.JI.

K xareropun intended-BHpycoB Takke OTHOCSTCS BHPYCHI, KOTOPBIE IO TIPHBEICHHBIM
BBIIIC MPUYMHAM Pa3MHOXKAIOTCS TOJBKO OAWH Pa3 M3 «aBTOPCKOW» KONMUH. 3apa3uB KaKOM-
60 (aiin, OHM TEPSIIOT CIIOCOOHOCTH K TalbHEHIIEMY Pa3MHOKEHHIO.

Koucmpyxmopuvl eupycos — 3T0 yTWIWTA, NpEeAHA3HAUCHHAs U1l M3TOTOBJECHUS HOBBIX
KOMIBIOTEPHBIX BUPYCOB. V3BeCTHBI KOHCTPYKTOPHI BUpYycoB it DOS, Windows u MakpoBu-
pycoB. OHM NO3BOJISIIOT T€HEPUPOBATh UCXOAHBIE TEKCTHI BUPYCOB (ASM-daiisbl), 00beKTHBIE
MOJIYJI W/WJIA HENMOCPEACTBEHHO 3apakKeHHbIE (haiibl.

Hexoropble KOHCTPYKTOpPBI CHAaOXXEHBI CTaHIApTHBIM OKOHHBIM HHTepdeiicoM, MOo3BO-
JISIOIIMM TIPY MOMOLIM CHCTEMBI MEHIO BBIOpaTh THII BHpYyca, nopaxaemble o0bexThl (COM
n/wmn EXE), Hanmuue uiamM OTCYTCTBHE CaMOMIM(POBKH, NPOTUBOAEHCTBUE OTJIAJUHKY, BHYT-



PEHHHE TEKCTOBBIE CTPOKH, BBHIOpaTh A(PQEKTHI, COMPOBOXKIAMONINE PaboTy BUpyca, W T. I
[Ipoune KOHCTPYKTOPHI HE UMEIOT HHTep(elica U CUMTHIBAIOT HHOPMALUIO O THIIE BUPYCa U3
KoH(puUrypaunonHoro ¢aiina.

Tonumopuvie eenepamopvl, Kak ¥ KOHCTPYKTOPBI BUPYCOB, HE SIBIISIOTCS BHpYCaMiu B
NPSIMOM CMBICJIE ITOTO CJIOBA, MOCKOJIBKY B MX QJTOPUTM HE 3aKJaJbIBarOTCS (DYHKLMH pas-
MHOXKEHHS, T.€. OTKPBITHSA, 3aKPBITHS W 3alUCH B (ailyibl, YTEHNUSI W 3alUCH CEKTOPOB U T..I.
I'naBHO¥ (yHKIMEH TOK00HOTO poa MporpamMmm sBJsieTcsl rQpoBaHue Tena BUpyca 1 reHepa-
LUl COOTBETCTBYIOIIET0 paciin(poBIIHKa.

Peszuoenmuvie supycer. Tlog tepmuHoM «pe3uneHTHOCTE» (DOS'oBekmii Tepmua TSR —
Terminate and Stay Resident) moHmMaeTcs crmocoOHOCTh BHPYCOB OCTAaBJIATH CBOW KOIHH B
OTIEPAIIMOHHON CHUCTEME, MePEeXBAThIBATh HEKOTOPBIE COOBITHS (HampuMmep, oOpaieHus K daii-
JaM WIM JUCKaM) M BBI3bIBATh NPH 3TOM MPOLEAYPHI 3apa)keHHs OOHAPYKEHHBIX OOBEKTOB
(daitnoB u cektopoB). Takum 00pa3oM, pe3uAECHTHBIC BHPYCHI aKTHBHBI HE TOJBKO B MOMEHT
paboThl 3apak€HHOW MPOrpaMMBbl, HO M MOCJIE TOTO KakK MporpamMMa 3aKOHYHIIAa CBOIO padoTy.
Pe3I/I[leHTH])Ie KOIMIMU TaKUX BUPYCOB OCTAIOTCH )KI/I3H€CHOCO6HI)IMI/I BILIOTH 10 oqepe)lHof/i ne-
pe3arpys3KH, Jake €CiIM Ha JIMCKE YHUYTOXKEHBI BCE 3apakKeHHbIE (haiibl.

Honumopghuk-eupycamu SIBASIOTCS Te, OOHApYKEHNUE KOTOPBIX HEBO3MOXKHO (MM KpaiiHe
3aTPyJHHUTEIHLHO) OCYIECTBUTDH IIPH MOMOIIM TaK Ha3bIBAEMBIX BHPYCHBIX MAacOK — y4acTKOB
MOCTOSTHHOTO KOJ1a, CTIeIM(UYHBIX TSI KOHKPETHOTO BUpYca. JlocTUraercst 3To IByMsi OCHOBHBIMHU
criocobamu — mH(pOBaHUEM OCHOBHOTO KOJja BHPYCa C HEMTOCTOSHHBIM KJIFOYOM M CITyYalHBIM
Ha0OpOM KOMaHA pacIIu(POBIIMKA MK N3MEHEHHEM CaMOTO BBIITOJIHIEMOT0 KOa BHpYyca.

Yposuu norumopgusma. CymecTtByer neneHne nonmMop(uK-BIPYCOB HAa YPOBHH B 3aBH-
CHUMOCTH OT CJIO’KHOCTHU KOJja, KOTOPBIM BCTPEUAETCsl B pacIIM(pPOBIIMKAX ITUX BUPYcOB. Takoe
JIeNICHuE BIEpBbIE Npeanoxmi Jokrop Anan ColoMoH, depe3 HEKoTopoe Bpemsi BeccennH
BoHuyeB pacuvpun ero.

VYposenv 1. Bupycsl, KOTOpblE UMEIOT HEKOTOPbIH HAOOp pacIIM(POBIINKOB C MOCTOSH-
HbIM KOJOM U IIPpU 3apaXKCHUU Bbl6l/lpaIOT OJUH N3 HUX. Takue BUPYCHI ABJIAIOTCA IMOJYIIOJIN-
MoOp(QHKaMH U HOCAT TaKke HazBaHHe onuromop¢uk (oligomorphic).

VYposens 2. PacmmmdpoBiiuk BUpyca COIEpXUT OJHY WIIM HECKOJIBKO ITOCTOSIHHBIX MHCT-
PYKLUI, OCHOBHAS JK€ €r0 YacTh HEIIOCTOSIHHA.

VYposenv 3. PacummdpoBIIUK COACPKUT HEUCIIONB3YeMbIe HHCTPYKIHUK Mycop Tuna NOP,
CLL STl u T.a.

Yposens 4. B pacmmudpoBImKe UCTIONB3YIOTCS B3aMMO3aMEHIEMblE HHCTPYKIIMU U U3Me-
HEHUE TIOpAIKa CIeN0BaHMA (IEPEeMEIINBAHNE) MHCTPYKLHMH. ANTOpUTM pacum(poBKH HpPH
3TOM HE U3MEHSETCS.

Yposens 5. Ncrionb3yloTcst Bce MEpEdnCICHHBIE BBILIE TPUEMBI, allTOPUTM PACIIN(POBKA
HETIOCTOSIHEH, BO3MOXKHO MTOBTOPHOE IU(POBaHUE KOJa BUPYCa M JJa)Ke YaCTHYHOE LIM(ppPOBa-
HHE caMoro Kojia paciugpoBIIyKa.

Yposenv 6. Permutating-Bupycel. VI3MEHEHHUIO MOJICKUT OCHOBHOM KO/ BUpPYyCa — JICJIUT-
csl Ha OJIOKH, KOTOPBIE ITPU 3apaKEHUH MEPECTABIISIOTCS B IPOU3BOJIBLHOM Iopsiike. Bupyc npu
3TOM ocTaercst paboTocrocoOHbIM. [10100HbIE BUPYCHI MOTYT OBITH HE 3alIU(POBaHbI.

[IpuBenenHoe nenenue He cBOOOTHO OT HEAOCTATKOB, IIOCKOJIBKY ITPOM3BOAUTCS IO €IMH-
CTBEHHOMY KPHTEPHUIO — BO3MOXKHOCTH OOHApY)KMBAaTh BHPYC IO KOIy pacuIM(poBIIUKa IPH
MIOMOIIM CTAHJIapPTHOTO PHEMa BUPYCHBIX MacoOK.

Ecnu mpousBecTH neneHWe Ha YPOBHH C TOYKH 3PEHHS aHTUBHPYCOB, HCIIOIB3YIOIINX
CHCTEMbI aBTOMAaTHYECKOTO pacmnppoBaHust KOJa BUpyca (3MYIIATOPHI), TO JCICHUE HAa yPOBHU
OyzeT 3aBHCETb OT CIIOKHOCTH 3MYJISIIMHU KoJia BUpyca. Bo3MokHO, 601ee 0ObEeKTHBHBIM SIBJISI-
eTcs JIeNICHNe, B KOTOPOM ITIOMUMO KPUTEPHUsS BUPYCHBIX MACOK y4YacTBYIOT U JpyTrHe Mapamer-
pBI:

1. CreneHp CIOKHOCTH MOMMMOP(UK-Koza (IPOLIEHT OT BCEX MHCTPYKIMI mpolieccopa, Ko-
TOPBIC MOT'YT BCTPETUTHCS B KOZIE pacuindpoBIIyKa).

2. Vicnonp30BaHUE aHTU3MYIIATOPHBIX IPUEMOB.

3. ITocTosHCTBO anropuTMa pacuudpoBInuKa.

4. IToCTOSIHCTBO JUTMHBI pacuIn(POBILIHKA.

10.2. IPO®UJIAKTUKA U JEYEHUE HHO®OPMAIIMOHHBIX UHO®EKIIUIA ITIPOrPAMMBI
OBHAPY)XXEHUSA U 3AIIATHI OT BUPYCOB

Jnst oOHapy)keHHUs, YAaJIeHHS W 3aIllUTHl OT KOMIIBIOTEPHBIX BHPYCOB pa3pabOTaHO He-
CKOJIBKO BHJIOB CIIEIMANIBHBIX MPOTPaMM, KOTOPBIE ITO3BOJISIOT OOHAPYKUBATh U YHHUTOXKATh
BUpYCHI. Takue mporpaMMbl Ha3bIBAIOTCS AHTUBUPYCHBIMU.

Paznuyator cienyromue Buabl aHTUBUPYCHBIX Iiporpamm (puc. 10.1):

AHTHUBHPYCHBIE ITPOI'PAMMBbBI

I[eTeKTopr| | Joxropa | | PeBI/I30pLI| |MOHHTOpLI | |BaKLII/IHLI |




Puc. 10.1. Buasl aHTHBHPYCHBIX IPOrPaMM
— IPOrPAMMBI-IETEKTOPHI;
— TPOTpaMMBI-IOKTOpa WiH (aruy;
— TPOrpPaMMBI-MOHUTOPHI (PEBU30PHI);
— NIpPOrpaMMmbl (GpUIIBTPBI;
— MPOrpaMMbI-BaKIMHBI UJIM UMMYHHU3aTOPHI.

Ipozpammui-Oemexmopwl (Ckanepwvl) OCYLIECTBISIOT MOUCK XapaKTEPHOU I KOH-
KPETHOTO BHpPYCa IMOCIICAOBATEILHOCTH OaTOB (CUTHATYPHI BUPYCa) B OTIEPATUBHON TTaMsI-
TH ¥ B (ailyiax ¥ Ipu 0OHapyXEHUH BBIJAIOT COOTBETCTBYIOMIee coodmenne. Hemocrarkom
TaKUX aHTUBUPYCHBIX MPOTPaMM SIBIISIETCS TO, YTO OHH MOTYT HAXOJAUTh TOJBKO T€ BUPYCHI,
KOTOPBIE U3BECTHBI pa3paboTUHKaM.

Bo MHOrMX CKaHepax HCIOJb3YIOTCS TaKKe alrOPUTMbI IBPUCTHYCCKOTO CKAHUPOBAHHUSI,
T.e. aHaJM3 MOCJIEeOBATEIbHOCTH KOMaH/ B MpoBepsieMOM 00beKTe, HabOop HEKOTOPOH CTaTH-
CTHKU W TPUHATHE PEIICHUs («BO3MOXKHO, 3apaKeH» MM «HE 3apajkeH») JJIsi KaKIOoro HpoBe-
psAEMOro 00BbeKTa.

K JocTonHCTBaM CKaHEPOB OTHOCHUTCS UX YHHBEPCAIBHOCTh, K HEJOCTaTKaM — pa3Mepbl
QHTUBUPYCHBIX 0a3, KOTOpbIE CKaHEpaM HPHXOJMTCS «TacKaTh 3a CO00I», U OTHOCUTEIBHO He-
00JIbIIIast CKOPOCTH ITOMCKA BUPYCOB.

Ipozpammui-ookmopa nnn ¢dary, a TakKe MPOrpaMMbI-BaKIIMHbI HE TOJBKO HAXOJT 3a-
pakeHHBIE BUpYycaMu (aiiibl, HO U «IedaT» X, T.€. yAaJsI0T U3 (aiia TeJo NporpaMMbl BUPY-
ca, Bo3Bpamas (aiibl B HCXOIHOE COCTOsHUE. B Hawane cBoeil paboThl (haru MIryT BUPYCH B
OTEPATUBHOW MaMSTH, YHHUYTOXAasl UX, U TOJIBKO 3aTe€M HEePEXOMAT K «ieueHHo» ¢aiiion. Cpe-
i (aroB BIACTSIIOT TONUGard, T.e. MPOrPaMMBbI-JI0KTOpa, MpeJHA3HAYCHHBIE ISl [MOUCKA U
YHHYTOXKEHHUS OOJIBILIOr0 KoJimyecTBa BUpycoB. Hanbonee n3BecTHpIME mosiudaraMmu siBIsIFOTCS
nporpammbl Aidstest, Scan, Norton AntiViris u Doctor Web.

IIpoecpammui-pesusopvr (CRC-cranepvl) OTHOCATCS K CaMbIM HAJEKHBIM CpPEICTBAM 3a-
muThl 0T BUpycoB. [Ipunnun padotsr CRC-ckanepoB ocHoBaH Ha noacuere CRC-cymm (koH-
TPOJIBHBIX CYMM) JJIsl MIPUCYTCTBYIONIMX Ha AUCKe (haisoB/cucteMHubix cekTopoB. Ot CRC-
CYMMBI 3aT€M COXPaHSIOTCS B 0a3e JaHHBIX aHTHBUpYCA, KaK, BIIPOYEM, U HEKOTOpas Jpyras
nHpopManus: JUIMHBI (aiiioB, JaTel X nocieaHe Mogudukanuu u T.4. [Ipn nocienyromem
3anycke CRC-ckaHepsl cBepsIOT JlaHHBIE, cojepikalnuecss B 0a3e JaHHBIX, C PEaANbHO HOACYH-
TaHHBIMU 3HaueHusMH. Ecin nundopmanus o ¢aiine, 3anucannas B 0a3e JaHHBIX, HE COBIAACT
¢ peanbHbIMU 3HaueHUsIMH, TO CRC-CKaHepsl CUTHAIM3UPYIOT O TOM, YTO (aiii ObIT H3MEHEH
WK 3apaXKEH BUPYCOM.

CRC-ckaHepbl, UCIIONIb3YIOIINE «AHTHCTEICH-aJTOPUTMBbI, SBISIFOTCS IOBOJIBHO CHIIBHBIM
Opy’XueM IpOoTUB BHUPYcoB: mpakTrdecku 100 % BHPYCOB OKa3bIBAIOTCS OOHAPYKEHHBIMHU MTOY-
TH cpasy Moclie UX MOsBJICHHs Ha KoMmibloTepe. OHAKO Y ATOTO THIIA aHTHBUPYCOB €CTh BPOXK-
JICHHBIN HEIOCTATOK, KOTOPBI 3aMETHO CHIXKAET UX 3(PPEKTUBHOCTh. DTOT HEAOCTATOK COCTO-
ut B ToM, 4to CRC-cKaHepsl He criocoOHBI NOMMATh BUPYC B MOMEHT €ro IOSIBJICHUS] B CUCTe-
Me, a JeJNaloT 3TO JMIIb Yepe3 HEKOTOPOe BpeMs, yXke IMOCie TOro, Kak BUPYC Pa3OLIENCs 10
komrbioTepy. CRC-ckaHepbl He MOTYT I€TEeKTHPOBATh BUPYC B HOBBIX (haiiiax, MOCKOJIBbKY B HX
6azax JaHHBIX OTCYTCTBYeT MH(popmaims o0 3tux ¢aiinax. bosee Toro, meproanyeckn moss-
JISIFOTCSL BUPYCHI, KOTOPBIE HMCHOJB3YIOT 3Ty «cyadbocts» CRC-ckaHepoB, 3apa)aroT TOJBKO
BHOBB co31aBaeMble (aiiiel u octaroTcs HeBumuMbIMH it CRC-ckanepoB. K uwmcmy mpo-
TpaMM-pEeBU30POB OTHOCHUTCS, Hampumep, u3BecTHas B Poccum mporpamma ADinf ¢upmer
«Jlnanor-naykay.

Anmugupychvle MOHUMOPbI — 3TO PE3UJISHTHBIE TIPOrPAMMBI, NIEPEXBATHIBAIOIINE BUPYCO-
OMacHBIe CHUTyallud M cooOImaroniie 00 3ToM monb3oBaTenio. K BHPyCOOMacHBIM OTHOCSATCS
BbI3OBbI Ha OTKPBITUE IJIA 3aIllUCHU B BBLIIIOJIHACMBIC (l)aﬁ.]'l]:l 3allMChb B 3arpy304YHLIC CEKTOPbI
JUCKOB HUJIH MBR BHUHYCCTEPA, IMOMBITKU MPOrpaMM OCTATbCA PE3UACHTHO U T.A., T.C. BBI3OBHI,
KOTOpPBIE XapaKTEPHBI IJI1 BUPYCOB B MOMEHTBI X Pa3MHOXKEHHS.

K nocronmHCTBaM MOHHUTOPOB OTHOCHUTCSI MX CHOCOOHOCTH OOHAapyXHBaTh M OJIOKHPOBATH
BUpPYC Ha CaMOM paHHEH CTaJuK €ro pa3MHOXKEHHMsI, YTO, KCTAaTH, ObIBAET OYEHb IOJIE3HO B CIIy-
Yasx, KOIr/la IaBHO M3BECTHBIM BUPYC IOCTOSIHHO «BBINOJI3a€T HEM3BECTHO OTKyna». K Hemoc-
TaTKaM OTHOCSITCSI CYILIECTBOBaHHE MyTel 00X0/Ja 3alUThl MOHHTOPA U OOJBIIOE KOJIUIECTBO
JIOXKHBIX CpabaThIBaHUM.

Baxyunsl Wi umMmyHu3amopul — 3TO Pe3UACHTHBIC MPOTPAMMBI, MPEJOCTABISIONINE 3apa-
xeHue (aiiiioB. BakIMHBI MPUMEHSIOT, €CIM OTCYTCTBYIOT IIPOTPAMMBI-JOKTOPA, «JIeUalHe
9TOT BUpyc. IMMyHH3aTOpBI JEJSITCS HA JBa THIA: KIMMYHH3aTOPBI, COOOLIAIOIINE O 3apaxe-
HUH, 1 IMMYHU32TOPBI, OJIOKUPYIOLIHE 3apaeHre KakuM-1100 TurnoM Bupyca. [lepbie 00bIu-
HO 3alMCHIBAIOTCS B KOHEI[ (aityioB (1o mpUHIUIY (haiioBOro BHpyca W NpH 3amycke Qaiiaa
KaX/Iblil pa3 NpOBEPSIIOT €ro Ha u3MeHeHne. HegoctaTok y Takux MMMYHH3aTOPOB BCETrO OJIMH,
HO OH JIeTaJICH: a0COJIIOTHAsI HECIIOCOOHOCTh COOOIIUTH O 3apakKeHHH «CTeic»-BupycoM. Ilo-



3TOMY TaKkue MMMYHH3aTOPHI, KAK 1 MOHUTOPHI, MPAKTHYECKH HE HCIOIB3YIOTCA B HACTOSIIEE
BpeMsL.

Bropoii Tun MMMyHH3aUU 3alIMIIAET CUCTEMY OT MOPAKEHUSI BUPYCOM KaKOIro-TO OIpe-
JeneHHoro Bujaa. Maiinbl Ha TUCKaX MOIU(PHULIUPYIOTCS TAKUM 00pa3oM, YTO BUPYC PUHUMAET
HX 3a YK€ 3apaKCHHbIC. I[J'lﬂ 3allIUTBI OT PE3UACHTHOI'O BHUpPYCa B NaMATh KOMIIBIOTEPA 3aHO-
CHUTCSl IpOrpamMMa, UIMHUTHPYIOIAsl KOIIMIO BUpYCa, NPH 3allyCKe BUPYC HATHIKAETCSl HAa HEe U
CUUTAET, YTO CHCTEMA YK€ 3apakeHa.

Kauecmeo anmusupycnou npozpammul ONPENEISIETCS MO CISTYIOUUM MO3UIUSIM, TIPUBE-
JICHHBIM B TOPsIKE YOBIBAHUS MIX BaXKHOCTH:

1. HagexxHocTh 1 yIOOCTBO pabOTHI — OTCYTCTBHE 3aBHCAHUMA aHTUBUpPYCA U MPOYUX TEX-
HUYECKUX MPoOIIeM, TpeOYIOMHX OT MOIB30BATENS CIICIIHATBHOMN ITOATOTOBKH.

2. KagectBo oOHapyXeHHsI BHPYCOB BCEX DPACIPOCTPAHEHHBIX THIIOB, CKaHWPOBAaHHE
BHYTpHU (aitnoB mokymenrtos/rabmui (MS Word, Excel, Office), ynakoBaHHBIX U apXHUBHPO-
BaHHBIX (aitnoB. OTCYTCTBHE «IOKHBIX CpadaThiBaHU». BO3MOXKHOCTD JieueHHs 3apasKeHHBIX
00BEKTOB (J1s1 CKAHEPOB — MEPHOANYHOCTD ITOSIBJICHUS] HOBBIX BEPCHH, T.€. CKOPOCTh HACTPOM-
KU CKaHepa Ha HOBbIE BUPYCHI).

3. CymecTBoBaHHE BEpCcHi aHTHUBHpYca NOA Bce momyisipHsle miardopmsl (DOS, Win-
dows 95/98/NT/Me/2000/XP, Novell NetWare, OS/2, Alpha, UNIX, Linux u T. 1.), IpUCYTCT-
BHUE HE TOJIHKO PEKUMA «CKAaHWPOBAHUE I10 3aIPOCY», HO U KHAJIETY».

KOHTpOJ’IbeIe BOIIPOCHI

1. [Jaifre xaccudpuranuo nHHOPMAIHOHHBIM HHPEKITHSIM.
2. VYKaXuTe MEPOIPHUATHS N0 3alUTE HHPOPMAIMU OT BUPYCOB.
3. Uewm ompenensercsi KaueCTBO aHTUBUPYCHOM IPOrpaMMBbI?



3aknroyeHue

Lenp Mepornpusatuii B 06gactu HHGPOPMAIMOHHON 0€30IaCHOCTH — 3aIUTUTh WHTEPECHI
cyObekTOB MHGOPMAIMOHHBIX OTHOIIEHWH. MHTEpecsl 3T MHOrooOpa3HbI, HO BCE OHHM KOH-
LEHTPUPYIOTCSL BOKPYT TPEX OCHOBHBIX aCHEKTOB: JOCTYIIHOCTb, LEIOCTHOCTh, KOH(HIECHIH-
aNMbHOCTb.

IlepBsrit mar npu noctpoenuu cuctemsl b opranmzanuy — paHxupoBaHHe U JeTalu3a-
LU 3TUX ACIEKTOB.

Baxnocts npodiemarnku b o0bsicHseTCS ABYMsI OCHOBHBIMH PUYNHAMHU:

— ILIEHHOCTBIO HAaKOIUIEHHBIX HH(OPMAIIMOHHBIX PECYPCOB;

— KPHUTHYECKOH 3aBHCUMOCTBIO OT HH(POPMANMOHHBIX TEXHOJIOTHH.

Pazpymenne BaxxHOM mH(pOpManny, Kpaxa KOH(OUACHINAIBHBIX AaHHBIX, IIEPEPBIB B pa-
00Te BCIIEACTBHE OTKa3a — BCE 3TO BBHUIMBAETCS B KPYIHBIC MaTepUalbHbIC MOTEPU, HAHOCUT
yiep6 permyTannuy OpraHu3aliH.

CoBpeMeHHbIe HHYOPMALMOHHBIE CHCTEMBI CIIOXKHBI U, 3HAUUT, ONIACHBI yXKE CaMH IO ce-
Oe, naxxe Oe3 ydera aKTUBHOCTH 3JI0yMBIIUICHHUKOB. [10CTOsIHHO 00HApYKNBAIOTCSl HOBBIC YSI3-
BUMbIE MECTa B IIPOrpaMMHOM oOecriedeHuH. [IpuxoauTcst MprHUMaTh BO BHUMAaHUE YPE3BbI-
Yai{HO IIMPOKHUI CIIEKTp aIllapaTHOro M IPOrpaMMHOT0 00ECIeYeHUsI, MHOTOYHCIICHHBIE CBSI3H
MEXKIY KOMIIOHCHTaMH.

VYcnex B obnactn MHGOPMAIIMOHHONW 0€30I1aCHOCTH MOXKET NMPUHECTH TOJIBKO KOMILIEKC-
HBII MOAXOJ], COYETAIOIIMUI MEpBI YETHIPEX YPOBHEH: 3aKOHOAATENBHOIO, aAMUHUCTPATUBHOTO,
IPOLELYPHOTO, IPOrPaMMHO-TEXHHYECKOTO.

3aKOHOATENbHBIH YPOBEHb SBIACTCA BaKHEHIIUM Al oOecrieueHHs MH(GOPMAIIMOHHON
6e3omacHocT. HeoOXoauMo BCSYECKH MOJUEPKUBATh BKHOCTH mpobiems! 1b; ckoHneHTpH-
pOBaTh pecypchl Ha BRKHEWIIMX HAINPABJICHHUAX HCCIECAOBAHUI; CKOOPIAMHHPOBATH 00pa3oBa-
TEJIbHYIO JIESTEIbHOCTD; CO3/aTh U INOJAEPKMBATH HETaTHBHOE OTHOIIECHWE K HAPYIIUTEIAM
Wb. Ha 3akoHOaTeNFHOM yPOBHE 0CO00€ BHUMAHHE 3aCIyKUBAIOT IIPABOBBIEC aKTHI U CTaHIAP-
THI.

Poccuiickue mpaBoBbie akThl B OOJNBIIMHCTBE CBOEM HMEIOT OTPAaHUYUTENBHYIO HampaB-
sneHHOCTh. K ToMy e B 3aKOHax He MpeAyCMOTpeHa OTBETCTBEHHOCTh TOCYJJapCTBEHHBIX Opra-
HOB 3a HapymieHus Vb. PeansHocTh TakoBa, yto B Poccuu B nene obecnieuenus Vb Ha momonip
roCyZiapcTBa PacCUUTHIBATH HE NMPHUXOAUTCs. Ha 3ToM (oHe MoydnTenbHBIM SBISIETCS 3aKOHO-
narenbctBo CIIA B o6mactu UB, koTopoe ropas3no oOmmpHee 1 MHOTOTPaHHEE POCCUICKOTO.

Cpenu crarmapToB BeImersioTcs «OpamkeBas KHura», pekomeHnammu X.800 n «Kpurepun
OLICHKH 0€3011acHOCTH HH(OPMAIIIOHHBIX TEXHOJIOTHID.

Mesxayrapoassiii ctangapt ISO 15408, m3BecTHBIN Kak «OO0Mmue KPUTESPUNY, PEaTH3yeT
COBpPEMEHHBIN MMOIXO, B HEM 3a()UKCHPOBAH YPE3BBIYAWHO IIMPOKHUHA CIIEKTP CEPBHCOB 0e€30-
nacHocTH. Ero mpuHsTHE B KadecTBE HALMOHAIBHOIO CTAaHJApTa Ba)KHO HE TOJNBKO M3 abCT-
PaKTHBIX COOOpaXKeHWH MHTErpallid B MHPOBOE COOOIIECTBO; HO M CYILIECTBEHHO PAaCUIMPHUT
CHEKTp JOCTYIHBIX CEPTHMOUIMPOBAHHBIX PEILICHHUH.

I'naBHas 3ajaua Mep aJIMUHHUCTPATUBHOTO YPOBHS — COPMHUPOBATH IIpoOrpamMmy pador B
00sactu HGOPMAIIMOHHOW 0€30IaCHOCTH M 00ECIICUUTh €€ BBIMOJIHECHHUE, BBIACIAS HEO0XO0I1-
MBI€ PECYPCHI U KOHTPOJIUPYS COCTOSIHUE AET.

OCHOBOI1 NPOTpaMMBI SIBIISIETCS TTOJIMTHKA OE30MaCHOCTH, OTPaXKaroIiasi MOAX0/1 OpTraHH-
3aIMH K 3aIUTE CBOMX HH(POPMAIIMOHHBIX aKTHBOB.

Pa3paboTka MOIUTHKH U MIPOTPaMMBbI OE30MaCHOCTH HAYMHAETCS ¢ aHAIN3a PHCKOB, HeEp-
BBIM 3TaIllOM KOTOPOTO, B CBOIO OYEpE/b, IBISIETCS 03HAKOMIICHHE C HanboJee pacipocTpaHeH-
HBIMH yTPO3aMH.

I'maBHBIE yrpo3bl — BHYTpeHHss cioxHOCTh MC, HemperHaMepeHHbIe OMIMOKHM IITaTHBIX
MI0JIb30BATENEH, ONEepPaTOPOB, CUCTEMHBIX aJMUHHCTPATOPOB U APYIUX JHL, 0OCITy>KHBAIOLINX
WH(OpPMAIIMOHHBIE CUCTEMBI. PealbHyI0 OMacHOCTh MPEICTABISIOT MOXKAPhl U JIPyTHe aBapuu
MOJ/IepKHUBAIOILEH HHPPACTPYKTYPHI.

st monapnsroniero OOJBIIMHCTBA OpraHU3alril JOCTATOUYHO OOIIEero 3HAKOMCTBA C PUC-
KaMH; OpHEHTAIMsI Ha THIIOBbIE, allpOOMpPOBaHHbIE PEIICHHS ITO3BOJMUT OOECIeUnTh 0a30BBII
yYpOBeHb 0€30IaCHOCTH NPH MUHMMAIBHBIX MHTEIUIEKTYAIBHBIX M PasyMHBIX MaTepHaJIbHBIX
3arparax.

Bbe3omacHOCTE HEBO3MOXKHO T00ABHUThH K CHCTEME, €€ HYXKHO 3aKJIaIbIBaTh C CAMOTO Hada-
J1a ¥ TTOJLAEPKUBATH IO KOHIIA.

Meps! nIpolIelypHOTO YPOBHSI OPUCHTHPOBAHBI Ha JIFOZCH (2 HE Ha TEXHUIECKUE CPEJICTBA)
U TIOJPa3/eNISIOTCS Ha CICAYIOLINE BUIBL: YIIPaBICHNUE IEPCOHANIOM, (pru3nyecKkas 3alunTa, mojl-
JepKaHne paboTOCTIOCOOHOCTH, pearnpoBaHUe Ha HAPYIICHUS peXuMa 0e30IacHOCTH, IUIaHU-
POBAaHUE BOCCTAHOBUTECIIbHBIX pa60T.



Ha 5TOM ypOBHE NMPUMEHUMBI Ba)KHbIC MPHUHIMITBI OE30MACHOCTH: HENPEPHIBHOCTD 3allH-
ThI B IPOCTPAHCTBE ¥ BPEMEHH, pa3ieicHUue 00s3aHHOCTEH, MUHUMH3AIIKS IPUBUIICTHA.

HNudopmanronnas 0€30MacHOCT, BO MHOI'OM 3aBHCUT OT aKKyPaTHOI'O BEICHHS TEKYIICH
paboThI, KOTOpasi BKIIFOUYACT: MOMICPKKY MOJIB30BATEIICH, OIICPIKKY MPOrpaMMHOro obecre-
YeHUs, KOH(PUTYpAIIMOHHOE YIpPaBJICHHE, PE3EPBHOE KOMUPOBAHHUE, YIPABICHUE HOCHUTEIISIMHU,
JIOKYMEHTHPOBAHKE, PETIIAMCHTHBIC PaOOTHI.

B 10 ke BpeMst HEOOXOIUMO TOTOBUTHCS K COOBITUSAM HEOPUHAPHBIM, T.€. K HAPYIICHHUSIM
Ub. 3apanee mpoayMaHHas peakiys HA HAPYIICHUS peXUMa OS30IMaCHOCTH IMPECIeayeT TPHU
[JIABHBIC 1IEJIM: JIOKAIW3AlMsl WHIMICHTA ¥ YMEHBIICHHE HAHOCHMOIO BpE/a, BBISIBICHHE Ha-
PYUINTENS, IPEIYTPERKICHNUE TOBTOPHBIX HAPYILICHHUH.

[IporpaMMHO-TEXHUYECKHUE MEPBI, T.€. MEpPbI, HAMPABJICHHbIC HA KOHTPOIb KOMIIBIOTEP-
HBIX CYLIHOCTEH — 000pYyJOBaHMUs, MPOrPaMM /WK AaHHBIX, 00Pa3yIOT MOCIACIHUNA U CaMblii
Ba)XKHBIN pyOex HHPOPMALMOHHON 6€30MaCHOCTH.

Ha stom pyOeke CTaHOBSTCSI OYEBUIHBIMH HE TOJILKO MO3UTUBHBIC, HO U HETATUBHBIE 110-
CIECTBHS OBICTPOrO Mporpecca WHGOPMAINMOHHBIX TEXHOJOrMUA. Bo-NepBhIX, JOMOIHUTEIb-
HBIC BO3MOXHOCTHU MOABJISIKOTCA HE TOJIBKO y CIICLIUAJIUCTOB I10 I/IB, HO U y 3J'IOyMI)ILHJ'leHHl/IKOB.
Bo-BTOpEIX, HHPOPMALTMOHHBIE CUCTEMBI BCE BPEMs MOACPHH3HPYIOTCS, MEPECTPANBAIOTCS, K
HUM JT00aBJSIFOTCS HEJAOCTATOYHO IMPOBEPEHHBIC KOMIIOHEHTHI, YTO 3aTPYIHICT COONFOICHHE
pekrMa 0e30MacHOCTH.

Mepbl 0€30MaCHOCTH LEJIECO00pa3HO pa3/einuTh HAa CICAYIOIIUE BUIBI: [IPEBEHTUBHBIC,
NpersITCTBytolue HapyiieHusm WB; Mepsl oOHapy»KeHUsI HapylICHHI; JOKAIU3YIOUIHUE, Cy-
JKAOIIME 30HY BO3JCHCTBHS HAPYIICHUH; MEpPhI 10 BBIIBICHUIO HAPYIIMTENsS; MEPbl BOCCTA-
HOBJICHUSI peXKnMa 6e30IaCHOCTH.

C npakTHYeCKO# TOYKH 3pEHHs] B&KHBIMH TAKXKE SIBJISIOTCS CJICAYIOIINE MPUHIMITBI apXH-
TEKTYpHOU OE€30MacHOCTH: HEMPEePhIBHOCTh 3alUTHl B MPOCTPAHCTBE M BPEMEHHU, HEBO3MOXK-
HOCTb MHUHOBATh 3alIUTHBIC Cpe[lCTBa; CJICAOBAHUC le/ISHaHHblM CTaH[lapTaM, HUCIIOJIb30BAHUEC
anpoOMPOBaHHBIX PEIICHHU; uepapxudueckas opranuszaius MC ¢ HEOONBIIMM YUCIOM CYITHO-
CTCH Ha KaXJOM YPOBHE, YCHJICHHE CaMOro Ciiaboro 3BeHa; HCBO3MOXKHOCThH IEpexojia B He-
Oc30IacHOe COCTOSIHME; MUHUMHU3AIUS [IPUBUJICTHUI;, pa3lieliecHue 00sS3aHHOCTEH; IICIOHUPO-
BaHHOCTh 00OPOHBI;, pa3HOOOpAa3Ue 3AMIUTHBIX CPEICTB; IPOCTOTA U YIPABISIEMOCTh HH(YOpMa-
IIUOHHOW CHUCTEMBI.

LeHTpanbHBIM ISl TPOTPAMMHO-TEXHHYECKOTO YPOBHS SIBIISICTCS MOHATHE cepBUca 06e30-
MAcHOCTH. B 4KCIIO TAKUX CEPBUCOB BXOJAT: UICHTU(DHUKAIMS U ayTeHTU(DHUKAIHSI, YIIPABICHUE
JIOCTYIIOM, TPOTOKOJMPOBAHKUE U ayJWT, MIKU(PPOBAHUE, KOHTPOJIb LEIOCTHOCTH, SKPAHUPOBA-
HHUE, aHaJM3 3aIIWIICHHOCTH, 00ecredeHne O0TKa30yCTOMYMBOCTH, oOecredeHrne 0e30macHoro
BOCCTAHOBJICHUSI, yIIPABJICHHUE.

OTH CcepBUCHI JIOJDKHBI (DYHKIIMOHUPOBATh B OTKPBITOIM CETEBOIl cpele ¢ pa3HOPOIHBIMHU
KOMIIOHCHTaMH, T.C. 6])ITI) yCTOﬁ‘{HBbIMH K COOTBCTCTByIOH_lI/IM prOSaM, a ux HpI/IMEHeHI/Ie
JIOJDKHO OBITh yJIOOHBIM JIJIsI [IOJIb30BATElIEi U aJMUHICTPATOPOB.

Muccus obecriedeHuss HHOOPMAITMOHHON 0€30IMacHOCTH TPYAHA, BO MHOTUX CIIyYasxX He-
BEIITOJIHUMA, HO BCer/ia OJIaropoiHa.
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Hewucnpasnoctu annapa-

TypBI; COOM CPENCTB U
MEXaHHU3MOB 3aIIUTHI

A

Hocwurenn

COou mporpaMMHBIX CPENCTB

JAHHBIX

A

XuleHne; HECaHKIHO-
HHUPOBAHHOE KOHPO-
BaHHE U CUNTHLIBAHHUE
HOCHUTEJICH TaHHBIX

: W3nyuenus
3AIUTHI; OIIMOKU IPOTPaMM; OmmOKM KOMMY TallH;
cOowu amnmaparypsl; H3ITy4CHUS
U3IyYeHHs
Jluauun
CBA3H
l ‘V\‘/v TepMI/IHaﬂ
> 5BM .| Anmaparypa cBsi3u /
" » ¥ KOMMyTauK
< \
«—
\ TepMuHai

OmubKu onepaTopos;
packKpbITHE MEXaHH3MOB
3allUThl; OTKIIFOUCHHEC
MCXaHHU3MOB 3aIllUThI;
HECaHKIIMOHNPOBAHHBII
JOCTYI K JaHHBIM

He3akoHHOE TTOAKIIOUCHHE,
PacKphITHE COJIEPIKaHUS JaH-
HBIX; aHAJIN3, U3MEHEHUE TIpe-
prBaHI/le IIOTOKAa JaHHBIX,
HHUIAALMIS JTOXKHOI'O COEIH-
HEHHS

MackupoBka 1oj Ipyrore
MOJIb30BATEs; OUIHOKH B
paboTe; pacKphITHE MeXa-
HU3MOB 3aIUTHI, HE3aKOE
HOE UCIIOJIb30BaHHE JaH-
HBIX; KOITUPOBAHUE JTaHHF



IIpaBurenscteo PO

MexBegoMcTBEHHAas KO-
MHCCHS TI0 3aIIUTe TOCY-
JIapCTBEHHOM TalHbI

[Ipesunent PO

Coser 0e3omacHoctu PO

MexBe1oMCTBEHHAs
KOMHUCCHS TI0
nHpopManmoHHOI 6e30-
MaCHOCTH

T'ocynapcTBenHas
Hyma PO

Komurer
110 0€30I1aCHOCTH

[ToAKOMUTET 10 MH-
(hopmaroHHOI 6e30-
MaCHOCTH

TocynapcTBeHHas TexHU4YecKas
komuccus nipu IIpesunente PO

!

Ioapaznenenus [ICU npu
COOTBETCTBYIOIINX CTPYKTYpax

Puc. 3.1. CTpyKkTypa rocyiapcTBeHHbIX OpraHoB o0ecreyeHusi 6€30MacHOCTH

Yrpo3sl 6e3onacHoctn nHpopmanuu B UBC

!

|

Cnyuaiinvie yzpo3ol

IIpeonamepennvie yzpo3ol

Cruxuitasie OeICTBUS U aBapUu

TpaauUMOHHBIA LIMUOHAXK U IU-

BepCUH

C060ou 1 OTKa3bl TEXHUYECKUX
CpencTB

Hecank1uoHnpoBaHHBIN AOCTYT K

nHpOpMAIN

Ommbxu npu pazpadorke KC

9HeKTpOMaFHHTHI;I€ H3JIYYCHUA U

HBIE OLINOKHU

AJNTOPUTMHUYECKHE U IPOTPAMM-

CITYKHBAIOIIIETO TIEPCOHATA

OwmnoOKy noJipb30BaTeneil u 00-

e
HaBOJKH
HecankuyonnpoBanHast MOAU(H-
Kalys CTPYKTYp
WNudopmanmoHHbie HHPEKITIH
[

(BpenuTenbckue mporpaMMel)

Puc. 2.1. Kinaccudukauus yrpo3 no creneHy npeJHaMepeHHOCTH NPOsIBJICHUS

Puc. 2.2. Kanaibl yre4Kd TEXHHYECKHX CPeICTB HH(OPMALOHHBIX CHCTEM




JHupexrop (DIR)

/\

PykoBoaurens
npoekra 1 (PL1)

N

PykoBogutenn
npoexra 2 (PL2)

AN

Crapumii odurep 6e3onacHoct (SSO)

Wmxenep mo Wmxenep no Wmxenep mo Nmxenep mo
MIPOU3BOACTBY 1 KOHTpOIIO 1 MIPOU3BOACTBY 2 KOHTPOJIO 2
(PEY) (QFE1) (PE2) (OF2)
Unxenep Hnxenep

npoekrta 1 (E1)

npoexra 2 (E£2)

‘\/

Wmxenep (ED)

?

Cayxarwuit (E)

a)

Od¢unep 6e3omacuoctu (DSO)

Od¢uuep 6e3omacHocTi
npoekta 1 (PSO1)

Od¢uuep 6e3omacHocTi

npoekta 1 (PSO1)

0)

Puc. 5.9. Ilpumep uepapxuu poJeii (@) 1 vepapXuu aAMUHHCTPATUBHBIX poJieii (0)

Pazpabotunku >
MPOrpaMMHOTO

obecrieueHus <

PazpaboTunku

CHCTEM 3allUThI
[IPOrPaMMHOTO

oOecrieueHust

JleranpHbIC
> M0JIL30BaTEIIN

TecToBbIE IPYIIIBI

3noymuluneHHuKy

Yy

y

\

Yy

3axonooamenvuasn cpeoa
CTHYIO COOCTBEHHOCTh

THKA MOAJIEPIKKHI

Opeanusayuonnas cpeoa:

! 3aIIUTa aBTOPCKUX IPaB, 3aIMTa MPaB MOTPEOHUTEN, 3aIlIMTa IIpaB Ha Ya-

KOHTpOJb pacnpoctpaHeHus [10, yuer neranbHbIX MOnb30BaTeNei, Moiu-

Texuuueckas cpeda: MNPUMEHCHUC TEXHUYCCKUX METOAOB 3alllUThI IIO u araku Ha 3alury, KOMOMHH-
poBaHUC METOA0B, CO3JaHUC U TPUMCHECHNE HOBBIX METOA0OB

DOKkoHoMuUYecKkas cpeda: aHAIN3 BO3MOXKHOCTEH IIEIEBOIO CETMEHTA PBIHKA, aHAJIHW3 BO3MOXKHBIX I10-
Teph OT MUPATCTBA, aHAIN3 3aTpaT Ha coznanue/mpuodperenue C3I10 u ee mpuMeHeHNe, aHATN3 3a-
TpaT Ha IPEOJI0JIEHHE CUCTEMBI 3allIUTHl M He3aKOHHOE pactpocTpanenue [10, pa3paboTka KpuTepues
OILIEHKH PKOHOMHYECKOH cocTosTenbHOCTH U 3 dextuBHOCTH C3I10, mocTpoeHne cTpaTeruii 3anmThl
Y HamnaJIeH!s] Ha OCHOBAHWH PE3YJIbTATOB aHAIN3a M OLIEHKH 110 KPUTEPHSIM

Puc. 8.2. B3aumozeiicTBHe Y4acTHHKOB Ipolecca co3IaHus 1 pacnpocrpanenus IO



